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FO R E W O R D 

 

 

 

 

 

 

The publication of this book fulfills a need that has existed for 

several years if not decades. The passage of the Inspector General Act 

of 1978, and the expanded concept of Inspector General in the various 

departments and agencies of the government as required by law, exerts 

an ongoing necessity for the book. 

Within the Department of Defense each of the military ser- 

vices had long established positions and organizations of Inspectors 

General. As a matter of interest, there was no Inspector General at the 

Department of Defense level until the 1982 Amendment to the Inspec- 

tor General Act of 1978 created the position. 

The services objected to the establishment of such a position 

for a variety of reasons which resulted in the formation of a study that 

examined in detail the inspection, audit, and investigative establish- 

ments of each of the services. This study was called the Boutée Study. 

Dave Boutée was an official of Mobil Oil who was made available by 

that corporation for the purpose of determining how the Inspector, 

Investigation, and Audit functions of the services were organized and 

operated. This study remains today the most effective detail that de- 

lineates the Inspector General Organizations and functions in the De- 

partment of Defense. 

Today when a citizen mentions the Inspector General institu- 

tion, one immediately thinks of General Von Steuben and Valley 

Forge. This is not altogether a bad way of thinking, because the prin- 

cipal role of Inspector General is to be a teacher. Von Steuben filled 

that role superbly and probably this is his enduring legacy. In Lafayette 

Park, across the street from the White House, facing up Connecticut 

Avenue there is a statue of Von Steuben.  On the plaque the tribute to 
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him ends as follows:  “He gave military training and discipline to the 

citizen soldiers who achieved the independence of the United States.” 

Sections 3039 and 5088 of Title 10, United States Code, spell 

out in law the functions of the service Inspectors General and the ser- 

vice auditors. In the case of the Army the law is brief and clear ─ 

“There is an Inspector General and he will determine and report on the 

economy and efficiency of the Army. He will also determine and report 

on the morale, discipline and esprit de corps of the Army.” 

When the IG Act of 1978 was being considered, the intent of 

its supporters in Congress was to pursue cases of fraud, waste, and 

abuse. So ─ instead of becoming teachers, the inspectors became cops. 

And so did the auditors! Notwithstanding this legislative history, it is 

interesting to note that every audit published by any audit agency usual- 

ly has a statement to the effect that, “This audit was conducted accord- 

ing to generally accepted audit standards.” This begs the question: 

What exactly are “generally accepted audit standards”? 

Joe Schmitz has performed a singular service in writing this 

book, The Inspector General Handbook: Fraud, Waste, Abuse, and Other Con- 

stitutional ‘Enemies Foreign and Domestic’. One is reminded of the warning 

of President John Adams in 1798, “Our Constitution was made only for 

a religious and moral people. It is wholly inadequate for the govern- 

ment of any other.” The experience of the author as a member of the 

professional military, as a practicing lawyer in civilian life after his ac- 

tive duty service, and as the Department of Defense Inspector General 

for almost four years, provides a unique perspective to teach and train 

military and civilian leaders, inspectors, auditors and investigators to 

understand better their duties and responsibilities, whether in civilian 

or military endeavors, through better knowledge and understanding of 

the following: 

✸ The “Accountability clause” of the Constitution of the

United States, and why all public servants must take an

oath to support and defend that Constitution;

✸ The differences between and among the military and civil- 

ian Inspectors General;

✸ Various provisions of the Constitution associated with en- 

deavors by auditors, inspectors, and investigators that re- 
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quire decisions every day that implicate the statutory oath 

of office each of those officers has sworn (or affirmed); and 

✸ The professional ethic that is the epitome of public ser- 

vice, requiring “the satisfaction of a social need” in the

words of Professor Samuel Huntington. 

This book serves as a wonderful textbook for those who are 

selected to serve as an Inspector General. It also provides a source of 

understanding for those who rely on the efforts of Inspectors General 

to maintain the standards of integrity in both public and private ser- 

vice. There is more to being an Inspector General than being “meaner 

than a junk yard dog,” the term sometimes used by congressional and 

other supporters of the Inspector General Act of 1978. 

It is well to remember that the two principal roles of any In- 

spector General are to be, first of all, the confidant of the commander 

(or, in civilian parlance, the agency head); and, second, to be the best 

teacher in any organization. Those who successfully fulfill these roles 

become by experience and discipline the best leaders in any military 

and/or civilian endeavor. 

Richard G. Trefry 

LTG, US Army Ret. 
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IN T R O D U C T IO N 

 

 

 

 

 

 

Every American Inspector General takes an oath of office, 

whether “in the civil service or uniformed services,” to “support and 

defend the Constitution of the United States against all enemies, for- 

eign and domestic."1 Inspectors General have the opportunity to live 

this oath every day, whether it be by supporting the "due process of 

law"2 in the course of an investigation, or by supporting through inspec- 

tions, evaluations, audits, or oversight activities, the constitutional 

mandate that, "a regular Statement and Account of the Receipts and 

Expenditures of all public Money shall be published from time to 

time."3
 

This book reflects my experiences as the former head of 

DoD’s Office  of  Inspector  General – generally considered  the  most 

expansive Inspector General organization in the world – from 2002 to 

2005. The book is designed not only for teaching and training profes- 

sionals assigned to Offices of Inspectors General throughout the feder- 

al government, but also for the benefit of government and corporate 

leaders who will need, sooner or later, to deal intelligently with an In- 

spector General. It is also a primer for students of American govern- 

ment who routinely ask themselves, whenever they hear or read about 

an Inspector General investigation, inspection, or report: "What in the 

world is an Inspector General?” 

In plain English, this book explains by what authority and for 

what purpose an Inspector General does what he or she does on behalf 

of "We the People."4
 

Appendices further provide ready reference to the legal au- 

thorities upon and through which Inspectors General perform their 

duties. These include the Declaration of Independence, the Constitu- 

tion, the Inspector General Act of 1978, as amended, the "Quality 

Standards for Federal Offices of Inspector General” published by the 
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President's Council of Integrity & Efficiency (PCIE), and the Inspector 

General Reform Act of 2008. 

Someone once suggested that the Inspector  General of  the 

Department of Defense should develop an “IG Creed” along the lines 

of the traditional “Soldiers Creed,” which begins and ends with, “I am 

an American Soldier.”5 Although never adopted as official policy, here 

is my best effort to define that creed, and in so doing, answer the ques- 

tion, “What in the world is an Inspector General?”: 

I am an Inspector General in the United States Depart- 

ment of Defense, serving as an independent extension of 

the eyes, ears, and conscience of my commander. 

I am a paradigm of integrity, efficiency, accountability, 

and intelligent risk-taking. 

Dogged in the pursuit of the truth, I neither dictate to 

others in authority nor turn a blind eye. 

I show in myself a good example of virtue, honor, patriot- 

ism, and subordination. 

I am vigilant in inspecting the conduct of those placed 

under me, guarding against and suppressing all dissolute 

and immoral practices, including but not limited to fraud, 

waste, and abuse of authority, as I support and defend the 

Constitution of the United States against all enemies, for- 

eign and domestic. So help me God. 

I am an Inspector General in the United States Depart- 

ment of Defense. 

The case studies discussed in this book, which are  mostly 

based on published reports, explore how IG professionals within DoD’s 

Office of Inspector General subscribed to this creed, wittingly or un- 

wittingly, when confronting some of the most vexing accountability 

challenges facing the Department of Defense and America in recent 

history. 

 

Joseph E. Schmitz 
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Endnotes 

 
 
 

 

 
1 5 U.S.C. § 3331. 

2 U.S. Const., Amend. V. 

3 U.S. Const., Art. I, § 9. 

4 U.S. Const., Preamble. 

5 United States Army, “The Soldiers Creed” 

http://www.west-point.org/academy/malo-wa/inspirations/Creed.pdf 

 

“I am an American Soldier. I am a warrior and a member of a 

team. I serve the people of the United States of America and 

live the Army values. I will always place the mission first. I will 

never accept defeat. I will never quit. I will never leave a fallen 

comrade. I am disciplined, physically and mentally tough, 

trained and proficient in my warrior tasks and drills. I always 

maintain my arms, my equipment and myself. I am an expert 

and I am a professional. I stand ready to deploy, engage and 

destroy the enemies of the United States of America in close 

combat. I am a guardian of freedom and the American way of 

life. I am an American soldier.”) 

cf. United States Navy, “Sailors Creed” 

http://www.history.navy.mil/library/online/creed.htm 

 

“I am a United States Sailor. I will support and defend the 

Constitution of the United States of America and I will obey 

the orders of those appointed over me. I represent the 

fighting spirit of the Navy and all who have gone before me to 

defend freedom and democracy around the world. I proudly 

serve my country’s Navy combat team with Honor, Courage 

and Commitment. I am committed to excellence and the fair 

treatment of all.” 

http://www.west-point.org/academy/malo-wa/inspirations/Creed.pdf
http://www.history.navy.mil/library/online/creed.htm
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PART A. 

 

WHAT IS AN INSPECTOR GENERAL? 

 

 

 

 

 

In order to understand what an Inspector General  is,  one 

must first understand that there are two kinds of Inspectors General: 

military and civilian. Military Inspectors General typically focus on 

“discipline, efficiency, economy, morale, training, and readiness.”1 On 

the other hand, the 2003 “Quality Standards for Federal Offices of In- 

spector General” published by the President’s Council of Integrity & 

Efficiency outline the “fraud, waste, and abuse”-focused statutory mis- 

sion of each civilian Office of Inspector General (OIG): 

 

OIGs have responsibility to report on current perfor- 

mance and accountability and to foster good program 

management to ensure effective government operations. 

The Inspector General Act of 1978 (IG Act), as amended, 

created the OIGs to: 

 
1. Conduct, supervise, and coordinate audits and investi- 

gations relating to the programs and operations of their 

agencies; 

 
2. Review existing and proposed legislation and regula- 

tions to make recommendations concerning the impact of 

such legislation and regulations on economy and efficiency 

or the prevention and detection of fraud and abuse; 

 
3. Provide leadership for activities designed to promote 

economy, efficiency, and effectiveness, and to promote ef- 
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forts to reduce fraud, waste, and abuse in the programs 

and operations of their agencies; 

 
4. Coordinate relationships between the agency and oth- 

er Federal agencies, State and local government agencies, 

and non-government agencies to promote economy and 

efficiency, to prevent and detect fraud and abuse, or to 

identify and prosecute participants engaged in fraud or 

abuse; 

 
5. Inform their agency heads and Congress of problems in 

their agencies’ programs and operations and the necessity 

for and progress of corrective actions; and 

 
6. Report to the Attorney General whenever the Inspec- 

tor General has reasonable grounds to believe there has 

been a violation of Federal criminal law. 

 
In addition to audits and investigations referenced in item 

1 above, OIGs may conduct, supervise, and coordinate in- 

spections, evaluations, and other reviews related to the 

programs and operations of their agencies.2 

 

Military Inspectors General share these same “fraud, waste, 

and abuse” missions with their civilian namesakes in at least two ways: 

First, they too are often called upon to “conduct, supervise, and coor- 

dinate inspections, evaluation, and other reviews related to the pro- 

grams and operations of their agencies”3; and, second, uniformed mili- 

tary Inspectors General are subject to “policy direction” of the civilian 

Inspector General of the Department of Defense, who as “the principal 

adviser to the Secretary of Defense for matters relating to the preven- 

tion and detection of fraud, waste, and abuse in the programs and oper- 

ations of the Department [may] request assistance as needed from oth- 

er audit, inspection, and investigative units of the Department of De- 

fense (including military departments).”4 The military and civilian IG 

missions thus overlap, as demonstrated by the case studies in  this 

book.5 
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According to the official biography for the Inspector General 

of the Department of Defense as of September 2005, “The statutorily 

‘independent and objective’ Office of Inspector General employs ap- 

proximately 1,300 civilian and military officers and employees, and pro- 

vides oversight for another 60-80,000, primarily auditors, inspectors, 

and investigators, with an annual budget of more than $200 million.  It 

includes as subcomponents the Defense Criminal Investigative Service 

(DCIS) and the Defense Financial Auditing Service (DFS).   Based on 

post-Enron independence standards, the Inspector General is the only 

DoD Officer qualified to issue opinions on the financial statements of 

the DoD, the annual budget for which exceeds $500 billion.   As the 

sole  DoD  representative  on  the  President’s  Council  on  Integrity  & 

Efficiency (PCIE) and, by law, ‘the principal adviser to the Secretary of 

Defense for matters relating to the prevention of fraud, waste, and 

abuse in the programs and operations of the Department,’ the Inspec- 

tor  General  chairs  the  Defense  Council  on  Integrity  &  Efficiency 

(DCIE), the members of which include component heads of the Audit, 

Inspection, and Investigative units of the military departments, and the 

Inspectors General of the other DoD agencies and major components.” 

Here is how the Department of Defense Office of Inspector 

General was organized in 2005, 6demonstrating graphically how the 

DoD Office of Inspector General was designed to satisfy the Inspector 

General’s statutory duty, among other duties, to “give particular regard 

to the activities of the internal audit, inspection, and investigative units 

of the military departments with a view toward avoiding duplication 

and insuring effective coordination and cooperation”7: 
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Part A Endnotes 

 
 
 

 

 
1 United States Department of the Army, Office of The Inspector General 

(OTIG) (http://wwwpublic.ignet.army.mil/IG_systems.htm) (last accessed 

August 30, 2010). 

2 President’s Council on Integrity & Efficiency, “Quality Standards for Fed- 

eral Offices of Inspector General,” pp. 4-5 (October 2003) (footnotes omit- 

ted) (http://www.ignet.gov/pande/standards/igstds.pdf) (last accessed Au- 

gust 30, 2010); see United States Army, “Inspector General Systems” (“The 

mission of the [Office of The Inspector General] and [U.S. Army Inspector 

General Agency] is to inquire into, and periodically report on the disci- 

pline, efficiency, economy, morale, training, and readiness throughout the 

Army, to the Secretary of the Army and the Chief of Staff, Army.”) (last 

accessed August 30, 2010); United States Air Force, Biography of The In- 

spector General (http://www.af.mil/information/bios/bio.asp?bioID=6956) 

(last accessed August 30, 2010) (“The Inspector General reports to the Sec- 

retary and Chief of Staff of the Air Force on matters concerning Air Force 

effectiveness, efficiency, and the military discipline of active duty, Air  

Force Reserve and Air National Guard forces.”); United States Navy, 

“About the Naval IG” 

(http://www.ig.navy.mil/About_NAVINSGEN/Mission.htm) (last accessed 

August 30, 2010) (“Guiding Principles:  To support the Department of the 

Navy in maintaining the highest level of integrity and public confidence we 

will: . . . Emphasize integrity, ethics, efficiency, discipline and readiness -- 

afloat and ashore.”); United States Marine Corps, “Inspector General of the 

Marine Corps” (http://hqinet001.hqmc.usmc.mil/ig/) (last accessed August 

30, 2010) (“Inspector General of the Marine Corps . . . mission is to pro- 

mote Marine Corps combat readiness, integrity, efficiency, effectiveness, 

and credibility through impartial and independent inspections, assess- 

ments, inquiries, and investigations.”). 

3 PCIE, “Quality Standards for Federal Offices of Inspector General,” su- 

pra, p. 5; see, e.g.,United States Air Force, Biography of The Inspector Gen- 

http://wwwpublic.ignet.army.mil/IG_systems.htm)
http://www.ignet.gov/pande/standards/igstds.pdf)
http://www.af.mil/information/bios/bio.asp?bioID=6956)
http://www.ig.navy.mil/About_NAVINSGEN/Mission.htm)
http://hqinet001.hqmc.usmc.mil/ig/)
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eral, supra (“The Inspector General provides inspection policy, and oversees 

the inspection and evaluation system for all Air Force nuclear and conven- 

tional forces; oversees counterintelligence operations and chairs the Air 

Force Intelligence Oversight Panel; investigates fraud, waste and abuse; 

oversees criminal investigations; and provides oversight of complaints reso- 

lution programs. He also performs any other duties directed by the Secre- 

tary or the Chief of Staff. The Inspector General is responsible for two field 

operating agencies: the Air Force Inspection Agency and the Air           

Force Office of Special Investigations.”). 

4 Inspector General Act of 1978, as amended, § 8(c)(1)&(8). 

5 Compare Lieutenant Colonel Stephen Rusiecki, “Washington and von 

Steuben: Defining the Role of the Inspector General,” The Journal of Pub- 

lic Inquiry, p. 35 (Fall/Winter 2003) 

(http://www.ignet.gov/randp/fw03jpi.pdf) (last accessed August 30, 2010), 

with Joseph E. Schmitz, “The Enduring Legacy of Inspector General von 

Steuben,” The Journal of Public Inquiry, p. 23  (Fall/Winter 2002) 

(http://www.ignet.gov/randp/fw02text.pdf) (last accessed August 30, 2010). 

6         http://www.dodig.mil/IGInformation/IGPolicy/Superpolicy12-27Print.pdf 

7 Inspector General Act of 1978, as amended, § 8(c)(9). 

http://www.ignet.gov/randp/fw03jpi.pdf)
http://www.ignet.gov/randp/fw02text.pdf)
http://www.dodig.mil/IGInformation/IGPolicy/Superpolicy12-27Print.pdf
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CH AP T E R 1 .  T R AD IT IO N AL R O LE S O F AN AM E R ICAN 

INS P E C T O R GE NE R A L : TH E O TH E R FO U N D IN G FA TH E R 

 

 

 

“He gave military training and discipline to the citizen sol- 

diers who achieved the independence of the United States.” 

 
United States Congress, “Proceedings Upon the Unveiling of the Statue of Baron 

von Steuben, Major General and Inspector General in the Continental Army 

During the Revolutionary War” (1912) 

 
 
 
 

Inspectors General, whether civilian or military, serve by tra- 

dition as an extension of their respective Commander’s Conscience, 

guarding a Revolutionary War legacy of integrity, training and disci- 

pline; preventing and detecting fraud, waste, and abuses of power; and 

ensuring constitutional accountability ultimately to “We the People of 

the United States.”1 Leaders in both government and business, who may 

in their professional capacities need to interact with an Inspector Gen- 

eral, should strive to become familiar with both the Inspector General’s 

function and historical legacy. 

According to tradition as well as to modern Army doctrine, an 

Inspector General serves as “an extension of the eyes, ears, and con- 

science of the Commander.”2 This tradition is closely associated with 

the traditional “teach & train” role of American military inspectors 

general. The U.S. Military Academy Inspector General website explains 

that an Inspector General must “teach and train at every opportunity.”3 

This “teach & train” role is pounded into every student of the Army 

Inspector General School. General George Washington delegated this 

role to the first effective American Inspector General, Baron Frederick 

Wilhelm von Steuben.4 
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The Enduring Legacy of Inspector General von Steuben 

According to one 20th Century Army historian, “the military 

services of two men, and of two men alone, can be regarded as indis- 

pensable to the achievement of American Independence. These two 

men were Washington and Steuben… Washington was the indispensa- 

ble commander. Steuben was his indispensable staff officer.”5
 

The Steuben Monument graces  Lafayette  Park  across  from 

the White House in Washington, DC, along with monuments to Gen- 

erals Lafayette, Rochambeau, and Kosciuszko. All four “testify to the 

gratitude of the American people to those from France, from Poland, 

and from Prussia who aided them in their struggle for national inde- 

pendence and existence.”6 Steuben’s monument proclaims an artful,

albeit understated, synopsis of Inspector General von Steuben’s role in 

the birth of our nation: “He gave military training and discipline to the 

citizen soldiers who achieved the independence of the United States.” 

These words bespeak not only our history, but also our present and 

future “first things” -- principles that define who we are. 

In 1942, British author C.S. Lewis outlined what he called the 

Principle of First and Second Things: “You can’t get second things by 

putting them first,” Lewis wrote, “You can get second things only by 

putting first things first.”7 Another contemporary expert explained the

principle of first and second things more bluntly, using the most basic 

of all “second things” to make the point: “The society that believes in 

nothing worth surviving for -- beyond mere survival -- will not survive.”8

Inspector General von Steuben stood for -- and still stands for 

-- principles worth dying for. While “Training and Discipline” per se 

may not be “first things” for most Americans, Steuben also stood for 

public accountability, a “first things” American principle codified into 

Article I of the U.S. Constitution, which mandates that, “a regular 

Statement and Account of the Receipts and Expenditures of all public 

Money shall be published from time to time.”9 The U.S. Congress codi- 

fied this, along with the principles of “Integrity & Efficiency,” into the 

Inspector General Act of 1978. This is the statutory foundation for the 

Inspector General System, of which Steuben is the founding father. 

Benjamin Franklin recruited Baron von Steuben in 1777 from 

the latter’s post-Prussian Army position as “Hofmarschall” (Lord 

Chamberlain) of a small Hohenzollern principality in what is now 

Southern  Germany.  The  Steuben  family  motto,  Sub Tutela Altissimi 
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Semper10 
(translated, Under the Protection of the Almighty Always), 

might have foreshadowed the legacy of this German-American patriot: 

“integrity, knowledge, and loyalty to conscience.”11
 

Ever since the Revolutionary War, America’s military Inspector Gen- 

eral has served as an independent extension of the eyes, ears, and conscience of 

the Commander.12 Today, all Inspectors General in the Department of 

Defense, including the uniformed services, serve this role; as such, the 

military Inspector General is a paradigm of military leadership—the 

only issue is whether he or she is a good paradigm. 

Today’s Army Inspector General is the modern day personifi- 

cation of the enduring legacy of General von Steuben. The first lesson 

plan of the Army Inspector General School is devoted to General von 

Steuben and the entire three-week course is permeated with the “Von 

Steuben Model.”  Von Steuben is the role model for every one of the 

239 principal Army Inspectors General. This is a veritable “IG- 

Network” of senior officers serving full time in assistance, inspection, 

non-criminal investigation, and “teach & train” functions at every major 

command around the world. 

Modern day military Inspectors General serve in a variety of 

uniforms: the 239 principal Army IGs mentioned above; 150 senior Air 

Force IGs and an additional 2,000 counterintelligence and criminal 

investigative professionals report to the Air Force Inspector General; 

the Navy and Marine Corps together deploy more than 70 IGs in simi- 

lar functions. All three service Inspectors General are three-star flag 

and general officers; the Marine Corps IG has two-stars. By statute, 

however, “No member of the Armed Forces, active or reserve, shall be 

appointed Inspector General of the Department of Defense.”13   This 

Senate-confirmed civilian officer is responsible for approximately 1,250 

professional auditors, inspectors, and investigators, including 30 uni- 

formed military officers. 

Steuben is also a role model for the 69 Presidentially- 

appointed civilian Inspectors General throughout the federal agencies, 

roughly half of whom are Senate-confirmed. The Inspector General 

Reform Act of 2008 amended the Inspector General Act of 1978 to 

create the Council of the Inspectors General on Integrity and Efficien- 

cy (CIGIE), combining what were formerly known as the President's 

Council on Integrity and Efficiency (PCIE) and the Executive Council 

on Integrity and Efficiency (ECIE).14  According to the CIGIE Progress 
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Report to the President for FY 2008, this community of, “more than 

12,300 employees and 69 OIGs conducted audits, inspections, evalua- 

tions, and investigations, which resulted in: 

✸ $14.2 billion in potential savings from audit recommenda- 

tions; 

✸ $4.4 billion in potential savings from investigative receiva- 

bles and recoveries; 

✸ 6,647 indictments and criminal informations; 

✸ 6,866 successful prosecutions; 

✸ 1,206 successful civil actions; 

✸ 4,986 suspensions or debarments; 

✸ 5,712 personnel actions; 

✸ 337,916 hotline complaints processed; 

✸ 6,935 audit, inspection, and evaluation reports issued; and 

✸ 32,143 investigations closed.15 

 
In addition to the Federal CIGIE community, a robust non- 

governmental “Association of Inspectors General” caters to a multitude 

of “Inspectors General at all levels of government [who] are entrusted 

with fostering and promoting accountability and integrity in govern- 

ment.”16
 

General von Steuben is best known for military training, disci- 

pline, and accountability. But he was also a man of integrity, and he had 

a deep aversion to fraud and waste: “Prolonged study of his official cor- 

respondence and other military papers shows them to be models of 

veracity and scientific precision.”17 As a result, this historical paradigm 

of military leadership has also become a role model for civilian IGs. 

According to the official history of the Army Inspectors Gen- 

eral, “Steuben, beginning work as an advisor to [General George] 

Washington, proclaimed the money department ‘a mere farce,’ and said 

that paying quartermaster agents a commission according to what they 

spent was a prescription for waste.”18
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Integrity & Efficiency 

“Although Maj. Gen. Friedrich W. A. von Steuben was pre- 

ceded briefly by three Inspectors General, he is credited with establish- 

ing the high standards desired by Washington—integrity, knowledge, 

and loyalty to conscience—that have been the measure of the inspec- 

tion system ever since.”19
 

Von Steuben served Prince Joseph Wilhelm von Hohenzol- 

lern-Hechingen for 13 years before being recruited by Benjamin Frank- 

lin. According to Henning-Hubertus Baron von Steuben, the current 

head of the Von Steuben Family in Germany, those years serving the 

Prince “were the most difficult times of his life,” and profoundly im- 

pacted his attitudes.20 The modern day Baron explained, “Because the

Prince was a spendthrift, Steuben tried everything financially to save 

the principality. . . . This experience shaped his understanding of hon- 

esty,  probity,  efficiency  and  truthfulness.  These  principles  he  later 

brought to the American Army, above all to his training of its military 

commanders.”21
 

Inspector General von Steuben wrote “invariable rules for the 

order and discipline of the troops,”22 into a military drill manual ap- 

proved by Congress in March 29, 1779. In this manual he admonished 

that “the commanding officer of a regiment must preserve the strictest 

discipline and order in his corps, obliging every officer to a strict per- 

formance of his duty, without relaxing in the smallest point; punishing 

impartially the faults that are committed, without distinction of rank 

or service.”23

Training 

Inspector General von Steuben’s most well known legacy, 

“Military Instruction,” is enshrined on his monument in  Lafayette 

Park. Upon arrival at Valley Forge in 1778, he confronted an American 

Army in disarray. His first task was to train General Washington’s own 

guard. 

Having proved his value as a military trainer to Washington, 

Steuben’s acumen for training was soon applied to the entire army. Ac- 

cording to the U.S. Army’s official history of the Inspectors General, 

“Steuben shocked American officers by personally teaching men the 

manual of arms and drill, but his success helped to convince them. . . . 
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With Washington’s support, Steuben set out to involve officers in 

training, making the subordinate inspectors—a body of officers drilled 

by Steuben—his agents.”24
 

Steuben’s success as a drillmaster was ambitiously adapted to 

the immediate task at hand, unconventionally pragmatic, and so im- 

pressive that, “Even stodgy, conservative [Continental Army General 

Horatio] Gates approved wholeheartedly. ‘Considering the few Mo- 

ments that is left us for this necessary Work,’ he told Steuben, ‘I should 

rather recommend the Discipline of the Leggs, than the Firelocks, or 

the hands; the preservation of Order at all Times is essentially neces- 

sary. It leads to Victory, it Secures Retreat, it saves a Country’.”25
 

According to President William Howard Taft, “The effect of 

Steuben’s instruction in the American Army teaches us a lesson that is 

well for us all to keep in mind, and that is that no people, however war- 

like in spirit and ambition, in natural courage and self-confidence, can 

be made at once, by uniforms and guns, a military force. Until they 

learn drill and discipline, they are a mob, and the theory that they can 

be made an army overnight has cost this Nation billions of dollars and 

thousands of lives.”26

Discipline 

According to the 1902 Proceedings in Congress, “[General von 

Steuben] made the patriotic army a disciplined and effective force—the 

drilled corps that ultimately won the war for freedom. He worked in- 

cessantly to do this under the greatest difficulties and the credit for it is 

all his own.”27 When the Pentagon commissioned its “Soldier-Signers of

the Constitution Corridor” in 1986, the following signage accompanied 

the central oil painting of Washington at Valley Forge, surrounded by 

his mounted staff and tattered soldiers: 

During the coming months they would suffer from 

shortages of food and clothing, and from the cold, but 

under the tutelage of Washington and Major General 

Frederick Steuben would gain the professional training 

necessary to become the equal of the British and Hessians 

in open battle. 
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Accountability 

Parallel with his emphasis on training and drilling the troops, 

General von Steuben maintained that his inspectors “must depart from 

purely military inspection and must also examine financial accounts.”28 

Steuben described what he encountered on arrival at Valley Forge in 

1778, and how he established a system to eliminate wasteful losses of 

muskets, bayonets, and other Revolutionary War “accouterments”: 

 

General Knox assured me that, previous to the establish- 

ment of my department, there never was a campaign in 

which the military magazines did not furnish from five 

thousand to eight thousand muskets to replace those 

which were lost . . . . The loss of bayonets was still greater. 

The American soldier, never having used this arm, had no 

faith in it, and never used it but to roast his beefsteak, and 

indeed often left it at home. This is not astonishing when 

it is considered that the majority of the States engaged 

their soldiers for from six to nine months. Each man who 

went away took his musket with him, and his successor re- 

ceived another from the public store. No captain kept a 

book. Accounts were never furnished nor required. As our 

army is, thank God, little subject to desertion, I venture to 

say that during an entire campaign there have not been 

twenty muskets lost since my system came into force. It 

was the same with the pouches and other accouterments, 

and I do not believe that I exaggerate when I state that 

my arrangements have saved the United States at least 

eight hundred thousand French livres a year.29
 

The state of affairs upon his arrival at Valley Forge, according 

to a Congressional publication, indicated “[t]here were 5,000 muskets 

more on paper than were required, yet many soldiers were without 

them. Steuben’s first task was, therefore, to inaugurate a system of con- 

trol over the needs and supply of arms, and, in course of time, he suc- 

ceeded in carrying this control to such perfection that, on his last in- 

spection before he left the Army, there were but three muskets miss- 

ing, and even those were accounted for.”30
 



22 
 

 

The Constitution ratified by Congress after the successful 

conclusion of the Revolutionary War still requires that “a regular 

Statement and Account of the Receipts and Expenditure of all public 

Money shall be published from time to time.”31 This requirement of 

public accountability is consistent with the subsequently enacted 

checks on abuses of power by the national government enacted in the 

Bill of Rights. As explained in the 1789 Preamble to that Bill of Rights, 

the first ten Amendments were designed “to prevent misconstructions 

or abuse of its power.”32 As codified in the final article of the Bill of 

Rights, now known as the Tenth Amendment, the purpose of the Bill 

of Rights was to prevent abuses of “powers… delegated to the United 

States by the Constitution.”33
 

Congress subsequently codified these same constitutional 

principles—200 years after confirming Baron von Steuben as George 

Washington’s Inspector General—in the Inspector General Act  of 

1978, which created “independent and objective units” in most major 

federal agencies “to provide leadership and coordination and recom- 

mend policies for activities designed (A) to promote economy, efficien- 

cy, and effectiveness in the administration of; and (B) to prevent and 

detect fraud and abuse.”34
 

Steuben’s Revolutionary War legacy is exemplified in the following 

divisions within the modern Army Inspector General system: 

 

Assistance Division: conducts, oversees, or assigns the 

responsibility for investigations and inquiries into miscon- 

duct of non-senior Army officials (Army personnel in the 

grade of COL/GM 15 and below) in response to allegations 

of impropriety, issues of systems deficiency, complaints, 

grievances, and matters of concern or requests for assis- 

tance received from, or presented by, soldiers, family 

members, retirees, former soldiers, Department of the 

Army (DA) Civilians, or other individuals concerned with 

the activities of the Army. 

 
Inspections Division: inspect, teach, assess, report, and 

follow up matters affecting mission performance and the 

discipline, efficiency, economy, morale, training and read- 

iness throughout the Army. 
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Investigations Division: conduct investigations con- 

cerning allegations made against Active and Reserve 

Component general officers and SES civilians and other 

ranks as directed. 

 
Intelligence Oversight Division: conduct  inspections 

and non-criminal investigations of Army sensitive activi- 

ties which include Special Access Programs and other ac- 

tivities as prescribed in AR 380-381.35
 

 
The Naval, Marine Corps, and Air Force Inspectors Gen- 

eral have slightly different albeit similar roles and organi- 

zations.36 Each of the three military service Inspectors 

General identify “independence” as a guiding principle: 

 
[Army] IGs operate within an environment consisting of 

the commander, the commander's soldiers, family mem- 

bers, DA civilian employees, retirees, and other civilians 

needing assistance with an Army matter and the IG sys- 

tem. They must be sufficiently independent so that those 

requesting IG assistance will continue to do so, even when 

the complainant feels that the commander may be the 

problem. Therefore, IGs must maintain a clear distinction 

between being an extension of the commander and their 

sworn duty to serve as fair and impartial fact finders and 

problem solvers. Commanders must also understand this 

clear distinction for their IGs to be effective.37
 

 
[Naval IG] Policy]:] All inquiries into  matters  affecting 

the readiness, integrity, discipline, and efficiency of the 

[Department of the Navy] shall be conducted in an inde- 

pendent and professional manner, without command in- 

fluence, pressure, or fear of reprisal from any level within 

[the Department of the Navy].38
 

 
[The Marine Corps IG official] mission is to promote Ma- 

rine Corps combat readiness, integrity, efficiency, effec- 

tiveness, and credibility through impartial and independ- 
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ent inspections, assessments, inquiries, and investiga- 

tions.39
 

All [Air Force] IGs must maintain a clear distinction be- 

tween being an extension of the commander and their 

sworn duty to serve as fair, impartial and objective fact- 

finders and problem solvers. They must be sufficiently in- 

dependent so that those complainants requesting IG help 

will continue to do so, even when they feel that the com- 

mander may be the problem. Commanders must support 

this clear distinction for their IGs to be effective.40

Especially in military organizations, the principle of inde- 

pendence so fundamental to any Office of Inspector Gen- 

eral,41 must be tethered to the Commander for  whose 

eyes, ears, and conscience the IG serves as an extension. 

This tethered independence, which is discussed more fully 

later in this book, is fully consistent with the Inspector 

General Act’s requirement that an Inspector General re- 

port both to the head of his or her establishment and to 

the Congress, in that order.42
 

C A S E S T U D Y : L I  B E R TY  D A Y P R O JE  C T 

Among the duties of the Deputy Senior Inspector (aka Inspec- 

tor General) of the Naval Reserve Intelligence Command (NRIC), the 

position in which the author of this book served until being nominated 

to be the Inspector General of the Department of Defense, are period- 

ic “Intelligence Oversight” inspections of 13 Reserve Intelligence Areas 

across the country. During Intelligence Oversight inspections, starting 

in October 1999, as NRIC Inspector General I routinely conducted ad 

hoc training that would address questions about not only what the In- 

telligence Oversight laws prohibit but, more fundamentally, why those 

laws allow naval reserve intelligence professionals -- and other federal 

officials -- to “collect, retain or disseminate information concerning 

United States persons only in accordance with procedures established 

by the head of the agency concerned and approved by the Attorney 

General.”43
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Answers to the “why” questions about Intelligence Oversight laws of- 

ten turned on the Bill of Rights, and led to admonitions to remember 

that naval reserve officers serve as officers of a national government 

that by design is limited in power. Many of the abuses of power that 

led to the modern Intelligence Oversight laws are reminiscent of the 

abuses enumerated in the Declaration of Independence. 

That is why, even today, state officers serving in our national 

guard units, at least while serving as state officer, retain state “police 

powers” unless proscribed; the opposite presumption applies for the 

Army, Naval, and Air Forces reserve units, which by constitutional de- 

sign have no police powers except those that have been “delegated” to 

the national government in the Constitution itself. The final article of 

the Bill of Rights reminds us, “The Powers not delegated to the United 

States by the Constitution, nor prohibited by it to the States, are re- 

served to the States respectively, or to the People.”44
 

On account of my experience teaching and training naval re- 

serve intelligence professionals about the Intelligence Oversight laws, I 

regularly carried around with me a pocket-sized compilation of both 

the Declaration of Independence and the United States Constitution. 

At one point, I started buying in bulk the Cato Institute pocket-sized 

compilation, for $1 each, and giving them away to naval reserve intelli- 

gence professionals who showed an interest in learning about the Dec- 

laration of Independence and the Constitution. 

Shortly after my Senate confirmation as Inspector General of 

the Department of Defense, I asked my new Office of Inspector Gen- 

eral staff to price out a pocket–sized version of an official DoD elec- 

tronic compilation that the Secretary of Defense had approved while I 

was waiting for Senate confirmation (which as of the drafting of this 

book was still posted at http://www.defenselink.mil/pubs/liberty.pdf). I 

provided the DoD Office of Inspector General staff with the $1 Cato 

Institute version as an example of what I had in mind. 

The first price estimate for the DoD OIG to contract out an 

official pocket-sized version of the official DoD electronic compilation 

(already posted on the DoD website) came in at $12 a piece. Needless 

to say, I did not authorize such a blatantly excessive cost, which would 

have been a waste of public funds. I did, however, persist in research- 

ing precisely why the OIG staff would have been given such an outra- 

geous price – reminiscent of the proverbial $200 toilet seat. 

http://www.defenselink.mil/pubs/liberty.pdf)
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In the end, with a little coaching, the DoD OIG staff found a 

government printing contractor who could produce the pocket-sized 

booklet, emblazoned with the official seal of the Department of De- 

fense on the front as well as the 800 number for the DoD Inspector 

General “Hotline” on the last page, for about 75 cents per “Liberty 

Day” booklet. 

For my entire tenure as Inspector General, I utilized the 

pocket-sized Liberty Day booklet as an Inspector General “teach and 

train” handout -- in lieu of the traditional military command “challenge 

coin.” The final page of the booklet was an “Inspector General Refer- 

ence Guide,” which explains the modern Inspector General’s statutory 

duties in the context of the traditional role of an American Inspector 

General. It also promoted the “chain of command” as the primary ave- 

nue to report apparent violations of ethical standards and/or the law. 

Only if an impediment prevents utilizing the chain of command should 

one report allegations to the Inspector General. 

Following is the text of the official Department of Defense 

announcement of the Liberty Day project: 
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Chapter Review Questions: 

1 What are the essential differences between the military and 

civilian Inspectors General? In what ways are they similar? 

2 By what authority would any Inspector General authorize the 

expenditure of public money to purchase pocket-sized compi- 

lations of the Declaration of Independence and the Constitu- 

tion? 

3 By what authority and for what purpose would a whistleblower 

ever bypass the “chain-of-command” and report alleged waste, 

fraud, or abuse, directly to the Inspector General? 
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CH AP T E R 2 .  IN S P E CT O R G E N E R AL ACT O F 1 9 7 8 : 

STR A D D LIN G TH E SE P A R A TIO N O F P O W E R S 

“Whenever you inspectors general root out fraud, 

waste, or abuse, you increase the confidence of the American 

People in their government.” 

President George W. Bush, on the occasion of the 25th Anniversary of the In- 

spector General Act of 1978 (2003). 

The first thing any Senate-confirmed nominee must do, after 

confirmation and prior to assuming his or her office, is to swear (or 

affirm) the statutory oath of office. This is no mere formality, as the 

Constitution itself requires that, “all executive and judicial officers, 

both of the United States and of the several states, shall be bound by 

oath or affirmation, to support this Constitution.”1 In implementing 

this constitutional mandate, Congress has prescribed the following text 

for every “individual, except the President, elected or appointed to an 

office of honor or profit in the civil service or uniformed services”: 

I, AB, do solemnly swear (or affirm) that I will support 

and defend the Constitution of the United States against 

all enemies, foreign and domestic; that I will bear true 

faith and allegiance to the same; that I take this obligation 

freely, without any mental reservation or purpose of eva- 

sion; and that I will well and faithfully discharge the duties 

of the office on which I am about to enter. So help me 

God.2
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As every Inspector General serves in “an office of honor,” all IGs take 

the same oath. 

 

IG Independence 

Inspector General principles require that, “The Inspector 

General and OIG staff must be free both in fact and appearance from 

personal, external, and organizational impairments to independence.”3 

Such independence is inherent to the “value added” by an Inspector 

General within any organization. 

As explained in the previous chapter, all of the uniformed mil- 

itary Inspectors General identify “independence” as a guiding principle. 

This independence principle, which is discussed throughout this book, 

is fully consistent with the constitutional separation-of-powers  and 

with the Inspector General Act’s duty that an Inspector General report 

both to the head of his or her establishment and to the Congress, in 

that order.4 

Whether the head of an organization is a cabinet officer, a 

military commander, or a chief executive officer, the operational leader 

should never have to question the independence and objectivity of fac- 

tual findings and recommendations by the Inspector General. 

 

How  Inspectors  General  Fit  Within  the  Constitutional  Separation  of 

Powers 

Most American Inspectors General serving in the federal gov- 

ernment, whether military or civilian, are appointed by the President as 

officers of the Executive Branch.   To the extent an Inspector General 

is obligated by law to report to Congress, it is only after he or she has 

already reported to the head of the Executive Branch establishment to 

which he or she is assigned. 

In order to understand how Inspectors General fit within the 

constitutional separation-of-powers, it is fundamental to understand 

that the separation-of-powers is part of the Founders’ master plan to 

avoid abuses of power by government officials. Because Inspectors 

General are in the business of holding other people accountable, all 

Inspectors General, whether military or civilian, must be vigilant in 

avoiding any abuses of power within their own respective Offices, in- 

cluding but not limited to those “independent and objective units” of 
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the Executive Branch establishments identified in the Inspector Gen- 

eral Act of 1978, as amended. 

The constitutional “separation-of-powers” is not mentioned 

by name in the Constitution. It is manifest in the structure of the 

Constitution itself, wherein Legislative powers and restrictions are ad- 

dressed in Article I, Executive powers and restrictions are addressed in 

Article II, and Judicial powers and restrictions are addressed in Article 

III. 

The Founding Fathers manifestly did not intend the constitu- 

tional separation-of-powers to be watertight. For example, the Office 

of the Vice President of the United States is described within in the 

Legislative Branch Article (Article I, Section 3). Likewise, the Judicial 

Branch Article (Article III) concludes with a description of a legislative 

power: “The Congress shall have the power to declare the punishment 

of treason, but no attainder of treason shall work corruption of blood, 

or forfeiture except during the life of the person attainted.” 

There is nothing inherently unconstitutional, therefore, about 

Congress’ mandate in Section 2 of the Inspector General Act of 1978, as 

amended, that Inspectors General “provide a means for keeping the 

head of the establishment and the Congress fully and currently in- 

formed about problems and deficiencies relating to the administration 

of such programs and operations and the necessity for and progress of 

corrective action.”5
 

By What Authority and For What Purpose Inspectors General Do What 

They Do? 

Inspectors General derive their authority from the Constitu- 

tion’s own “Accountability Clause” in Article I, Section 9: “a regular 

statement and account of receipts and expenditures of all public money 

shall be published from time to time.” This mandate, while prescribed 

in Article I, does not specify the subject of its passive verb, “shall be 

published.” The Founding Fathers apparently intended this constitu- 

tional duty of accountability to straddle all three branches of our na- 

tional government: Legislative (Article I); Executive (Article II); and 

Judicial (Article III). 

Implementing legal guidance, whether through statute, regula- 

tions, directives, policy memoranda, or otherwise, is typically the way 
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governmental entities “flesh out” the more general mandates of consti- 

tutional and statutory law. 

The Inspector General Act of 1978, as amended,  contains 

more than 20 such duties to be carried out by civilian Executive Branch 

officials who have been confirmed by the United States Senate. Each 

Inspector General Act duty is typically preceded by the words, “the 

Inspector General shall.” The “purpose” section of the Inspector Gen- 

eral Act clarifies Congress’ expectation that every Inspector General 

identified by establishment in the Inspector General Act has a duty to 

provide, “leadership and coordination [in] activities designed (A) to 

promote economy, efficiency, and effectiveness in the administration 

of, and (B) to prevent and detect fraud and abuse in, . . . programs and 

operations” of his or her respective establishment.  The statutory delin- 

eation of establishments includes most cabinet departments and federal 

agencies.6 

The only mandatory operational functions of every statutory 

Office of Inspector General (OIG) are, “to conduct and supervise au- 

dits and investigations relating to the programs and operations of the 

establishments listed in section 12(2) [of the Inspector General Act].”
7 

In addition to these operational duties, each OIG is obligated by law: 

 
to provide leadership and coordination and recommend 

policies for activities designed (A) to promote economy, 

efficiency, and effectiveness in the administration of, and 

(B) to prevent and detect fraud and abuse in, such pro- 

grams and operations; and 

 
to provide a means for keeping the head of the establish- 

ment and the Congress fully and currently informed about 

problems and deficiencies relating to the administration 

of such programs and operations and the necessity for and 

progress of corrective action.”8
 

Many of the larger establishments have additional specified 

Inspector General duties tailored to the complexity of the establish- 

ment. For example, “In addition to the other duties and responsibili- 

ties specified in this Act, the Inspector General of the Department of 

Defense shall— 
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(1) be the principal adviser to the Secretary of Defense for 

matters relating to the prevention and detection of fraud,

waste, and abuse in the programs and operations of the

Department;

(2) initiate, conduct, and supervise such audits and investi- 

gations in the Department of Defense (including the mili- 

tary departments) as the Inspector General considers ap- 

propriate;

(3) provide policy direction for audits and investigations 

relating to fraud, waste, and abuse and program effective- 

ness;

(4) investigate fraud, waste, and abuse uncovered as a re- 

sult of other contract and internal audits, as the Inspector 

General considers appropriate;

(5) develop policy, monitor and evaluate program perfor- 

mance, and provide guidance with respect to all Depart- 

ment activities relating to criminal investigation programs;

(6) monitor and evaluate the adherence of Department

auditors to internal audit, contract audit, and internal re- 

view principles, policies, and procedures;

(7) develop policy, evaluate program performance,  and 

monitor actions taken by all components of the Depart- 

ment in response to contract audits, internal audits, inter- 

nal review reports, and audits conducted by the Comptrol- 

ler General of the United States;

(8) request assistance as needed from other audit, inspec- 

tion, and investigative units of the Department of Defense 

(including military departments); and 

(9) give particular regard to the activities of the internal 

audit, inspection, and investigative units of the military



38 

departments with a view toward avoiding duplication and 

insuring effective coordination and cooperation.9 

Between April 2002 and September 2005, the DoD OIG is- 

sued approximately 50 policy memoranda, most of which addressed the 

manner in which that particular Office of Inspector General carried 

out its statutory duties. The most ambitious of these policy memoran- 

da was formal guidance on implementing each of the explicit statutory 

mandates in the Inspector General Act. The goal was to explain to the 

American people precisely how, each time Congress had used the 

words, “The Inspector General shall,” the DoD OIG carries out that 

mandate. 

Obligation to Prescribe and Promulgate Rules 

In the absence of more formal rulemaking, the publication of 

policy memos fulfills a basic requirement of transparency and good 

governance. After all, if a leader is to hold his or her people accounta- 

ble to standards of conduct, principles of due process (and fairness) 

require that those people be notified in advance of the standard to 

which they will be held accountable. 

A practical manifestation of these due process principles arises 

in the context of judicial review of agency administrative action. The 

United States Supreme Court calls this the “simple but fundamental 

rule of administrative law” that “the agency must set forth clearly the 

grounds on which it acted”: 

For “[w]e must know what a decision means before the 

duty becomes ours to say whether it is right or wrong.” 

And we must rely on the rationale adopted by the agency 

if we are to guarantee the integrity of the administrative 

process. Only in that way may we “guard against the dan- 

ger of sliding unconsciously from the narrow confines of 

law into the more spacious domain of policy.” . . . This is 

essentially a corollary of the general rule requiring that the 

agency explain the policies underlying its action. A settled 

course of behavior embodies the agency's informed judg- 

ment that, by pursuing that course, it will carry out the 

policies committed to it by Congress.10
 



39 
 

 

In 1765, Sir William Blackstone explained these enduring 

principles within the context of the four essential properties of all man- 

made law (as opposed to Divine Law and Natural Law): 

 

[M]unicipal or civil law [is] the rule by which particular 

districts, communities, and nations are governed; . . . Let 

us endeavour to explain its several properties, . . . first, it is 

a rule; not a transient sudden order from a superior to or 

concerning a particular person; but something permanent, 

uniform, and universal. . . . It is likewise ‘a rule prescribed.’ 

But farther: municipal law is ‘a rule of civil conduct pre- 

scribed by the supreme power in a state.’ Wherefore it is 

requisite to the very essence of a law, that it be made by 

the supreme power. Sovereignty and legislature are indeed 

convertible terms; one cannot subsist without the other.11
 

These are the enduring four properties of all man-made laws in 

the Anglo-American tradition of transparent government.
12 

Inherent 

within this tradition is the obligation that the prescribed laws be well 

promulgated. In describing this obligation, Sir William  Blackstone 

wrote that the government must promulgate its laws in the “most per- 

spicuous manner” available, “not like [Emperor] Caligula, who . . . wrote 

his laws in very small character, and hung them up upon high pillars, 

the more effectually to ensnare the people.”
13

 

These basic principles of due process (and fairness) manifest 

themselves in American jurisprudence through, among other things, 

the two ex post facto clauses of the United States Constitution. The first 

ex post facto clause is in Article 1, Section 9, which is a general prohibi- 

tion against passing laws after the fact, which Sir William Blackstone 

wrote was “even more unreasonable than” the law promulgation meth- 

odology of arguably the most infamous Roman despot, Emperor Ca- 

ligula.
14 

It wasn’t enough for our Founding Fathers to say there shall be 

no ex post facto laws. They felt obligated to reemphasize that prohibi- 

tion one section later, in Section 10, as applied to the States. 

An IG-specific practical manifestation of these principles of 

transparent governance, which the author of this book implemented 

while serving as Inspector General of the Department of Defense, was 

in the context of investigating allegations against senior officials: “if it 

takes [the OIG] lawyers more than a week to tell [the IG] what the 
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legal standard is, [the IG] will not hold anybody else accountable to 

that standard -- because that would be a Caligula-esque method of en- 

forcing laws. . . . It’s not part of the American system of transparent 

and accountable government.”15

On November 7, 2003, the DoD OIG published on its website 

the first-ever compilation of official guidance on how each of the statu- 

tory mandates in the Inspector General is carried out. As of writing 

this book, that compilation (updated in December 2004) is still posted 

on the website.16 It is first and perhaps the only such compilation thus 

far to be completed. 

C A S E S T U D Y :  U N R E S O L V E D HO NO R SC A N D A L A N D TH E 

S T A TU TO R Y  D U T Y OF E X E M P L A R Y  CO N D U C T  

Featured prominently in the Introduction to the Department 

of Defense Liberty Day booklet described in Chapter One is John Ad- 

ams' 1775 “Exemplary Conduct” leadership standard, reenacted by Con- 

gress in 1997 as a tool to combat “dissolute and immoral practices” 

within the military. The 1997 reenactment is codified separately for 

each of the military departments, but for all practical purposes is verba- 

tim from the 1775 Naval original (tailored, of course, to the Army and 

the Air Force): 

ART. 1. The Commanders of all ships and vessels belong- 

ing to  the  THIRTEEN  UNITED  COLONIES,  are  strict- 

ly required to shew in themselves a good example of honor 

and virtue to their officers and men, and to be very vigi- 

lant in inspecting the behaviour of all such as are under 

them, and to discountenance and suppress all dissolute, 

immoral and disorderly practices; and also, such as are 

contrary to the rules of discipline and obedience, and to 

correct those who are guilty of the same according to the 

usage of the sea.17
 

During the 2001 DoD Transition Team interview, the head of 

the Transition Team said to the Inspector General candidate, “The bad 

news is that the position has been vacant for two years and the office is 

in the midst of a nationally publicized honor scandal. The good news,” 

he continued, “is that by the time your get confirmed by the Senate, 
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the GAO will have come in and will tell you where all the dead bodies 
18 

are buried.” 

In the end, the bad news got worse and the good news never 

happened. 

This nationally publicized honor scandal was laid out by Sena- 

tor Charles Grassley (R-IA) in a May 21, 2001, letter to Defense Secre- 

tary Donald Rumsfeld, in which the Senator announced, “I am writing 

to inform you that I am conducting an oversight investigation of allega- 

tions that 12 to 15 officials in the Inspector General's (IG) office tam- 

pered with audit materials to alter the outcome of a Peer Review required 

by law. This is a major integrity violation” as a result of which, accord- 

ing to Senator Grassley, “The IG's office has lost its accreditation as a 
19 

government audit authority.” 

The press coverage of the honor scandal only addressed its 

most obvious manifestations: “a dozen IG auditors were involved in 

doctoring audit working papers so they could improve their perfor- 

mance in a peer review.”20 The Associate Press reported that the DoD

Office of Inspector General, which “investigates fraud and abuse inside 

the Pentagon is getting a poor grade after it was caught cheating on a 

review of its own performance.”21

As if the press accounts were not bad enough, what became 

clear within days of the new IG swearing his oath of office was that the 

scandal went much deeper. What also became clear, as a lesson 

learned, was that the head of an independent agency, even an acting 

head, cannot simply recuse himself, as the Acting Inspector General 

had, from addressing a scandal that goes to the heart and soul of the 

organization, simply because the allegations involve the acting agency 

head.22
 

Shortly after Senate confirmation, the new DoD IG soon 

learned that the “live body” left “in command” after the Acting Inspec- 

tor General had recused himself was not even an officer of the “inde- 

pendent and objective” Office of Inspector General: he was a senior 

lawyer in the Office of the General Counsel of the Department of De- 

fense who had been detailed to the Office of Inspector General pursu- 

ant to a 20-year-old Memorandum of Understanding (which governed 

the relationship between the DoD OIG and its lawyers). At the time, 

this apparent violation of Inspector General independence principles, 

which require that, “The Inspector General and OIG staff must be free 
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both in fact and appearance from personal, external, and organizational 

impairments to independence,”23 was the only such known arrangement 

in the federal government. 

When the new Inspector General asked “his” new senior law- 

yer who had made the decision not to refer the nationally publicized 

honor scandal to criminal investigators, the lawyer replied, “I did.” 

When the IG then asked why the lawyer had not referred the matter to 

criminal investigators, the lawyer replied, “Because there was no mens 

rea” (i.e., no evil intent).24
 

The Inspector General Act mandates that it is the Inspector 

General who “shall report expeditiously to the Attorney General when- 

ever the Inspector General has reasonable grounds to believe there has 

been a violation of Federal criminal law.”25 The Office of Inspector 

General had not had a Senate-confirmed Inspector General for three 

years. In fact, for more than 50% of its existence within the Depart- 

ment of Defense, this statutorily “independent and objective unit” was 

missing a Senate-confirmed leader — and it showed. 

The new Inspector General’s next question to the senior law- 

yer was rhetorical: “I might accept that answer for the re-creation of 

working papers, but for the backdating?” As background, the scandal 

involved both the re-creation of corrected audit working papers, and 

the backdating of those corrected working papers as if they had been 

the originals. To the senior lawyer’s credit, he acknowledged the error 

in judgment. “In retrospect,” the lawyer admitted, “it should have been 

referred to criminal investigators.” 

What the senior lawyer did not admit, which went to a deeper 

leadership challenge, was that it is not the lawyer’s job to decide when 

to refer a matter to criminal investigation. That duty in the Office of 

Inspector General belongs by statute to the lawyer’s client (the Office 

of Inspector General), and the person at the helm of that organization- 

al client had recused himself without designating another “live body” 

who was legally “within” the Office of Inspector General to make those 

types of leadership decisions, leaving a leadership vacuum and a prover- 

bial train wreck waiting to happen. 

What the senior lawyer did not know yet was that the new In- 

spector General was already assembling a team of professionals who 

could properly package an “independent and objective” referral of the 

OIG audit working paper scandal to criminal investigators. 
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Bottom-Up Review 

Upon Senate confirmation, in light of the still festering honor 

scandal, the new Inspector General decided not to make any major 

organizational decisions until an outside team of inspectors conducted 

an assessment of the scandal along with a 90-day bottom-to-top review 

of the organization. To accomplish this first ever task, the new IG 

turned to the most experienced military Inspector General alive at the 

time, Lieutenant General Richard Trefry, U.S. Army (retired). 

General Trefry had served as “The Inspector General” of the 

United States Army (aka “TIG”) from 1978 to 1983. In his retirement, 

the General had assumed an emeritus status at the Army Inspector 

General School at Ft. Belvoir, Virginia, still teaching a course as a con- 

tractor to new Army flag officers titled, “How the Army Runs.” 

It was not long before General Trefry had recruited a team of 

experienced former Army inspectors general, including at least one 

other retired general officer. Conducting a top-to-bottom review of a 

military organization is routine work for Army inspectors general. Ar- 

my doctrine allows a new commander one such inspection upon assum- 

ing command, so that the new commander has a good idea of the 

strengths and weaknesses of his new command. And that is precisely 

what General Trefry’s team set about to do for the 20-year-old De- 

partment of Defense Office of Inspector General. 

While components of the Office of Inspector General had 

undergone peer reviews before, the Office of Inspector General itself 

had never been “assessed” by an outside group. The experience made a 

lot of experienced professional auditors, inspectors, and investigators, 

very nervous, especially the most senior leaders. 

When the Trefry team completed its 90-day assessment, the 

verdict was arguably mixed but clear enough: “Never before have so 

many outstanding professionals been so disserved by their leaders.” 

Suffice it to say, this conclusion made some senior leaders even more 

nervous. 

Like any good Inspector General Report, the Trefry Report 

included constructive recommendations for moving forward. The new 

DoD IG accepted most of the more than two dozen such recommen- 

dations. The one Trefry recommendation the author of this book later 

regretted that he had not accepted, in retrospect, was immediately to 

sever the 20-year-old Memorandum of Understanding with the DoD 
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Office of General Counsel. The new IG knew at the time that the 

DoD General Counsel would strenuously object, and he decided to give 

him a chance to show  that the then existing, albeit anomalous, ar- 

rangement between the OIG and the DoD General Counsel could 

work. 

 

Stonewalling the IG 

The Department of Defense's institutional disinclination to- 

wards an independent DoD Inspector General manifested itself over 

the years in the form of a 1984 Memorandum of Understanding (MOU) 

between the Department of Defense General Counsel and the Inspec- 

tor General. That MOU preceded a debate in Congress over IG inde- 

pendence by a decade. 

In 1994, Senator Charles Grassley (R-IA) introduced a legisla- 

tive amendment “to require Inspectors General to employ legal coun- 

sel.” In his introductory floor statement, Senator Grassley explained 

that his amendment was prompted by “misconduct on the C-17 pro- 

gram” that had led to DoD “IG recommendations that disciplinary 

action be taken against senior officials” — including one Darlene 

Druyen, who had thus far avoided discipline. According to Senator 

Grassley, “the legal beagles put up a stonewall that stopped the inspec- 

tor general cold . . . .” 

Even those who opposed Senator Grassley’s 1994 amendment 

based their opposition on the fact that all IGs at the time already could 

hire their own counsel: 

 

“I must emphasize that . . . we already have ample authori- 

ty to establish our own in-house counsel; we need no stat- 

utory amendment to ensure this outcome.” Inspector 

General of the Department of Health and Human  Ser- 

vices (and former DoD IG) June Gibbs Brown, April 21, 

1994. 

 
“Because Inspectors general currently have the authority 

to hire counsel within their own organizations should they 

so desire, we believe that an amendment that requires In- 

spectors General to do so diminishes their authority and 

independence  rather  than  augmenting  it.   I believe  the 
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manner in which legal services are obtained by an Inspec- 

tor General should be left to the discretion of the Inspec- 

tor General, who is in the best position to evaluate the 

needs of his or her office.” DoD Deputy Inspector Gen- 

eral Derek Vander Schaaf, May 23, 1994. 

 
“As Inspectors General currently have the  authority  to 

hire counsel within their organizations should they so de- 

sire, the Administration believes that such an amendment 

would diminish their authority and independence rather 

than augment it.” OMB Administrator Kelman, June 3, 

1994. 

 
“Right now, the IG’s have complete authority to hire out- 

side help and increase their permanent staff if they wish to 

do so. This is written into law. If they feel their inde- 

pendence is being compromised in any way, shape or 

form, they have the authority to hire their own independ- 

ent counsel . . . .”  Senator John Glenn, June 8, 1994. 

 
“[The DoD] IG office under existing agreements, . . . can 

hire independent counsel if he or she so desires.” Senator 

Strom Thurmond, June 8, 1994. 

The subject of the 1984 General Counsel-IG MOU had come 

up during the author of this book’s Senate confirmation process. This 

author’s attitude at the time was, “If it's not broke, don't fix it.” Short- 

ly after Senate confirmation, it broke. It broke on three specific in- 

stances between the summer of 2002 and the winter of 2003. 

Manifestation #1 of a Broken GC-IG MOU: The first manifesta- 

tion that something was broke came to light in the late summer of 

2002, and validated the Trefry Report's overall assessment of leadership 

failure during and after the audit working paper scandal: the new In- 

spector General made a command decision to forego any Senior Execu- 

tive Service (“SES”) annual bonuses for the appraisal year ending June 

30, 2002. When the IG announced this decision, he informed the 16 

SES officers serving in the DoD Office of Inspector General that he 

intended to base bonuses for the next year (his first full year as Inspec- 
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tor General) on merit principles, and to be as generous as he could be 

the following year, all depending upon merit principles. 

Two months after announcing this decision, the Inspector 

General learned that the General Counsel for the Department of De- 

fense had awarded a significant annual bonus to the senior lawyer as- 

signed to the Office of Inspector General. This was the same lawyer 

who had briefed IG after Senate confirmation on the Audit Working 

Paper scandal, including his own self-described command decision that 

“because there had been no mens rea, there was no need to refer the 

incident to criminal investigators” (or words to that effect). 

The 1984 MOU stipulated that, “The performance of the As- 

sistant General Counsel shall be evaluated by the General Counsel in 

concurrence with the Inspector General.” For the rating period ending 

June 30, 2002, the General Counsel did not seek the Inspector Gen- 

eral’s concurrence on his evaluation of the lawyers assigned under the 

MOU, so the IG formally protested the bonus award to the senior law- 

yer in light of his command decision to forego any SES bonuses for the 

year. 

The General Counsel explained in reply to this protest,  “I 

knew what you would say, so there was no need to consult” (or words to 

that effect). 

Manifestation #2 of a Broken GC-IG MOU: Shortly thereafter, 

the senior lawyer assigned to the Office of Inspector General recused 

himself from any involvement in an ongoing investigation by the Unit- 

ed States Office of Special Counsel into unspecified allegations that the 

Inspector General had mishandled the removal of the three SES offic- 

ers from the Office of Inspector General. The IG promptly informed 

the DoD General Counsel that there was no way for the IG to have full 

confidence in a lawyer who had recused himself, especially when there 

was no way for the IG to understand the reason for the recusal. Ac- 

cordingly, the IG requested that the DoD General Counsel do whatev- 

er is necessary and appropriate to ensure that the Office had a compe- 

tent and non-recused senior lawyer. 

Before the DoD General Counsel could effectuate even a 

temporary replacement, his senior lawyer assigned to the Office of In- 

spector General one day casually informed the IG (as they were both 

leaving the building) that he “had been asked to conduct some legal 

analysis,” the result of which was that the Inspector General legally 
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could not be  in the  Department of Defense “Order of Succession.” 

The officially promulgated “Order of Succession” lists who takes over 

leadership of the Department in the event something happened to the 

Secretary of Defense.26
 

It was of no practical consequence to the IG or to anyone else 

within the Office of Inspector General that the Inspector General was 

not included in the DoD “Order of Succession.” The Inspector Gen- 

eral’s direct relationship with the Secretary was spelled out in statute.27 

What did matter was that someone other than the Inspector General 

had tasked the senior lawyer assigned to the OIG for legal analysis 

about the Inspector General’s legal status, and that the Inspector Gen- 

eral only learned about it after the analysis had been completed and 

delivered to the outside taskor. When the senior lawyer with whom 

the IG should have had an attorney-client relationship of mutual trust 

refused even to tell the IG who had tasked him to conduct the legal 

research, the IG again protested his lack of confidence to the DoD 

General Counsel. 

Although nobody ever told the IG, based on the designated 

“proponent” for the DoD Directive governing the “Order of Succes- 

sion,”28 the requestor of the legal analysis was most likely within the 

Office of General Counsel of the Department of Defense. It didn’t 

matter, however, who it was. What mattered was that the lawyer as- 

signed to provide legal advice to the Inspector General had refused to 

inform the Inspector General, when asked by the Inspector General, 

who had tasked the lawyer to analyze the legal status of the Inspector 

General. 

The DoD General Counsel soon effectuated a temporary solu- 

tion by replacing the senior lawyer with another lawyer from another 

agency within the Department of Defense, which while welcome at the 

time was merely a “band-aide” on an institutional problem that would 

soon manifest itself in the White House and on national television. 

Manifestation #3 of a Broken GC-IG MOU: The third major in- 

stance of the MOU breaking down was when the IG discovered that 

the lawyers assigned to Office of Inspector General had advised the 

investigators who were conducting an investigation into alleged impro- 

prieties by Army Lieutenant General Jerry Boykin of the wrong legal 

standard for the rule that General Boykin had allegedly broken in the 

course of delivering a number of speeches about the ongoing war ef- 
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forts, mostly in religious settings and mostly critical of Islam. This 

investigation is described and analyzed more fully in another chapter of 

this book.29 Suffice to say, upon ascertaining that the investigation was 

being conducted based upon only half of the applicable legal standard, 

the Inspector General instructed that the matter be reevaluated based 

on the complete legal standard. The results were significantly differ- 

ent.30
 

In March 2004, the IG informed the General Counsel of the 

Department of Defense that he had lost all confidence in the senior 

lawyer whom the General Counsel still identified as being detailed to 

the Office of Inspector General. The General Counsel only response 

was that he, the General Counsel, had not lost confidence (even though 

he had ordered a temporary replacement). 

Consequently, the IG insisted for the third time that the DoD 

General Counsel arrange to replace the senior lawyer assigned to the 

Office of Inspector General. When the General Counsel refused, the 

IG formally abrogated the 1984 MOU. The IG also initiated paper- 

work for the transfer of the nine lawyer positions that for two decades 

had been legally within the Office of General Counsel but physically 

within the Office of Inspector General. 

Just prior to departing office, the author of this book had the 

honor to swear in the first-ever Inspector General-appointed General 

Counsel for the DoD Office of Inspector General. Three years later, 

Congress enacted the Inspector General Reform Act of 2008, Section 

Six of which provides that, “Each Inspector General shall, in accord- 

ance with applicable laws and regulations governing the civil service, 

obtain legal advice from a counsel either reporting directly to the In- 

spector General or another Inspector General.” 

The next eight chapters of this book explain, chapter-by- 

chapter, how the various duties prescribed in the Inspector General 

Act of 1978, as amended, are carried out through or under the oversight 

of the DoD Office of Inspector General. Each chapter is introduced 

by an excerpt from the IG Policy Memo that explains how the respec- 

tive statutory duty is carried out. That Policy Memo excerpt, by de- 

sign, includes the front-loaded statutory text of the respective duty. 
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Chapter Review Questions: 

1 By what authority and for what purpose would an Inspector 

General NOT publish an explanation of how he or she imple- 

ments the Inspector General Act of 1978, as amended? 

2 What might have motivated senior officials of an Office of In- 

spector General to have “tampered with audit materials to alter 

the outcome of a Peer Review required by law”? See 18 U.S. C. 

§ 1001(a) (“Except as otherwise provided in this section, who- 

ever, in any matter within the jurisdiction of the executive,

legislative, or judicial branch of the Government of the United

States, knowingly and willfully—

“(1) falsifies, conceals, or covers up by any trick, 

scheme, or device a material fact; 

“(2) makes any materially false, fictitious, or 

fraudulent statement or representation; or 

“(3) makes or uses any false writing or document 

knowing the same to contain any materially false, 

fictitious, or fraudulent statement or entry; 

“shall be fined under this title, imprisoned not 

more than 5 years . . . , or both.”). 

3 Why might the evidence of the above-mentioned tampering 

have evaded criminal investigation for more than two years? 

See 10 U.S.C. § 5947 (“All commanding officers and others in 

authority in the naval service are required . . . to be vigilant in 

inspecting the conduct of all persons who are placed under 

their command; to guard against and suppress all dissolute and 

immoral practices, and to correct, according to the laws and 

regulations of the Navy, all persons who are guilty of them”); 

10 U.S.C. §§ 3583 & 8583 (same “vigilant in inspecting” and 

“correct . . . all persons who are guilty” standards for Army & 

Air Force respectively). 

4 How should the relationship between Inspector General and 

General Counsel of a federal agency or military command be 
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structured? What are key underlying assumptions in any such 

relationship? How does the Inspector General Reform Act of 

2008 address these assumptions? 

5 By what authority and for what purpose did the President is- 

sue the following Signing Statement regarding Inspector Gen- 

eral Reform Act of 2008? 31
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Statement by the President on H.R. 928, 

the “Inspector General Reform Act of 2008” 

Today I have signed into law H.R. 928, the “Inspector General Reform 

Act of 2008.” The Act amends various authorities related to Federal Inspectors 

General. 

Section 6 of the bill gives Inspectors General the right to obtain legal 

advice from lawyers working for an Inspector General. It is important that 

Inspectors General have timely and accurate legal advice. It is also important 

that agencies have structures through which to reach a single, final authoritative 

determination for the agency of what the law is. This determination is subject to 

the authority of the Attorney General with respect to legal questions within, and 

the President's authority to supervise, the executive branch and, of course, the 

courts in specific cases or controversies. To this end, the “rule of construction” 

in section 6 ensures that, within each agency, the determinations of the law 

remain ultimately the responsibility of the chief legal officer and the head of the 

agency. 

Section 8 of the bill includes provisions that purport to direct or 

regulate the content of the President's budget submissions, including provisions 

that purport to direct the President to include the comments of Inspectors 

General with respect to those submissions. The President's budget submissions 

are recommendations for enactment of legislation appropriating funds. The 

executive branch shall construe section 8 of the bill in a manner consistent with 

the President's constitutional authority to recommend for congressional 

consideration such measures as the President shall judge necessary and 

expedient. 

GEORGE W. BUSH 

THE WHITE HOUSE, October 14, 2008. 
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6 By what authority and for what purpose did United States 

Senators issue the following “Protest” of the President’s Sign- 

ing Statement for Inspector General Reform Act of 2008?32
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PART B. 

 

THE DUTIES OF AN INSPECTOR GENERAL: 

 

Case S tu d ie s in T ran sp are n t Acco u n tab i l i ty 

 

 

 

 
At one of Secretary Rumsfeld’s weekly staff meetings shortly 

after the Coalition Forces invaded Iraq, the newly confirmed and ap- 

pointed Inspector General of the Department of Defense explained to 

the other “direct reports” at the table the “due process” involved in the 

investigation of DoD senior officials. Secretary Rumsfeld had already 

explained to all his direct reports that the issue is not whether but 

when you will be investigated. The topic of senior official “due pro- 

cess,” not surprisingly, was of interest to the audience. 

One thing the Inspector General assured his new colleagues 

was that the model of “due process” to which his office subscribed was 

quite different from that of the Roman Emperor Caligula, who accord- 

ing to Sir William Blackstone, “wrote his laws in very small character, 

and hung them up upon high pillars, the more effectually to ensnare the 

people.”1 After the meeting, Tory Clark, the Assistant Secretary of 

Defense for Public Affairs, pulled the Inspector General aside and said, 

“IG-man, I have to say, that had to be the first time anyone has uttered 

the name Caligula in the Secretary’s conference room.” 

Three years later, in the same conference room, Deputy Secre- 

tary Gordon England announced that the Inspector General’s “new 

nickname is ‘Fearless Fosdick’.” The Inspector General had just com- 

pleted his testimony before the Senate Armed Services Committee on 

the Air Force Tanker Scandal (described later in this book), at the hear- 

ing for  which the Inspector  General  had been riddled with hostile 

questions and accusations. At the time, the author of this book was 

not familiar with the 1940’s era comic book character Fearless Fosdick, 

whom he soon learned was a parody cartoon version of the detective 
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Dick Tracy, famous for always being riddled with gunshots but always 

surviving. Here is an artistic depiction of that character: 
 

 
 

 

An Inspector General can be called worse. 
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1 William Blackstone, Commentaries On The Law Of England, p. 46 (1765- 

1769). 



63 

CH AP T E R 3 .   IN D E P E N D E N T E X T E N S IO N O F T H E E Y E S , 

EA RS , A N D C O N S C IEN C E O F T H E C O M M A N D ER ( A N D 

OF C ON G R E S S ) : 

Can Ch ap la in s B e Ag e n ts o f Al - Qa e d a ? 

“All IGs extend the eyes, ears, voice, and conscience 

of their commanders.” 

Army Regulation 20-1, “Inspector General Activities and Procedures,” 

p. 5, ¶1-6(e)(1) (U.S. Department of the Army 2010) 

An Inspector  General,  who by  American military  tradition 

serves as an independent extension of the eyes, ears, and conscience of 

the commander,1 and/or who by statute is duty-bound to report “seri- 

ous problems, abuses and deficiencies” to the respective agency head 

and to Congress,2 can assist the agency ahead and Congress in exposing 

enemies of the United States Constitution who might otherwise hide 

behind the guise of religion. In fulfilling these roles, an Inspector Gen- 

eral can also assist military and civilian leaders, as well as the American 

People, in knowing better both our enemies and ourselves—in order 

that we can better defeat our enemies. 

The November 2008 criminal conviction in Texas of  the 

Holy Land Foundation as a front for Hamas proves that international 

terrorist organizations can and do disguise themselves as charitable 

organizations. The November 2009 Fort Hood massacre by a commis- 

sioned Army officer who as a collateral duty “served as a lay Muslim 

leader running Islamic services on the base in the absence of the Mus- 

lim chaplain,”3  demonstrates that international terrorist organizations
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can also try to disguise their agents as military chaplains and religious 

lay leaders. 

In Order to Win Any War, We Must Know Both Our Enemies and 

Ourselves 

“WAR WITHOUT END” was the five-inch headline of The 

Washington Post Outlook section in the wake of General Stanley 

McCrystal’s June 2010 forced  resignation.4  This  headline,  together

with the content behind it, exposes a fundamental question gnawing at 

many if not most Americans: “Who are we fighting and why?” That 

this question persists without a clear answer more than a decade after 

September 11, 2001, may be our downfall. The ancient Chinese military 

philosopher Sun Tzu admonished 2500 years ago: “One who knows 

neither the enemy nor himself will invariably be defeated in every en- 

gagement.”5 Americans need to focus on our own “first things,” i.e.,

defining American principles, in order to win any war, whether it be 

kinetic warfare in Afghanistan or information warfare in the heartland 

of America. 

“Precisely who are our enemies?” is the question the author of 

this handbook repeatedly asked military leaders when visiting Afghani- 

stan in 2004 as Inspector General of the Department of Defense. The 

answers to this question were mixed. Although most coalition forces 

could identify Al-Qaeda and the Taliban as our enemies, most were 

generally unclear as to why they were our enemies, other than that they 

were implicated in the September 11, 2001, terrorist attacks. One coali- 

tion general officer described our enemies as, “three disparate enemies: 

Al Qaeda; Taliban; and HIG.” The latter acronym, the general ex- 

plained, referred to a warlord in the region east of Kabul on the Paki- 

stani border known as “Engineer,” who “was not a cleric.” 

Every civilian military leader and every Soldier, Sailor, Airman, 

and Marine should know our enemies. In our constitutional Republic, 

no American citizen should ever be confused about who our enemies 

are—and why they are enemies. Likewise, those truths announced as 

“self-evident” in our Declaration of Independence should be as clearly 

understood by every American today as they were self-evident at the 

birth of our nation. 
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We won the Cold War because we knew our enemies— 

Marxist-Leninist advocates of totalitarianism—and we knew our- 

selves—a People deeply rooted in the “great civilized ideas” enumerated 

in our Declaration of Independence: “that all men are created equal, 

that they are endowed by their Creator with certain unalienable Rights, 

that among these are Life, Liberty and the pursuit of Happiness.”6

These great civilized ideas in turn are the foundation underlying our 

Constitution and our Bill of Rights. 

The Constitution implicitly charges the Commander-in-Chief 

with the duty of discerning and defining our enemies. In doing so, the 

Commander-in-Chief ought also to remind us of our defining princi- 

ples. This is why President Ronald Reagan, in the midst of the Cold 

War, announced to the British House of Commons—and to the 

world—his vision for leaving “Marxism-Leninism on the ash heap of 

history”: 

given strong leadership, time, and a little bit of hope, the 

forces of good ultimately rally and triumph over evil… 

Here is the enduring greatness of the British contribution 

to mankind, the great civilized ideas: individual liberty, 

representative government, and the rule of law under 

God.7

Most Americans know that al-Qaeda is an enemy. But how 

many Americans “know” al-Qaeda, and understand why al-Qaeda is an 

enemy? It is not simply because al-Qaeda has declared war against us. 

In this regard, on February 4, 2011, the United States Court of Appeals 

for the 2nd Circuit affirmed a criminal conviction under the Material

Support of Terrorism Act in a case captioned United States v. Farhane.8

In its opinion, the Court of Appeal explained that, “Two successive 

administrations have indicated that the nation is at ‘war’ with al 

Qaeda.”9 The Court of Appeals also referred to the goal of “jihad” as

being “to establish Sharia (Islamic law).”10
 

The Court of Appeals in Farhane also explained the “infamous 

fatwa (religious decree) pronouncing it the individual duty of every 

Muslim to kill Americans and their allies—whether civilian or mili- 

tary—in any country where that could be done”: 
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Al Qaeda is the most notorious terrorist group present- 

ly pursuing jihad against the United States. In Febru- 

ary 1998, its leaders, including Osama bin Laden and 

Ayman al Zawahiri, issued an infamous fatwa (religious 

decree) pronouncing  it  the  individual duty  of  every 

Muslim to kill Americans and their allies—whether ci- 

vilian or military—in any country where that could be 

done. For a detailed discussion of this fatwa and al 

Qaeda’s terrorist activities up to 2004—including the 

1998 bombings of American embassies in Kenya and 

Tanzania, which killed 224 people; the October 2000 

bombing of the USS Cole, which took 17 lives; and the 

September 11, 2001 airplane attacks on the World 

Trade Center and the Pentagon, which killed 2,973 per- 

sons—see The National Commission on Terrorist At- 

tacks Upon the United States, The 9/11 Commission 

Report (2004).11
 

While al-Qaeda defines its war against the United States in 

terms of “jihad,” Shari’ah defines “jihad” as warfare against non- 

Muslims, primarily in military terms, but also in economic and cultural 

terms. As explained in the 2010 “Team BII Report” coauthored by 

former CIA Director Jim Woolsey and former DIA Director Ed 

Soyster, among others (the author of this handbook included), titled 

Shariah The Threat To America, An Exercise In Competitive Analysis, “sha- 

riah is held by mainstream Islamic authorities—not to be confused 

with ‘radical,’ ‘extremist’ or ‘political’ elements said to operate at the 

fringes of Islam—to be the perfect expression of divine will and justice 

and thus is characterized as a ‘complete way of life’ (social, cultural, 

military, religious, and political).”12  Moreover, “While the terrorists can 

and will inflict great pain on the nation, the ultimate goal of shariah- 

adherent Islam cannot be achieved by these groups solely through acts 

of terrorism, without a more subtle, well-organized component operat- 

ing in tandem with them… That component takes the form of ‘civiliza- 

tion jihad.’ This form of warfare includes multi-layered cultural subver- 

sion, the co-opting of senior leaders, influence operations and propa- 

ganda and other means of insinuating shariah into Western societies. 

These are the sorts of techniques alluded to by Yusuf al-Qaradawi, the 

spiritual leader of the Muslim Brotherhood, when he told a Toledo, 
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Ohio Muslim Arab Youth Association convention in 1995: ‘We will 

conquer Europe, we will conquer America! Not through the sword, but 

through dawa’.”13 Accordingly, it is not just our soldiers in Afghanistan

who must face this enemy, but also those of us here at home. 

In a 2007 audio message, the late al-Qaeda “chief financial 

officer” Mustafa Abu al-Yazid explained that, “Jihad with money is also 

an obligation. And here we, in the battlefield in Afghanistan, are lack- 

ing a lot of money and a weakness in operations because of lack of 

money, and many mujahideen are absent from Jihad because of lack or 

absence of money with which they cannot carry out Jihad. Even many 

brothers . . . who want to sacrifice themselves for the cause of Allah, we 

cannot prepare them because of lack of money.”14
 

Yazid’s call for “Jihad with money” is fully consistent with 

“mainstream” Shari’ah Law, which mandates that all devout Muslims 

donate money to eight categories of “Zakat,” including the financing of 

“volunteers for jihad.” As explained in the English-language translation 

of Reliance of the Traveller: A Classic Manual of Islamic Sacred Law: “It is 

obligatory to distribute one’s zakat among eight categories of recipi- 

ents,” the seventh of which is, “those fighting for Allah, meaning people 

engaged in Islamic military operations for whom no salary has been 

allotted in the army roster . . . but who are volunteers for jihad without 

remuneration.”15
 

The word “Islam” means “submission [to Allah]” in Arabic.16
 

According to Shari’ah authorities, the notion of Islamic “peace” is pro- 

foundly tied to a division of the world into two halves: the world of 

Islam and peace—called the “Dar al-Islam”—and the world of the infi- 

del, disbelief and war—called the “Dar al-Harb” (e.g., the United States 

of America). Islamic “Peace” can only be achieved through universal 

submission to Allah, i.e., through universal imposition of Shari’ah Law. 

Until this occurs, Shari’ah Law imposes a duty on all devout Muslims to 

support “volunteers to jihad” through “Zakat,” as well as a duty called 

“Taqiyya” to deceive non-Muslims whenever such deceit will promote 

Islam.17    While nobody has suggested that all Muslims support Jihad

and all Muslims deceive non-Muslims to promote Islam, no reputable 

Shari’ah expert has publicly disclaimed these two legal duties. Ignoring 

these prescribed Shari’ah duties is tantamount to ignoring Mein Kampf, 

Adolf Hitler’s treatise that was ignored by many American leaders in 

the 1930’s—to our great detriment. 
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According to one modern English language student textbook 

on Islam, “The word Shari’ah literally means a straight path (45:18) or an 

endless supply of water. It is the term used to describe the rules of the 

lifestyle (Deen) ordained for us by Allah. . . . In more practical terms, 

the Shari’ah includes all the do’s and don’t of Islam.”18 Once we under- 

stand, however, that Shari’ah also includes both duties to support “vol- 

unteers to jihad” through “Zakat” donations, and to deceive non- 

Muslims in order to promote Islam, we will better “know the enemy” 

already among us—an enemy that, by its nature, is dead-set on making 

itself supreme over all other legal systems, including the United States 

Constitution.19 Based on these indisputable tenets, Shari’ah Law is an

enemy of the United States Constitution:  the two are incompatible.20
 

Lessons Learned from the Holy Land Foundation Trial 

and the Fort Hood Massacre 

In addition to Al-Qaeda and the Taliban in Afghanistan, the 

November 2008 Holy Land Foundation terrorism conviction and the 

November 2009 Fort Hood massacre highlight the fact that the Amer- 

ican military operating in the United States must also “defend against 

threats posed by external influences operating on members of our mili- 

tary community.”21 Of course, the “internal threats” described in the

Department of Defense’s January 2010, “Independent Review Related 

to Fort Hood,” discussed below, are not unique to the “military com- 

munity.” 

According to the January 2010 DoD Independent Review 

Related to Fort Hood, “On November 5, 2009, a gunman opened fire 

at the Soldier Readiness Center at Fort Hood, Texas. Thirteen people 

were killed and 43 others were wounded or injured. The initial re- 

sponse to the incident was prompt and effective. Two minutes and 

forty seconds after the initial 911 call, installation first responders ar- 

rived on the scene. One-and-a-half minutes later, the assailant was in- 

capacitated.”22
 

While the DoD Independent Review concludes that, “To 

protect the force, our leaders need immediate access to information 

pertaining to Service members indicating contacts, connections, or 

relationships with organizations promoting violence,”23 the published 

report of the DoD Independent Review does not mention that, “The 
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suspected Fort Hood terrorist served as a lay Muslim leader running 

Islamic services on the base in the absence of the Muslim chaplain,” a 

fact that was published on the internet shortly after the Fort Hood 

massacre.24
 

In its defense, the DoD Independent Review admits that, 

“areas in our report will require further study,” and that, with regard to 

the only “suspect” in Fort Hood massacre, Army Major Nidan Hasan, 

that, “Some signs were clearly missed; others ignored.”25 The Report 

concludes that, “Commanders are our key assets to identify and moni- 

tor internal threats. Our findings and recommendations emphasize 

creating clarity for our commanders with respect to identifying behav- 

iors that may pose internal threats and sharing that information within 

the Department and with other agencies. . .   To account for possible 

emerging internal threats, we encourage the Department to develop 

comprehensive guidance and awareness programs that include the full 

range of indicators for potential violence.”26 Finally, the Report rec- 

ommends that, “To protect our force, our leaders need immediate ac- 

cess to information pertaining to Service members indicating contacts, 

connections, or relationships with organizations promoting violence.”27
 

Apropos is emphasis on the need to identify “organizations 

promoting violence” in the DoD DoD Independent Review of the Fort 

Hood massacre, the month after that Report the Assistant Attorney 

General of the United States sent a letter to Members of Congress who 

had inquired about “the evidence and findings by the Department of 

Justice and the FBI which resulted in the Council on Islamic Relations 

(CAIR) being named as an unindicted co-conspirator of the Holy Land 

Foundation.” In his letter, the Assistant Attorney General wrote, “trial 

transcripts . . . contain testimony and other evidence that was intro- 

duced in that trial which demonstrated a relationship among CAIR, 

individual CAIR founders, and the Palestine Committee. Evidence was 

also introduced that demonstrated a relationship between the Palestine 

Committee and HAMAS, which was designated as a terrorist organiza- 

tion in 1995.”28
 

Commenting publicly on the November 2008 Holy Land 

Foundation guilty verdicts, Patrick Rowan, Assistant Attorney General 

for National Security, had noted, “Today’s verdicts are important mile- 

stones in America’s efforts against financiers of terrorism. For many 

years, the Holy Land Foundation used the guise of charity to raise and 



70 

funnel millions of dollars to the infrastructure of the Hamas terror or- 

ganization. This prosecution demonstrates our resolve to ensure that 

humanitarian relief efforts are not used as a mechanism to disguise and 

enable support for terrorist groups.”29
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Chapter Review Questions: 

1 By what authority and for what purpose would an Inspector 

General evaluate the bona fides of a Military Chaplain Endors- 

ing Agency? 

2 By what authority and for what purpose would an Inspector 

General recommend that another government official evaluate 

the bona fides of a Military Chaplain Endorsing Agency? 

3 By what authority and for what purpose would a DoD opera- 

tional leader non-concur with an Inspector General recom- 

mendation to establish nonreligious criteria to justify the 

Armed Forces Chaplains Board withdrawal or removal of a re- 

ligious organization from participating in the DoD chaplain 

program when evidence indicates that a “religious organiza- 

tion” is either advocating the violent overthrow of the U.S. 

Government, listed on a watch list as a terrorist organization, 

or when its principal leaders have been convicted in connec- 

tion with terrorism? 

4 By what authority and for what purpose would the United 

States Department of Defense defer to the “Treasury’s Inter- 

nal Revenue Service” on matters implicating terrorism threats 

to U.S. military personnel, as it appears to have none in the 

Under Secretary of Defense’s non-concurrence with the DoD 

IG’s recommendation to establish nonreligious criteria to jus- 

tify the Armed Forces Chaplains Board withdrawal or removal 

of a religious organization from participating in the DoD 

chaplain program? 

5 Why did the January 2010 “DoD Independent Review Relat- 

ed to Fort Hood” not recommend deference to the “Treas- 

ury’s Internal Revenue Service” on matters implicating terror- 

ism threats to U.S. military personnel, e.g., when it observed 

that, “Current policy requires removal of any individual or re- 

ligious organization from participation in the DoD Chaplain 

program only if they threaten national or economic security, 

are indicted or convicted of an offense related to terrorism, or 

if they appear on the annual State Department list of Foreign 
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Terror Organizations. This limited authority to deny requests 

for designation as ecclesiastical endorsers could allow undue 

improper influence by individuals with a propensity toward vi- 

olence,” and based on this observation recommended that the 

Department of Defense, “Review the limitations on denying 

requests for recognition as ecclesiastical endorsers of chap- 

lains.”37
 

6 Under what circumstances can a chaplain be deemed an agent 

of Al-Qaeda (or of any other enemy of the United States Con- 

stitution)? 

7 Which “live bodies” within any federal establishment are re- 

sponsible for inspecting official chaplains to ensure that none 

are enemy agents? 

8 Are the November 2008 Holy Land Foundation terrorism 

convictions tantamount to identification of the Holy Land 

Foundation and its principal leaders as enemies of the United 

States Constitution? What about CAIR, ISNA, and the other 

200+ unindicted co-conspirators? Are those unindicted co- 

conspirators presumptive enemies of the United States Con- 

stitution? 

9 Why does the January 2010 “DoD Independent Review Re- 

lated to Fort Hood” not mention the words “Muslim” or “Is- 

lamic” (except once in a footnote reference to a 2007 FBI Law 

Enforcement Bulletin titled, “Countering Violent Islamic Ex- 

tremism”), when the only “suspect” in the Fort Hood massa- 

cre: (a) “served as a lay Muslim leader running Islamic services 

on the base in the absence of the Muslim chaplain,” and, ac- 

cording to published accounts shortly after the massacre, 

“jumped up on a desk and shouted, ‘Allahu akbar!’—Allah is 

greatest—before opening fire and spraying more than 100 bul- 

lets inside a crowded building where troops were preparing to 

deploy to Afghanistan and Iraq”38? 

10 Was the Fort Hood massacre “suspect,” Army Major Nidal 

Hasan, a “violent Islamic extremist” prior to the Fort Hood 

massacre? If so, why didn’t his commanders identify him as 

such, pursuant to their statutory duties:  “to be vigilant in in- 
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specting the conduct of all persons who are placed under their 

command”; “to guard against and suppress all dissolute and 

immoral practices, and to correct, according to the laws and 

regulations of the Army, all persons who are guilty of them”; 

and “to take all necessary and proper measures, under the laws, 

regulations, and customs of the Army, to promote and safe- 

guard the morale, the physical well-being, and the general wel- 

fare of the officers and enlisted persons under their command 

or charge”? 10 U.S.C. § 3583 (discussed in Chapter Two, su- 

pra). 
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CH AP T E R 4 . T E ACH AN D T R AIN IN W AS H IN G T O N AN D 

BA G H D A D : 

T he A ssassinatio n o f Insp ecto r G eneral a l - Mo k h ta r 

Inspector General Mission Essential Task List (METL)

Support the Superintendent and the Chain of Command; 

Provide assistance for soldiers, cadets, DA civilians, family 

members, and retirees; Conduct thorough inspections that 

recognize excellence and identify systemic deficiencies; Conduct 

investigations that meet the standard of thoroughness and 

fairness; teach and train at every opportunity 

United States Military Academy, Inspector General Website 

http://www.usma.edu/ig/metl/default.htm 

As explained in Chapter One, the traditional “teach & train” 

role of an American Inspector General is pounded into every student of 

the Army Inspector General School. General George Washington del- 

http://www.usma.edu/ig/metl/default.htm
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egated this role to Major General Friedrick von Steuben, America’s 

first effective Inspector General. 

According to the U.S. Army’s official history of its Inspectors 

General, “By the middle of March [1778], Washington had determined 

to let Steuben show what he could do, reserving the Inspector Gen- 

eral’s position as a reward for success.”1 Steuben began teaching and 

training troops, starting with Washington’s own guard detail. “Train- 

ing of the Commander in Chief’s guard commenced on 19 March, with 

Steuben in charge. Steuben himself trained one squad first, then set his 

subinspectors, whom Washington had been appointing for several days, 

to drill the other squads, while he supervised. Once the squads were 

trained, Steuben drilled them as a company, starting each day with 

squad drills, and ending with company exercises.”2
 

“Steuben not only offered a good example, but specifically in- 

structed officers in how to train their own men. After the model guard 

company was ready, he extended his system to battalions, then bri- 

gades, and in three weeks was able to maneuver an entire division for 

Washington. His inspectors were his agents. The results of the train- 

ing were impressive and it did not take long to persuade Washington 

that Steuben knew what he was doing… On 28 March he appointed 

Steuben Inspector General.”3
 

 
Teaching & Training Inspector General Professionals 

In June 2003, I delivered the commencement address for the 

Troy State University’s 12th Annual University College - Ft. Myer 

Commencement Ceremony. The graduates were all mid-level DoD 

professionals, mostly uniformed officers, who had earned their masters 

degrees part-time while serving in the Washington D.C. area. The title 

of the speech was, “Domestic Enemies and Pyrrhic Victories.”4
 

As the United States was launching into its second war in two 

years, I sought to inspire these mid-level DoD professionals to contin- 

ue developing their potential, but to do so in a manner consistent with 

their sworn duty to support and defend the Constitution. In the end, 

the Troy State graduates inspired me to focus on graduate educational 

opportunities for the 1,300 professionals who worked in the Office of 

Inspector General. 
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A few weeks later, I addressed another Troy State graduation 

ceremony, this one for DoD OIG employees. A review of the program 

revealed that the master’s degree Troy State offered was generally good 

but was unconnected in any meaningful way to the Office of Inspector 

General’s statutory mission. 

This discovery coincided with a related observation that the 

PCIE community was generally lacking in graduate educational oppor- 

tunities, and the Trefry Review team’s  recommendation to provide 

better mid-level training and cross-functional educational opportunities 

for auditors, inspectors, and investigators throughout the Office of 

Inspector General. 

Dr. Charles Johnson, who had earned his Doctorate 

in Education while assigned by the Marine Corps to Northwestern 

University, accepted an invitation to come aboard the DoD Office of 

Inspector General as an expert consultant. Within months he had, 

among other improvements, replaced the Troy State master’s program 

through a competitive bid process with a much superior Georgetown 

University program tailored to the specific challenges of service within 

the Office of Inspector General. 

At the same time, Dr. Johnson organized the disparate train- 

ing and educational programs throughout the various components of 

the Office of Inspector General into a virtual “OIG University,” for 

which he served as the first Dean. The Georgetown University’s mas- 

ters program soon became available to any employee of a member of 

the Defense Council on Integrity & Efficiency (DCIE), and the virtual 

“OIG University” ultimately served as a template for an initiative by 

the PCIE Training Committee to improve the training and educational 

opportunities throughout the 60 offices of inspector general represent- 

ed on the PCIE. Dr. Johnson’s service as Dean of OIG University was 

short-lived however, due to demands placed on him by the war in Iraq. 

Teaching and Training Iraqi Inspectors General 

In the summer of 2003, I encountered Ambassador L. Paul 

“Jerry” Bremer coming out of Pentagon’s “River Entrance.” Ambassa- 

dor Bremer was about to take over as Administrator of Iraq. In the 

course of our brief conversation, we discussed the historical role of an 

Inspector General during time of war, and the potential choices of 
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deputies within the DoD OIG available to serve as his Inspector Gen- 

eral in Iraq. 

Ambassador Bremer interviewed two DoD Deputy Inspectors 

General, and hired Rear Admiral Larry Poe, USNR, who soon thereaf- 

ter deployed to Iraq as the first Iraq-based American Inspector Gen- 

eral. Admiral Poe’s service as Inspector General laid the groundwork 

for Congress ultimately to establish the position of Special Inspector 

General for Iraq Reconstruction (SIGIR).5 

A few months later, Ambassador Bremer announced publicly 

that one of the preconditions for transferring sovereignty back to the 

Iraqi people was the establishment of fully functional Offices of In- 

spector General in each of the Iraqi ministries. At our next encounter 

in the Pentagon, I remarked on the Ambassador’s ambitions plan, ob- 

serving that, “Not every Office of Inspector General in Washington 

D.C. is fully functional.” 

I suggested that the goal the Ambassador had set for the Iraqi 

ministry inspectors general would be impossible to achieve unless the 

DoD OIG’s “Dean of Instruction,” Dr. Charles Johnson, deployed to 

Iraq in support of the Coalition Provisional Authority. I warned that 

even with Dr. Johnson in charge of training, however, the task would 

still be “almost impossible.” 

Just after Christmas, Dr. Johnson deployed. Five months later, 

he invited me to address the 31 newly-trained Iraqi inspectors general in 

the Baghdad Convention Center. 

The location for the speech was a caucus room in the Conven- 

tion Center, which itself was on the border between the “Green Zone” 

and the “Red Zone.” A significant portion of the Convention Center 

was being utilized at the time by Coalition and Iraqi law enforcement 

entities to screen witnesses for war crimes trials. 

The IG security detail was nervous about both entering and 

departing the Convention Center itself, and about transiting within the 

Convention Center to the caucus room. 

Inside the caucus room, Dr. Johnson had arranged the Iraqi 

inspectors general into a large rectangular seating arrangement behind 

folding work-tables very much like the monthly meetings in Washing- 

ton D.C. of the President’s Council on Integrity & Efficiency  (aka 

PCIE). 
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Before saying anything to the newly-training Iraqi inspectors 

general, I introduced myself personally to each, proceeding around the 

outside of the work-tables counterclockwise, shaking hands and look- 

ing each in the eyes. 

When I finally sat down at the head of the rectangular ar- 

rangement of work-tables, I was at a loss for words. Many of those 31 

pairs of eyes were visibly scared. I realized many of those same eyes 

would be lifeless within the year; I just didn’t know which ones. 

The message to the new Iraqi inspectors general was simple: 

the prospects for success as “champions of integrity” in a post-Saddam 

Iraq would be no more daunting than the challenges facing General 

George Washington and the other founding fathers of our country in 

the Winter of 1778. The keys to success then and now are integrity, 

training and discipline, moral courage, and a firm reliance on divine 

providence. 

As usual, the questions and answers proved the most interest- 

ing part of the exercise. In response to more than one question, my 

message was to be courageous, expect setbacks along the way, and not 

lose hope. In this regard, I pledged my office’s continuing support to 

the fledgling Iraqi inspectors general in their difficult trials to come. 

Up until that point, our main contribution to their training had been 

Dr. Johnson, for whose mentorship more than one Iraqi inspector gen- 

eral expressed profound gratitude. 

I also extended an open invitation to visit the DoD Office of 

Inspector General to any Iraqi inspector general who came to Wash- 

ington D.C. 

About two weeks later, my Iraqi Ministry of Defense counter- 

part, Inspector General Layla Jassim al-Mokhtar, came to Washington 

D.C. Her visit, by design, coincided with the monthly meetings of both 

the PCIE and the DCIE. 

The day after the July 12, 2005, PCIE meeting, I expressed my 

profound respect for al-Mokhtar’s courage. At the same time, I asked 

her to consider carefully whether or not she would allow my staff to 

video tape her comments to the DCIE on the following day, especially 

in light of the additional risk to her life that the eventual publication of 

such a video recording would effectuate, whether broadcasted in Iraq 

or in the United States. She agreed.6 
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She also invited me to visit her Office of Inspector General in 

Baghdad the following month in order to help motivate her own staff 

to face the challenges ahead. I accepted her invitation. 

Within the month, however, Inspector General al-Mokhtar’s 

own bodyguard shot her, ostensibly by accident. She died five weeks 

later in a Jordanian hospital. 

The following excerpts are from the official translation of In- 

spector General Layla Jassim al-Mokhtar’s speech to the PCIE on July 

12, 2004: 

 

As one of 31 Iraqi Inspectors General working to build an 

effective anti-corruption system in Iraq and working to 

improve the efficiency of our ministries, I believe we Iraqi 

Inspectors General face many of the same challenges 

which you, our fellow Inspectors General, face. 

 
Before my remarks on Inspector General issues, I want to 

express the gratitude of myself and all Iraqi people for the 

sacrifices made by the people of the United States as well 

as by the US and coalition military forces in bringing free- 

dom to Iraq. It has not been easy. It will take time to de- 

velop the governmental institutions of Iraq, including the 

anti-corruption system. We are grateful that your respect- 

ed President and the US government are committed to as- 

sisting us in finishing the job which has begun. 

 
For those of you who may not be familiar with the Iraqi 

anti-corruption system, it was established by Coalition 

Provisional Authority orders and consists of three inter- 

related entities: The Commission of Public Integrity, the 

Board of Supreme Audit (which previously existed) and 

the Inspectors General. CPA Order 57 of February 5, 2004 

provided for an effective program in all Iraqi ministries 

with processes of review, audit, and investigation in order 

to improve the level of responsibility and integrity. The 

program additionally provided for monitoring ministry 

performance and for fighting fraud, waste, abuse of power, 
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and any other misconduct through the offices of the In- 

spectors General. 

 
In the Ministry of Defense [MoD], the Inspector General 

structure consists of: an Inspection Directorate, Audit Di- 

rectorate, Investigations Directorate, and Administrative 

Directorate. There is also a proposal to establish a direc- 

torate for intelligence oversight. The MoD  Inspector 

General office started with the following staff: an Inspec- 

tion Directorate of one civilian and two military, Investi- 

gation Directorate of four civilians headed by a female le- 

gal counselor, Audit Directorate of three civilians, and 

Administrative Directorate of four civilians headed by a 

female engineer. The initial activities of the IG  office 

were to recruit highly qualified employees who could ac- 

complish the work to be done, then to train those em- 

ployees and to make the best use of their expertise. At the 

start of this process, recruiting a sufficient number of 

qualified employees was a challenge. Some reasons for this 

included a lack of understanding what the mission and 

goals of the IG system would be. The security situation, 

including the location of the ministry building itself, was 

also an issue. Assassination of a number of MoD officials 

and employees also presented some recruiting difficulties. 

Despite the challenges, we were able to hire qualified peo- 

ple and that process will continue until we reach our full 

strength. 

 
With regard to Inspectors General in the other Iraqi min- 

istries, they are engaged in doing their duties. They are go- 

ing about their activities intended to spread and support 

the concepts of integrity, transparency and efficiency. 

These Inspectors General are doing audits,  inspections, 

and investigations in response to information which 

comes to them. . . . 

 
These Iraqi IG’s have many of the same problems and is- 

sues which confront you. They work on staff and budget 
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issues, work to educate their ministers and other govern- 

ment officials on the IG mission so that IG’s can be used 

efficiently and wisely, and they work hard at their duties. I 

would hope that there could be a cooperative program be- 

tween the US Inspectors General offices and their Iraqi 

counterparts for the purpose of building and maintaining 

an active IG system.”7
 

CA S E  S T U D Y :  VA L L E Y  FO R C E IN  IR  A Q 

According to the March 11, 2008, testimony of the Inspector 

General of the Department of Defense before the Senate Appropria- 

tions Committee, the DoD Office of Inspector General (OIG)  had, 

“provided the core staff for the Coalition Provisional Authority IG, and 

later assisted the stand-up of the SIGIR. Since 2003 the [DoD] OIG 

has provided 141 full or part-time personnel in support of both organi- 

zations. . . . We continue to play a key role in developing and promot- 

ing the establishment of effective oversight and security organizations 

in Afghanistan and Iraq. . . . In July 2007, we initiated a project to 

document the lessons learned during our 3-year experience in assisting 

in establishing and developing a viable, sustainable, effective IG system 

in Iraq. This project will capture the concepts, strategies, options, and 

practical applications establishing a Federal IG system may be appro- 

priate in nation building missions and as an instrument to combat 

fraud, waste, abuse, and corruption in developing nations. The ex- 

pected completion date for the lessons learned report is April 2008.”8
 

The following excerpts are from the final draft report of the 

DoD OIG report on the “Iraqi Principled Governance Initiative.” It 

has never been officially published. 

Lessons from Iraq 

Inspector General System Implementation (2003-2007) 

Report Date: May 2008 

PREFACE 

The Coalition entered Iraq in 2003, freed the country from its 

oppressive dictatorship, and dismantled its corrupt governmental infra- 
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structure. Having achieved its military goals, the coalition immediately 

embarked on helping Iraq develop a democratic form of government 

based on strict adherence to rule of law. In doing so, it was found there 

were significant cultural differences between western and Iraqi percep- 

tions of corruption and the need to avoid it within government. The 

urgency of quickly developing a new form of government in a failed 

state, that itself continued under siege, and with differing terms of ref- 

erence, precipitated inefficiencies in achieving timely objectives. These 

might have been avoided had we had the advantage of the lessons 

learned as discussed herein. 

This report chronicles the lessons drawn from implementing a 

new Iraqi institution that underpins rule of law, and is a frontline fight- 

er in the war on corruption: the US mandated (CPA-directed) federal 

Inspectors General system within each Ministry of Iraqi government. 

After more than four years, the system remains under-developed, un- 

der-resourced, and may well be unsustainable since it lacks ability to 

professionally train and replenish its present complement of 3,500 audi- 

tors, inspectors, investigators, and support staff. The system of 31 Iraqi 

IGs and their Offices throughout Iraq clearly requires substantial time 

and attention to achieve lasting effectiveness; and there remain wide 

variations among the various offices. Although the lessons discussed 

herein are primarily intended to contribute to future endeavors if ever 

needed, they might also be of benefit is assist in fully implementing a 

federal Inspector General system in Iraq. 
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Chapter Review Questions: 

1 By what authority and for what purpose did the DoD Inspec- 

tor General detail one of his Deputy Inspectors General to 

the Coalition Provisional Authority in Baghdad in 2003? 

2 By what authority and for what purpose did the Coalition 

Provisional Authority Administrator, Ambassador Paul 

Bremer, announce in late 2003 that among other precondi- 

tions, the establishment of an effective Office of Inspector 

General in every Iraqi ministry, was a precondition for the 

transfer of sovereignty back to the Iraqi People? 

3 By what authority and for what purpose did the DoD Inspec- 

tor General deploy his OIG Dean of Instruction to Baghdad 

in early 2004? 

4 By what authority and for what purpose did the DoD Office 

of Inspector General NOT publish its lessons learned report 

(the final draft of which was extracted to build the case study 

above), after four years of supporting the establishment in 

Baghdad of a system of Inspectors General and associated an- 

ti-corruption efforts under the auspices of the “Principled 

Governance Initiative”? 
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CH AP T E R 5 .  IN S P E CT : 

 
In sp e c t in g S e x S la v e ry th ro u g h th e 

Fog of M ora l R ela t i v i sm 

 

 

 

“The Commanders of all ships and vessels belonging to the 

THIRTEEN UNITED COLONIES, are strictly required to 

shew in themselves a good example of honor and virtue to their 

officers and men, and to be very vigilant in inspecting the 

behaviour of all such as are under them, and to discountenance 

and suppress all dissolute, immoral and disorderly practices; 

and also, such as are contrary to the rules of discipline and 

obedience, and to correct those who are guilty of the same 

according to the usage of the sea.” 

 
Continental Congress, “Rules for the Regulation of the Navy of the United Colo- 

nies of North America,” Article 1 (1775)1
 

 

 

 
On May 31, 2002, Congressman Christopher Smith (R-NJ) and 

twelve other members of Congress wrote a letter to Secretary of De- 

fense Donald Rumsfeld, requesting a “thorough, global and extensive” 

investigation into publicized allegations of U.S. military complicity in 

international sex slavery, the most heinous form of human trafficking.2 

Within days, the Commander of United States Forces Korea (USFK), 

four-star Army General Leon LaPorte, personally visited mein Penta- 

gon City and asked me to address these allegations. 
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General LaPorte explained, “Congress expects this investiga- 

tion or inspection to be joint and global. My IG in Korea is not a joint- 

ly assigned IG, and I simply do not have the authority to conduct ei- 

ther an investigation or an inspection that is global in scope. Likewise, 

The Inspector General of the Army does not have the authority to 

conduct a joint inspection.” He therefore requested that, as the four- 

star equivalent civilian DoD IG, I travel to Korea to help the Com- 

mander “answer the mail” from Congress. 

I responded, “The good news is that I just recently decided to 

stand up an Inspections capability.” Up until that point, the IG office 

had focused on the main functional capabilities explicitly required by 

the Inspector General Act of 1978, as amended, namely:   audits; inves- 

tigations; investigative policy oversight, and audit policy oversight.
3

 

“The bad news,” I explained to General LaPorte, “is that it will 

take me about six months to staff up my new Inspections capability.” I 

committed, however, to dispatch a team lead by the newly appointed 

two-star Deputy, Rear Admiral Larry Poe, USNR, to lay the initial 

groundwork in Korea for a personal inspection visit. 

In the course of subsequent sex slavery inspections in Korea, 

Bosnia-Herzegovina, and Kosovo, the “lessons learned” included: 

 
(1) Among the root causes of the recent resurgence of sex 

slavery, aside from the obvious profit motive of organized 

criminals, is a general reluctance of leaders at all levels to 

promulgate and enforce principle-based standards for sub- 

ordinates; and 

 
(2) Whenever leaders, especially those of us who swear to 

“support and defend the Constitution of the United 

States,”
4 

become aware of humans being referred to as 

“just” something else (e.g., “they’re just prostitutes,” as dis- 

cussed below), we ought never to turn a blind eye. 

Before inspecting sex slavery on the ground in Korea, the 

DoD OIG “joint and global” inspection team met with various experts 

in Washington, D.C., and with international anti-trafficking advocates, 

including the sponsor of anti-trafficking legislation in the Russian Du- 

ma. The bill’s Russian sponsor expressed little hope in the success of 

her proposed legislation because, as she explained through a translator, 
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“like most Russian men, the attitude of almost all my brethren in the 

Duma is that, ‘They’re just prostitutes’.” Unfortunately, the subse- 

quent inspection validated that the Russian Duma holds no monopoly 

on this moral relativist attitude. 

According to some Korean officials, most Russian “entertain- 

ers” on Itaewon’s “Hooker Hill” and elsewhere in Korea consent to 

their employment status. According to the Army Military Police on 

the ground, however, the contracts for these Russian entertainers are 

involuntarily sold weekly from one establishment to another. 

When one of the young U.S. Army Military Police was asked 

if he would like to do something about this blatant human trafficking, 

he unhesitatingly responded in the affirmative. He added promptly, 

however, that it was beyond his control. The young soldier was obvi- 

ously waiting for a signal from his own chain-of-command that would 

empower him to combat this affront to human dignity that, to him, 

seemed so morally wrong. 

Unbeknownst to this soldier, the top of his USFK chain of 

command had already sent the signal. It just hadn’t made it down to 

his level—yet. 

The next weekend, two teams of U.S. Army military police 

took on Itaewon’s Hooker Hill, leaving 26 entertainment establish- 

ments off limits to American GIs -- and, if nothing else, sent a strong, 

principle-based moral message throughout the entire chain-of- 

command that turning a blind eye to sex slavery is not an option. 

Shortly thereafter, the IG team issued a report identifying 

several opportunities to build on the aggressive efforts taken by the 

USFK leadership to combat human trafficking. In response to the IG’s 

Phase I report, twenty-six Members of Congress, including most of 

those who had signed the original letter, signed a second letter to the 

Secretary of Defense, dated October 10, 2003, concluding with the 

following admonition: “Commanders and service members at all levels 

must understand their role in helping to eradicate the scourge of hu- 

man trafficking and to avoid giving any indication that DOD turns a 

blind eye to this barbaric practice.” 

Before completing the assessment on Korea, the IG’s inspec- 

tion team turned its attention to the European theater where human 

trafficking was becoming a growing menace in Bosnia-Herzegovina and 

Kosovo. 
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In September 2003, at about the same time our office was 

kicking off “Phase II” of our joint and global human trafficking inspec- 

tion, President Bush gave a speech to the United Nations General As- 

sembly, in which he identified human trafficking as a “special evil.” 

President Bush stated that the “founding documents of the United 

Nations and the founding documents of America . . . assert that human 

beings should never be reduced to objects of power or commerce, be- 

cause their dignity is inherent. Both . . . recognize a moral law that 

stands above men and nations, which must be defended and enforced 

by men and nations.”
5

 

Four months later, as a result of our completed “Phase II” re- 

port and recommendations, the Deputy Secretary of Defense promul- 

gated the Commander-in-Chief’s “zero tolerance” policy on human 

trafficking, which stated: 

 
The responsibilities of commanders and supervi- 

sors at all levels are clear, as codified by Congress under 

Title 10. Those statutory provisions require commanders 

and others in authority ‘to be vigilant inspecting the con- 

duct of all persons who are placed under their command; 

to guard against and suppress all dissolute and immoral 

practices, and to correct . . . all persons who are guilty of 

them.’ Efforts to combat trafficking in persons in DoD 

begin with the recognition that all commanding officers 

and other DoD officers and employees in positions of au- 

thority are expected to conduct themselves in a manner 

that is consistent with statutory requirements for exem- 

plary conduct. 

Concordant with these U.S. anti-trafficking efforts, the North 

Atlantic Treaty Organization (NATO) circulated a draft policy docu- 

ment on May 21, 2004 (finalized on December 2, 2004), reaffirming 

that human trafficking constitutes a “serious abuse of human rights, 

especially affecting women and children,” while at the same time an- 

nouncing a zero tolerance policy by NATO forces and staff. 

On September 16, 2004, Secretary of Defense Rumsfeld issued 

a one page Memorandum on “Combating Trafficking in Persons,” in 

which he expressed his “view on this important matter to augment the 

[Deputy Secretary’s] January 30, 2004 memo on this subject.”
6    

In it, 
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Secretary Rumsfeld admonished that, “No leader in this department 

should turn a blind eye to this issue,” urging commanders to “be vigi- 

lant” and “make full use of all tools available, including DoD Inspectors 

General and criminal investigative organizations, to combat these pro- 

hibited activities.”
7

Secretary Rumsfeld’s bottom line: “I am committed to taking 

every step possible to combat Trafficking in Persons.”
8

 

In furtherance of Secretary Rumsfeld’s commitment, the De- 

partment of Defense extended its “zero tolerance” policy on June 21, 

2005, to contractors.
9 

The new rule required “contractors to establish 
policy and procedures for combating trafficking in persons and to noti- 

fy the contracting officer of any violations and the corrective action 

taken.”
10

 

Whatever else one might say about sex slavery in the 21
st  

Cen- 

tury, the joint and global IG inspection and associated proactive 

measures taken by U.S. and Western leaders reaffirm the “moral truth” 

that human trafficking falls within those “dissolute and immoral prac- 

tices” envisioned by our Continental Congress when it prescribed a 

leadership duty to “guard against and suppress” such practices through, 

inter alia, vigilance by leaders in “inspecting the conduct of all persons 

who are placed under their command.”
11
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Chapter Review Questions: 

1 By what authority and for what purpose would an IG inspect 

sex slavery? 

2 Why did the U.S. Forces Korea Commander ask the IG of the 

Department of Defense, instead of the three-star Army IG, to 

address the allegations of complicity between Korean-based 

U.S. military personnel and international sex slavery? 

3 Under what circumstances should a military commander (or a 

corporate Chief Executive Officer) call in an independent IG 

professional—as opposed to his own legal or compliance 

staff—to assess how the “tone at the top” is trickling down to 

the lowest levels? 

4 Are human traffickers “enemies” of the U.S. Constitution? If 

so, why? 

5 By what authority and for what purpose does Congress require 

all those “elected or appointed to an office of honor or profit 

in the civil service or uniformed services” to take an oath of 

office to “support and defend the Constitution of the United 

States against all enemies, foreign and domestic; … So help me 

God”?
27

6 Under what circumstances should an individual who is NOT 

“elected or appointed to an office of honor or profit in the civ- 

il service or uniformed services,” such as an enlisted service 

member or a contractor, be required to take an oath of office 

to “support and defend the Constitution of the United States 

against all enemies, foreign and domestic”
28

?

7 During the course of the DoD IG’s Human Trafficking In- 

spection, union lawyers representing contractors in Korea re- 

portedly claimed that the new restrictions being imposed by 

the Commander, at the recommendation of the IG, could not 
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legally be imposed upon contractors. What possible justifica- 

tion could there be for exempting DoD contractor personnel 

from the Secretary of Defense’s “Zero Tolerance” policy on 

human trafficking? 
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the off-limits establishment. 

27 
5 U.S.C. §3331. 

28  
Ibid. 
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CH AP T E R 6 .  IN V E S T IG AT E F R AUD , 

WA S T E & A B U S E : 

The A i r Forc e Ta nk er Sc a nd a l 

The Conventions of a number of the States having, at the time 

of adopting the Constitution, expressed a desire, in order to 

prevent misconstruction or abuse of its powers, that further 

declaratory and restrictive clauses should be added, and as 

extending the ground of public confidence in the Government 

will best insure the beneficent ends of its institution; … 

No person shall be held to answer for a capital, or otherwise 

infamous crime, unless on a presentment or indictment of 

a grand jury,… nor be deprived of life, liberty, 

or property, without due process of law… 

U.S. Constitution, Preamble to Bill of Rights and Amendment V 

The $23.5 billion Air Force Tanker lease proposal had been de- 

signed to “generate $2.3 billion in profit for Boeing,”1 but instead result- 

ed in the imprisonment of both the Chief Financial Officer of Boeing 

and the Chief Procurement Officer of the United States Air Force. It 

has been described as “the Pentagon’s biggest procurement scandal 

since the late 1980s.”2
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Unraveling the Air Force Tanker scandal started with a dis- 

traught call from Senator John McCain’s staff. A senior Air Force pro- 

curement officer, Darlene Druyen, had refused to identify the Wall 

Street expert who had recommended that the Air Force lease as op- 

posed to buy a new fleet of aerial refueling aircraft to replace the Air 

Force’s aging fleet of KC-135 tanker aircraft. According to Senator 

McCain’s staff, the Air Force procurement officer claimed that  she 

could not disclose the identity of the Wall Street expert on account of 

a non-disclosure agreement. Senator McCain’s staff sensed deceit, and 

therefore requested an investigation. 

As Darlene Druyen was not senior to the three-star Air Force 

Inspector General, Senator McCain’s allegation of dishonesty was re- 

ferred to the Air Force IG. The resultant Report of Investigation ad- 

dressed a number of issues ancillary to the allegation of deceit, but did 

not answer the central question: Had Darlene Druyen lied to Senator 

McCain’s staff? 

The working papers appended to the Air Force IG Report 

made it abundantly clear that Darlene Druyen had lied to Senator 

McCain’s staff. Based on supporting documentation, it was apparent 

that there was no non-disclosure agreement with the Wall Street ex- 

pert, either in writing or otherwise. Senator McCain’s staff was right. 

When our office forwarded the Air Force IG’s Report of In- 

vestigation to Senator McCain, I insisted on clarifying in the cover let- 

ter that notwithstanding all the other findings of the Air Force IG, 

Darlene Druyen should have been more forthright with the Senator’s 

staff. 

Subsequently, the Secretary of the Air Force called me into his 

office, and in the presence of the Air Force Chief of Staff, suggested 

that I could be sued for slander for writing such things about Darlene 

Druyen. Of course, I was just carrying out my statutory duty by calling 

it as I saw it, and being rightfully concerned about basic candor towards 

Congress. 

On October 6, 2003, the Chairman of the National Legal and 

Policy Center, whose mantra is “promoting ethics in public life,” sent 

me a letter captioned, “Allegations of Misconduct regarding the Boeing 

Lease Proposal.” In the letter, the Chairman raised a number of “fact 

questions and ethical concerns” relating to Darlene Druyun’s daughter 

Heather, whom “Boeing employed . . . while Ms. Druyun was negotiat- 
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ing on the Air Force’s behalf on a multi-billion dollar procurement pro- 

posal from which Boeing stood to benefit.”3
 

What ensued was a complex series of interlocking audits, 

leadership reviews, and investigations that led to two criminal convic- 

tions and the exposure of a flawed $23.5 billion effort by the Air Force 

to procure replacement tankers sole-source from Boeing. 

On June 7, 2005, the Senate Armed Services Committee held a 

hearing, “To receive testimony on the Department of Defense Inspec- 

tor General’s Management Accountability Review of the Boeing KC- 

767A Tanker Program.” A number of Senators asked tough questions 

about how I had carried out my statutory obligation of independence. 

Senator Carl Levin (D-MI), in particular, read a statement accusing me 

of violating my statutory duty of independence by consulting with 

White House lawyers on how best to conform with a redaction proto- 

col agreed to by the Committee Chairman, Senator McCain, and the 

White House. 

To be sure, conformity with a redaction protocol agreement 

between the Committee Chairman, Senator McCain, and the White 

House was a test of Inspector General independence. Some of my sen- 

ior staff had suggested that I simply ignore the protocol, which I con- 

sidered a legally binding agreement. At the same time, lawyers from 

the DoD Office of General Counsel were suggesting that redactions 

should be reviewed by them to ensure compliance with the White 

House protocol. In the end we chose carefully to steer through two 

“legal shoals”: potential compromises to IG independence from the 

White House Counsel’s Office on one side; and from the DoD General 

Counsel on the other side. From my perspective “at the helm,” the 

redacted work product my office submitted to Congress had not run 

aground of either shoal. 

Early on, according to the New York Times, “The Air Force 

took strong issue with Mr. Schmitz's conclusions and said it ‘non- 

concurs emphatically’ with nearly all of his recommendations.”4 In the 

end, the Air Force’s senior acquisition official and the Chief Financial 

Officer of Boeing both went to prison, and Congress cancelled the deal. 
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Chapter Review Questions: 

1 By what authority and for what purpose might: 

a An Air Force procurement officer withhold from a sen- 

ior Senator on the Senate Armed Services Committee 

the identify of a Wall Street expert who had recom- 

mended that the Air Force lease as opposed to buy a new 

fleet of aerial refueling aircraft? 

b The IG redact from his report to Congress the names of 

senior White House and Senate officials pursuant to an 

agreement between and among a Committee Chairman, 

an individual member that Committee, and the White 

House? 

2 At the June 2005 Senate Armed Services Committee hearing 

on the Inspector General’s “Management Accountability Re- 

view of the Boeing KC-767A Tanker Program,” Ranking 

Member Senator Carl Levin (D-MI) “called the report ‘totally 

inadequate’,”6 while Senator John McCain (R-AZ) remarked,

“I'd like to say a word about [the Inspector General of the 

Department of Defense], who I think has steadfastly done an 

outstanding job, not only on this occasion, but on other occa- 

sions. I appreciate the courage he has shown.” 

a Was it appropriate for an Inspector General to consult 

directly with the  Office  of  the  Counselor  to the  Presi- 

dent, without going through the General Counsel of the 

Department of Defense, in order to ensure compliance 

with a redaction protocol agreement between the Senate 

Armed Services Committee Chairman, Senator McCain, 

and the White House? 

http://www.dodig.osd.mil/fo/Foia/tanker.htm
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b What alternatives could the Department of Defense In- 

spector General have pursued instead of complying with a 

redaction protocol agreement between the Senate Armed 

Services Committee Chairman, Senator McCain, and the 

White House? 
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CH AP T E R 7 . N O N - CR IM IN AL IN V E S T IG AT IO N S : 

 

“ A G u y N am e d S atan ” an d “ Fa st & Furious ” 

 

 

 

 

It is the policy of this Office of Inspector General that any 

person whose professional reputation is directly impacted by an 

audit, inspection, investigation, or oversight activity of this 

Office be afforded the ‘essential constitutional promises’ of 

procedural due process in a manner transparently consistent 

with [the United States Constitution, as explained by the 

United States Supreme Court in Hamdi v. Rumsfeld, 124 S. 

Ct. 2633 (2004)]. 

 

IG Policy Memo, “Due Process in the Activities of the Office of the Inspector Gen- 

eral,” August 20, 2004 

 
 

 
 

In the aftermath of the terrorist attacks on  September  11, 

2001, U.S. Army Lieutenant General Jerry Boykin delivered a number 

of speeches about the ongoing war efforts, mostly in religious settings, 

such as churches. Some of his speeches were delivered in uniform, and 

many of his speeches were critical of Islam.1 At the time, General 

Boykin was the senior uniformed military leader in the Office of the 

Undersecretary of Defense for Intelligence. 

Eleven years later, in the aftermath of the terrorist attack 

against Americans in Benghazi, Libya, on September 11, 2012 (and sub- 

stantively unrelated to either of these terrorist attacks), the Inspector 

General of the Department of Justice (“DOJ”) released a report titled, 
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“A review of ATF’s Operation Fast and Furious and Related Matters.” 

This IG Report involved, “Numerous firearms bought by straw pur- 

chasers [that] were later recovered by law enforcement officials  at 

crime scenes in Mexico and the United States. One such recovery oc- 

curred in connection with the tragic shooting death of a federal law 

enforcement agent, U.S. Customs and Border Protection Agent Brian 

Terry . . . on December 14, 2010, as he tried to arrest persons believed 

to be illegally entering the United States.” 

The DOJ “Fast and Furious” IG Report, like the DoD IG re- 

port on General Boykin, exemplifies the IG role in investigating non- 

criminal allegations against senior government officials. Both IG Re- 

ports are included as case studies in this chapter. 

According to the DoD IG’s final report on General Boykin, 

which is posted on the internet and excerpted below, General Boykin’s 

speeches “followed a standard pattern, exemplified below”: 

 

After telling the story of Esther—a biblical figure who, ac- 

cording to LTG Boykin, became queen of Persia and was 

told she had been “raised up for such a time as this” to 

save her people (the Jews in Persia), LTG Boykin analo- 

gized the story to the election of President Bush who, he 

said, had been placed in the presidency by God “for such a 

time as this” (referring to the war on terrorism). 

 

After showing slides of the terrorist attacks of September 

11, 2001, on the New York World Trade Center and the 

Pentagon, LTG Boykin commented, “we watched in dis- 

belief as radical Muslims in other parts of the world 

danced and rejoiced in our misery.” 

 

 

 
LTG Boykin then asked his audience, “why do they [radi- 

cal Muslims] hate us?” He answered his question by stat- 

ing that the United States’ cultural heritage is Judeo- 

Christian and “[they hate us] because we support Israel 

and we will never abandon Israel.” 
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While showing slides of Osama bin Laden, Saddam Hus- 

sein, and Kim Jong Il, LTG Boykin asked his audience if 

each of these individuals is “the enemy.”  He answered his 

own question in the negative, stating the true enemy is a 

spiritual  one:  “the  principalities  of  darkness”;  “a  guy 

named Satan.”2
 

 
LTG Boykin told his audience the United States is in a 

spiritual battle and that he was recruiting a spiritual army. 

He asked the audience to pray “for me, my soldiers, our 

leaders.” 

 

LTG Boykin then showed slides of Service members in 

the Special Forces and various weapons systems used by 

military forces in Afghanistan and Iraq. He noted how 

some of the Service members were lightly armed, mounted 

on horseback, and did not appear formidable. He dis- 

cussed certain devises used by Service members as depict- 

ed in slides (personal digital assistants and laser target des- 

ignators, enabling them to request and direct fire from 

supporting aircraft onto enemy positions and equipment). 

He noted these devices rendered Service members capable 

of defeating large forces, pointing out that these Service 

members could “reach back” to a greater power to defeat 

the enemy. He analogized this to a Christian’s ability to 

“reach back” to a greater power through prayer. 

 

In  several  of  his  presentations,  LTG  Boykin  described 

personal experiences in operations in Iran, Somalia, and 

Grenada, and explained how his faith helped him to over-     

come difficulties he encountered during those operations.3 

During the course of the Inspector General investigation into 

these speeches, lawyers assigned to the Office of Inspector General 

advised the investigators that a rule forbad senior DoD officials from 

giving speeches in religious settings. That rule, according to the law- 

yers, provided that, “Community relations activities shall not support, 

or appear to support, any event that provides a selective benefit to any 
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individual, group, or organization, including any religious or sectarian 

organization...”4
 

Of course, the investigators had soon substantiated the allega- 

tions of wrongdoing based on the “rule” provided by the lawyers. There 

was only one problem -- the second part of the same religious setting 

speech rule provided an exception: “When DoD support is provided to 

one non-Federal entity, the DoD Component commands or organiza- 

tions providing such support must be able and willing to provide similar 

support to comparable events sponsored by non-Federal entities.”5
 

At about the same time the investigators were substantiating 

General Boykin’s violation of the first half of the legal standard, the 

President of the United States was announcing on national television 

that he would reserve judgment on General Boykin until the DoD In- 

spector General completed his investigation. 

The author was very familiar with the religious settings rule, 

having recently reviewed its precise text in preparation for a speech at a 

Georgetown University function. It soon became apparent that investi- 

gators had neglected to ascertain whether or not General Boykin ever 

declined an invitation to present his speech based upon the denomina- 

tion of the inviting church. I therefore instructed that the matter be 

reevaluated based on the complete legal standard. 

As a result, the conclusions of the investigation were signifi- 

cantly different. The OIG revised the findings associated with the reli- 

gious setting speech rule, but stood by its conclusions regarding Gen- 

eral Boykin’s “failures to properly clear his speeches, issue disclaimers, 

and report travel reimbursements.”6
 

The final report of investigation explained that “we did not 

determine whether the substance of LTG Boykin’s faith-based state- 

ments constituted an appropriate topic for a speech by a senior DoD 

official, compromised his fitness for performing his assigned special 

operations or intelligence duties, or reflected on his ability to exercise 

sound judgment.” The by what authority and for what purpose reasoning 

for this action is contained in the following three bullets: 

✸ First, we believe freedom of expression considerations un- 

der the First Amendment to the U.S. Constitution apply in 

this case. 
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✸ Second, in the context of the substance of his statements,

we believe LTG Boykin’s fitness for duty and judgment are

subjective issues for consideration solely by appropriate

management officials, exercising independent and unfet- 

tered discretion, rather than for investigation by an inspec- 

tor general.

✸ Finally, we believe our approach in this matter is consistent

with the “Quality Standards for Investigations,” issued by 

the President’s Council on Integrity and Efficiency (PCIE)

in December 2003, which emphasizes that investigative re- 

ports “should include a clear and concise statement of the

applicable law, rule, or regulation that was allegedly violat- 

ed or that formed the basis for the investigation.”  The

PCIE standards further provide that investigators are ex- 

pected to make “sound, objective assessments and observa- 

tions,” and avoid “personal opinions.”7
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Chapter Review Questions: 
 

1 Under what circumstances, by what authority, and for what 

purpose might a command legal advisor not document his or 

her legal advice to the commander? 

2 When an Inspector General must review “legal advice provid- 

ed by command legal advisors to commanders” in order to 

conduct an investigation, under what circumstances, if any, 

can the attorney-client privilege be invoked to withhold in- 

formation from the Inspector General? 

3 In the context of an Inspector General review of “legal advice 

provided by command legal advisors to commanders,” to 

whom does the attorney-client privilege belong, and who has 

the authority to waive it? 

4 Is there a mechanism whereby the subject of an Inspector 

General investigation can disclose privileged attorney-client 

communications to an Inspector General without waiving the 

attorney-client  privilege? 
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quired by DoD employees as part of their official duties or because of their 

official status within the Department” 

10 Pursuant to DoD 5500.7-R, “Joint Ethics Regulation (JER),” a disclaimer, 

when required, “shall expressly state that the views presented are those of 

the speaker . . . and do not necessarily represent the views of DoD.” 

11 For reasons set forth in the “Scope” section of this report, we did not 

critique the content of LTG Boykin’s speeches. 
 

12 While the following paragraphs provide what we believe is a reasonable 

synopsis of responses provided by LTG Boykin, we recognize that any at- 

tempt to summarize risks oversimplification and omission. Accordingly, 

we incorporated comments by LTG Boykin throughout this report where 

appropriate and provided copies of his response to the Acting Secretary of 

the Army together with this report. 

13 As described throughout this report, LTO Boykin’s speeches to religious- 

oriented groups were a personal activity, not part of his official duties. 

However, the substance of his speeches related to his official duties, and 

the circumstances of their presentation (in military uniform, introduction 

by rank/position) created a perceived association with his official duties. 
 

14 The following are selected excerpts from the Department of Justice In- 

spector General’s September 20, 2012, Testimony before the House Com- 

mittee on Oversight and Government Reform. 

http://www.justice.gov/oig/testimony/t1220.pdf; the entire IG Report, albe- 

it redacted, titled “A Review of ATF’s Operation Fast and Furious and 

Related Matters,” September 19, 2012, is posted at 

http://www.justice.gov/oig/reports/2012/s1209.pdf 

http://www.justice.gov/oig/testimony/t1220.pdf%3B
http://www.justice.gov/oig/reports/2012/s1209.pdf
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CH AP T E R 8 . AUD IT : 

Re portin g to th e A m e r i ca n Pe ople on H ow T h e i r 

Go ve rn m e n t S p e n d s T h e i r M o n e y 

[A] regular statement and account of receipts and

expenditures of all public money shall be published 

from time to time. 

U.S. Constitution, Article I, Section 9. 

Most public sector audits, whether or not conducted by an 

Office of Inspector General, satisfy in one way or another the constitu- 

tional imperative that, “a regular statement and account of receipts and 

expenditures of all public money shall be published from time to 

time.”1 The Inspector General Act of 1978, as amended, requires that, 

“Each Inspector General shall . . . appoint an Assistant Inspector Gen- 

eral for Auditing who shall have the responsibility for supervising the 

performance of auditing activities relating to programs and operations 

of the establishment.”2 The professional standards for those auditing 

activities are promulgated by the United States General Accountability 

Office, in what is referred to as the “Yellow Book.”3 

As explained by the Comptroller General of the United States 

in the Introduction to the Yellow Book: 

The principles of transparency and accountability for the 

use of public resources are key to our nation’s governing 

processes. Government officials and recipients of federal 

moneys are responsible for carrying out public functions 
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efficiently, economically, effectively, ethically, and equita- 

bly, while achieving desired program objectives. High- 

quality auditing is essential for government accountability 

to the public and transparency regarding linking resources 

to related program results.4 

In the aftermath of the Enron accounting scandal of 2001,5 

and the ensuing enactment by Congress of the Sarbanes Oxley Act of 

2002,6 the Government Accountability Office prescribed two overarch- 

ing independence principles for all public sector audit organizations: 

(1) audit organizations must not provide nonaudit services

that involve performing management functions or making 

management decisions and 

(2) audit organizations must not audit their own work or 

provide nonaudit services in situations in which the non- 

audit services are significant or material to the subject

matter of the audits.7 

The following case study illustrates how these independence 

principles enable auditors to shed light better for the American People 

to see how their government is spending their money—pursuant to our 

Constitution’s mandate in Article I, Section 9, that “a regular state- 

ment and account of receipts and expenditures of all public money shall 

be published from time to time.” 

On April 15, 2010, the Inspectors General of the Department 

of Defense and of the Department of State both appeared before the 

Senate Committee on Homeland Security and Governmental Affairs, 

Subcommittee on Contracting Oversight, to report on their joint audit 

of “Contracts for Afghan National Police Training.” The DoD Inspec- 

tor General testified that: 

Oversight of U.S. contingency operations in Southwest 

Asia is a top priority of the DoD IG. As the principal 

oversight agency for accountability within the Depart- 

ment of Defense, the DoD IG is committed to providing 

effective and meaningful oversight in Southwest Asia. Our 

priority is to assist DoD and the Congress in identifying 

and deterring waste, fraud, and abuse of taxpayer monies; 
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and, most importantly, ensuring the brave men and wom- 

en serving in Southwest Asia are as well equipped and led 

as possible. We will continue to coordinate and integrate 

our efforts within the oversight community to minimize 

duplication and ensure oversight coverage is as compre- 

hensive and effective as possible.8

Finally, a key distinction between the public sector audit and 

inspection functions, both sometimes conducted side-by-side within 

the same Office of Inspector General, is the applicability of Yellow 

Book professional standards to the former, and a separate set of profes- 

sional standards and traditions to the latter. The two functions are 

bound together by a common overarching purpose, “to assure that 

[government] resources are used efficiently and effectively and that 

[government] actions comply with laws and regulations.”9 In constitu- 

tional parlance, both auditors and inspectors carry out a duty to ac- 

count—independently and objectively—to their stakeholders and ulti- 

mately to the American People on how their government is spending 

their money. 
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Chapter Review Questions: 

 
1 By what authority and for what purpose do Offices of Inspec- 

tor General conduct audits? 

2 Who promulgates professional standards for OIG audits, and 

what is the name of the publication in which those standards 

are prescribed? 

3 What are the difference between and the common features of 

audits and inspections? 

4 By what authority and for what purpose would two separate 

Offices of Inspector General conduct a joint audit? 
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dinates the implementation of the Afghanistan Compact, which defines the 

principles of political cooperation for the period of 2006 to 2011. The Joint 

Coordination and Monitoring Board provides direction to address issues of 

coordination, implementation, and financing for the benchmarks and time- 

lines of the Compact and reports on the implementation. 

13 According to FAR 42.202, “Assignment of Contract Administration,” 

contracting officers may delegate contract administration authority. The 

delegation authorizes the appointee to perform specified tasks under an 

identified contract. 

14 A cost is allowable only when the cost is reasonable, allocable, and con- 

forms to the terms of the contract (FAR 31.201-2). 

15 A cost is allocable if it is (a) incurred specifically for the contract; (b) ben- 

efits both the contract and other work, and can be distributed to the con- 

tract and other work in reasonable proportion to the benefits received; or 

http://www.dodig.mil/fo/Foia/ERR/h03l89967206.pdf
http://www.dodig.mil/Audit/reports/fy10/10-042.pdf
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(c) necessary to the overall operation of the business, although a direct rela- 

tionship to any particular cost objective cannot be shown (FAR 31.201-4).

16 A cost is reasonable if, in its nature and amount, does not exceed that 

which would be incurred by a prudent person (FAR 31.201-3). 

17 DCAA’s mission is to perform services regarding contracts and subcon- 

tracts to all DOD components responsible for procurement and contract 

administration. 

18 Acceptance means an authorized Government official acknowledges that 

goods and services received conform to contract requirements. 

19 The Prompt Payment Act ensures that Federal agencies pay vendors in a 

timely manner. 

20 Report on Audit of Billing System, Audit Report No. 03181-2009D11010001. 

21 According to FAR 52.232-25(a)(3), “Prompt Payment,” October 2008, an 

invoice is considered proper when it contains the name and address of the 

contractor, invoice date, contract number, description, quantity, unit of 

measure, unit price, and price of goods delivered or services performed. 
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CH AP T E R 9 . IN V E S T IG AT IV E O V E R S IG H T : 

 

 

Friend l y - Fire D ea th of C orp ora l Pa t r i c k Til lm a n 

 

 

 

 

In addition to the other duties and responsibilities 

specified in this Act, the Inspector General of the 

Department of Defense shall . . . initiate, conduct, and 

supervise such audits and investigations in the 

Department of Defense (including the military 

departments) as the Inspector General considers 

appropriate[,] develop policy, monitor and evaluate 

program performance, and provide guidance with respect 

to all Department activities relating to criminal 

investigation programs[, and] give particular regard to 

the activities of the internal audit, inspection, and 

investigative units of the military departments with a 

view toward avoiding duplication and insuring effective 

coordination and cooperation. 

 
Inspector General Act of 1978, as amended, Section 8(c) 

 
 
 
 

Who inspects the inspector? Within the Department of De- 

fense, Congress has explicitly deemed all audits and investigations, in- 

cluding but not limited to the audits conducted by the military depart- 
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ment Auditors General and the investigations conducted by the uni- 

formed Inspectors General of each military department, subject to the 

supervision of the DoD Inspector General: “In addition to the other 

duties and responsibilities specified in this Act, the Inspector General 

of the Department of Defense shall . . . initiate, conduct, and supervise 

such audits and investigations in the Department of Defense (including 

the military departments) as the Inspector General considers appropri- 

ate.”1 That supervision also extends to non-criminal “command” inves- 

tigations conducted by uniformed soldiers in the battlefield, such as the 

investigations associated with the friendly-fire death in Afghanistan of 

Army Corporal Patrick Tillman. 

Of course, each Senate-confirmed Inspector General remains 

under the oversight of the various Committees of the United States 

Congress, including but not limited to the Senate Homeland Security 

and Governmental Affairs Committee, which Committee “owns the 

Inspector General Act” and through which Committee each Presiden- 

tial nominee to an Inspector General position must be “sequentially 

referred” in the course of the Senate confirmation process.2 Congress

exercises its oversight of Inspectors General through its review of stat- 

utorily mandated semi-annual reports to Congress,3 as well as through

the various Committees regularly calling upon Inspectors General to 

testify about their audit, inspection, investigative, and oversight activi- 

ties. 

An article in Rolling Stone magazine has been credited with 

forcing the early retirement of General Stanley A. McChrystal, Com- 

mander of NATO’s International Security Assistance Force and U.S. 

Forces-Afghanistan, in July 2010. That same article describes General 

McChrystal’s role in the cover-up of famed NFL star Pat Tillman’s 

death by friendly fire in Afghanistan: 

After Cpl. Pat Tillman, the former-NFL-star-turned- 

Ranger, was accidentally killed by his own troops in Af- 

ghanistan in April 2004, McChrystal took an active role in 

creating the impression that Tillman had died at the 

hands of Taliban fighters. He signed off on a falsified rec- 

ommendation for a Silver Star that suggested Tillman had 

been killed by enemy fire. (McChrystal would later claim 

he  didn’t  read  the  recommendation  closely  enough—a 
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strange excuse for a commander known for his laserlike 

attention to minute details.) A week later, McChrystal 

sent a memo up the chain of command, specifically warn- 

ing that President Bush should avoid mentioning the 

cause of Tillman’s death. “If the circumstances of Cor- 

poral Tillman’s death become public,” he wrote, it could 

cause “public embarrassment” for the president.4 

Corporal Tillman was killed by friendly fire during combat op- 

erations in Afghanistan on April 24, 2004. The foreword of the 85-page 

DoD OIG report, “Review of Matters Related to the Death of Cor- 

poral Patrick Tillman, U.S. Army,” reprinted below, provides the cir- 

cumstances that precipitated this IG review: 

 

The course of this review, in particular the central issues, 

was framed through a series of requests from the Army In- 

spector General, Members of Congress, and the family of 

Corporal Patrick Tillman concerning Corporal Tillman’s 

death by friendly fire while participating in combat opera- 

tions in Afghanistan on April 22, 2004. 

 
Within 30 days thereafter, Corporal Tillman’s death was 

investigated twice by Army officers under the provisions 

of Army Regulation 15-6, “Procedures for Investigating 

Officers and Boards of Officers.” Because of unresolved 

concerns regarding the nature of Corporal Tillman’s death 

and its aftermath, a third investigation was completed by 

an Army general officer in January 2005. However, by let- 

ter dated April 21, 2005, Mr. [REDACTED], father of 

Corporal Tillman, raise significant issues with the results 

of that investigation. 

 
By memorandum dated June 2, 2005, the Army Inspector 

General requested that this Office conduct an independ- 

ent review of concerns expressed by Mr. [REDACTED]. 

After completing an initial assessment, we requested that 

the Army Criminal Investigation Command conduct a full 

investigation into the facts and circumstances of Corporal 

Tillman’s death.  Concurrently, we conducted a review of 
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the three investigations noted above, the adequacy of Ar- 

my notifications to the Tillman family in the weeks fol- 

lowing his death, and the basis for the posthumous award 

of the Silver Star. 

 
Several Members of Congress also questioned the series of 

events that led to Corporal Tillman’s death, subsequent 

investigations, the need to establish accountability in mat- 

ters concerning the death and its aftermath, and the pos- 

sibility of an Army cover-up. Correspondence to this Of- 

fice from Senator John McCain in July 2005 and Repre- 

sentative Michael M. Honda in August 2005 questioned 

specific findings of the investigations. Correspondence 

from Senator Charles Grassley, Representative Zoe 

Lofgren, and Representatives Honda, Ike Skelton, Chris- 

topher Shays, and Dennis Kucinich in March 2006 reiter- 

ated those concerns, requested further explanations re- 

garding Army actions taken following Corporal Tillman’s 

death, and asked for briefings after we completed our 

work. 

 
In addition, the Senate Armed Services Committee, the 

House Armed Services Committee, and the Subcommit- 

tee on National Security, Emerging Threats, and Interna- 

tional Relations (House Committee on Government Re- 

form) requested the results of our review. 

 
This report provides the results of our review and summa- 

rizes results of the concurrent investigation by the Army 

Criminal Investigation Command. The full Army Crimi- 

nal Investigation Command report is being issued sepa- 

rately. We concur with the results of that investigation. 

Although some of the Army activities related to Corporal 

Tillman’s death remain classified, this report is unclassi- 

fied to promote maximum utility and avoid delays that 

would attend a classified issuance. 
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Chapter Review Questions: 

 
1 By what authority and for what purpose did the Army Inspec- 

tor General request that the DoD Office of Inspector General 

conduct an independent review of concerns expressed by Cor- 

poral Tillman’s father regarding the nature of Corporal Till- 

man’s death and its aftermath, including a third investigation 

completed by an Army general officer in January 2005? 

2 Why do Army regulations require that investigating officers 

“be senior to any person whose conduct or performance of du- 

ty may be investigated, or against whom adverse findings or 

recommendations may be made,” with limited exceptions? 

3 Why did the DoD Inspector General’s findings of accounta- 

bility for, (a) “LTG Kensinger provid[ing] misleading testimo- 

ny to BG Jones and th[e DoD Office of Inspector General] 

when he denied that he knew friendly fire was suspected be- 

fore the memorial service for CPL Tillman,” and (b) “the fail- 

ure to inform the award approval authority (Acting Secretary 

[of the Army] Brownlee) of suspected friendly fire” only reach 

as far as LTG Kensinger and MG McChrystal respectively? 

4 How does the “misleading testimony” of an Army Lieutenant 

General implicate the statutory leadership standard enacted 

by Congress in 1997, that: 

 

All commanding officers and others in authority 

in the Army are required - (1) to show in themselves a 

good example of virtue, honor, patriotism, and subordina- 

tion; (2) to be vigilant in inspecting the conduct of all per- 

sons who are placed under their command; (3) to guard 

against and suppress all dissolute and immoral practices, 

and to correct, according to the laws and regulations of 

the Army, all persons who are guilty of them; and (4) to 

take all necessary and proper measures, under the laws, 

regulations, and customs of the Army, to promote and 

safeguard the morale, the physical well-being, and the gen- 
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eral  welfare  of  the  officers  and  enlisted  persons  under 

their command or charge?16
 

5 Should the civilian Secretaries of the military departments, 

i.e., the Secretaries of the Army, Navy, and Air Force, be held 

accountable to the same leadership standard enacted by Con- 

gress in 1997 for, “All commanding officers and others in au- 

thority in [each of the military departments]”? Should the 

Secretary of Defense be held to the same leadership standard? 

6 By what authority and for what purpose would the Inspector 

General of the Department of Defense hold himself to the 

statutory leadership standard enacted by Congress for, “All 

commanding officers and others in authority in the Army,” 

Navy, and Air Force respectively? 
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Chapter 9 Endnotes 

 
 
 

 

 
1 Inspector General Act of 1978, as amended, §8(c). 

2 Sequential referral means that the nominee is vetted first by the Senate 

Committee with primary jurisdiction over the executive branch department 

or agency to which the Inspector General is to be appointed, after which 

the nomination is referred to the Senate Homeland Security and Govern- 

mental Affairs Committee for further vetting at the discretion of the 

Chairman of that Committee. 

3 See Inspector General Act of 1978, as amended, §5. 

4 Michael Hastings, “The Runaway General: Stanley McChrystal, Obama’s 

top commander in Afghanistan, has seized control of the war by never tak- 

ing his eye off the real enemy: The wimps in the White House,” Rolling 

Stone 1108/1109, July 8-22, 2010, on newsstands Friday, June 25 

(http://www.rollingstone.com/politics/news/17390/119236?RS_show_page=0). 

5 Review of Matters Related to the Death of Corporal Patrick Tillman, 

U.S. Army,” Report Number IPO2007E011, March 26, 2007.  The entire 

report is available in redacted form at 

http://www.defenselink.mil/home/pdf/Tillman_Redacted_Web_0307.pdf 

6 We initiated our review in response to a request from the Army Inspector 

General, who determined that an independent examination was needed 

after the third Army investigation failed to resolve issues raised by the 

Tillman family. 

7 Based on initial Army investigations, some of the Service members in- 

volved in the incident received non-judicial punishment for dereliction of 

duty under Article 15 of the Uniform Code of Military Justice. 

8 In 2005 the Army Safety Center was renamed the Army Combat Readi- 

ness Center. 

http://www.rollingstone.com/politics/news/17390/119236?RS_show_page=0)
http://www.defenselink.mil/home/pdf/Tillman_Redacted_Web_0307.pdf
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9 Service members involved in this incident were at the time members of 

the U.S. Army, 75th Ranger Regiment, and its subordinate units unless 

otherwise identified. 

10 ILT [REDACTED] like many other Service members involved in the 

friendly fire incident and its aftermath, has since been promoted. Howev- 

er, in this report, we will identify Service members using the rank and posi- 

tion that they held at the time of events at issue unless otherwise noted. 

11 A “safety” investigation is conducted to determine the cause of an acci- 

dent with the sole purpose of preventing future accidents. In general, safety 

investigation reports are privileged and not releasable outside safety chan- 

nels. A “legal” investigation is undertaken to inquire into all the facts and 

circumstances surrounding an accident, as well as to obtain and preserve all 

available evidence for use in litigation, claims, disciplinary actions, or ad- 

verse administrative actions. 

12 The phrase “primary next of kin” is defined in DoDI 1300.18, “Military 

Personnel Casualty Matters, Policies, and Procedures,” as the unremarried 

surviving spouse. 

13 Army publications refer to “legal” and “safety” investigations as “collat- 

eral” and “accident” investigations, respectively. 

14 A later paragraph of the Regulation refers to the centralized investigation 

as a “USASC [U.S. Army Safety Center] accident investigation board.” 

15 With regard to the appointment of single investigating officer versus a 

board of officers, we find AR 600-34 (which requires only a single investi- 

gating officer) to be controlling in this case rather than AR 600-8-1 (which 

requires a board of officers). AR 600-34 specifically addresses legal investi- 

gations of friendly fire cases and was published more recently than AR 600- 

8-1. Additionally, the most recent version of AR 600-8-1, dated April 7, 

2006, gives the appointing authority the option of appointing either a sin- 

gle officer or a board of at least three officers to inquire into the suspected 

friendly fire incident. 
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16 10 U.S.C. §3583 (“Requirement of exemplary conduct”); see 10 U.S.C. §§ 

5947 & 8583 (same leadership standard for the Naval Services and Air Force 

respectively); Continental Congress, “Rules for the Regulation of the Navy 

of the United Colonies of North America” (1775), Article 1 

(www.history.navy.mil) (original 1775 version of the same leadership stand- 

ard); Continental Congress, “Articles of War” (1775) (A November 1775 

Amendment required not only that an officer found guilty of fraud “be ipso 

facto cashiered, and deemed unfit for further service as an officer,” but also 

that “it be added in the punishment, that the crime, name, place of abode, 

and punishment of the delinquent be published in the news papers, in and 

about the camp, and of that colony from which the offender came, or usual- 

ly resides: after which it shall be deemed scandalous in any officer to asso- 

ciate with him.”). 
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CH AP T E R 1 0 . IN T E LLIG E N CE O V E R S IG H T : 

Wh y D id n ’ t We K n o w A b o u t 9 / 1 1 B e fo re h a n d ? 

The Conventions of a number of the States having, at the time 

of adopting the Constitution, expressed a desire, in order to 

prevent misconstruction or abuse of its powers, that further 

declaratory and restrictive clauses should be added, and as 

extending the ground of public confidence in the Government 

will best insure the beneficent ends of its institution… 

The powers not delegated to the United States by the 

Constitution, nor prohibited by it to the States, are reserved to 

the States respectively, or to the people. 

U.S. Constitution, Preamble to Bill of Rights and Amendment X 

Oversight of the intelligence activities of the United States 

federal government is a shared responsibility of the Executive and Leg- 

islative branches of the national government.
1 

These two branches,

together with the Judiciary in cases and controversies within the juris- 

diction of federal courts, include a number of structural checks on gov- 

ernmental abuses of power in the realm of intelligence activities. In- 

spectors General, as explained in this chapter, serve a vital role in these 

structural checks on abuses of governmental power. 
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For over three decades, Executive Order 12333, titled “United 

States Intelligence Activities,” has been the primary regulatory instru- 

ment guiding the United States intelligence community. It directs that 

intelligence activities be conducted in a “responsible manner that is 

consistent with the Constitution and applicable law and respectful of 

the principles upon which the United States was founded.”
2   

The most 

recent amendments to Executive Order 12333, issued in 2008, continue 

to emphasize these principles: 

 
Timely, accurate, and insightful information about the ac- 

tivities, capabilities, plans, and intentions of foreign pow- 

ers, organizations, and persons, and their agents, is essen- 

tial to informed decisionmaking in the areas of national 

security, national defense, and foreign relations. Collec- 

tion of such information is a priority objective and will be 

pursued in a vigorous, innovative, and responsible manner 

that is consistent with the Constitution and applicable law 

and respectful of the principles upon which the United 

States was founded.3 

 

 
 

“Principles Upon Which the United States Was Founded” 

(as applied to Intelligence Oversight) 

 
In order fully to understand the concept of Intelligence Over- 

sight, one must first understand the following foundational assump- 

tions: 

1 By constitutional design, the federal government of the Unit- 

ed States of America is a government of limited powers, in 

contrast to the governments of each State within the United 

States, to which the Tenth Amendment acknowledges, “The 

powers not delegated to the United States by the Constitu- 

tion, nor prohibited by it to the States, are reserved . . .”
4
; and 

2 All three branches of the national government are bound by 

the principle of limited national government formalized in the 

Tenth  Amendment. 



327 
 

 

The Constitution established a system of shared powers, in 

both a vertical direction (between the national government and the 

States), and horizontally within the federal government.  Under Article 

I, “The Congress shall have Power . . . to pay the Debts and provide for 

the common Defense and general Welfare of the United States…; To 

define and punish Piracies and Felonies committed on the high Seas, 

and Offenses against the Law of Nations; To declare War…; To raise 

and support Armies,…; To provide and maintain a Navy; To make rules 

for the Government and Regulation of the land and naval Forces; to 

provide for calling forth the Militia, and for governing such Part of 

them as may be employed in the Service of the United States…”
5   

Under 

Article II, “The President shall be Commander in Chief of the Army 

and Navy of the United States, and of the Militia of the several States, 

when called into the actual Service of the United States.”
6

 

Under the constitutional “separation of powers,” if the Presi- 

dent abuses his power as Commander in Chief, both the Legislative and 

the Judicial branches serve as structural “checks” on such abuses, the 

former through the “power of the purse,” the latter through the power 

of judicial review. 

In 1936 and then again in 1992, the United States Supreme 

Court provided a 10th Amendment-based test for checking abuses of 

power by the national government. In 1992, the Supreme Court reaf- 

firmed its own limited judicial review role in the context of striking 

down the Low-Level Radioactive Waste Policy Act of 1985 as unconsti- 

tutional: 

 
Our task would be the same even if one could prove that 

federalism secured no advantages to anyone. It consists 

not of devising our preferred system of government, but of 

understanding and applying the framework set forth in the 

Constitution. “The question is not what power the Fed- 

eral Government ought to have but what powers in fact 

have been given by the people.” United States v. Butler, 297 

U.S. 1, 63 (1936).7 

Since 1992, the Supreme Court has struck down at least four 

efforts by Congress to exercise national power without constitutional 

authority: 
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✸ New York v. United States, 505 U.S. 144 (1992) (striking 

down the Low-Level Radioactive Waste Policy Act of 

1985); 
 

✸ United States v. Lopez, 514 U.S. 549 (1995) (striking down the 

Gun-Free School Zones Act of 1990); 

✸ Boerne v. Flores, 521 U.S. 507 (1997) (striking down the Reli- 

gious Freedom Restoration Act of 1993); and 

✸ Printz v. United States, 521 U.S. 898 (1997) (striking down the 

1993 Brady Act). 

 

 

 
Intelligence Oversight Rules and Procedures 

 
“U.S. person” is defined by Executive Order 12333 to mean “a 

United States citizen, an alien known by the intelligence agency 

concerned to be a permanent resident alien, an  unincorporated 

association substantially composed of United States citizens or 

permanent resident aliens, or a corporation incorporated in the United 

States, except for a corporation directed and controlled by a foreign 

government or governments.” Rules and procedures for the collection, 

retention, and dissemination of information about “U.S. persons,” while 

addressed separately in various intelligence community regulations and 

directives implementing Executive Order 12333, are not exclusive to the 

intelligence community. For example, DoD Directive 5200.27, titled 

“Acquisition of Information  Concerning  Persons  and  Organizations 

not Affiliated with the Department of Defense,” prescribes a general 

prohibition against, “collecting, reporting processing, or storing infor- 

mation on individuals or organizations not affiliated with the Depart- 

ment of Defense, except in those limited circumstances where such 

information  is  essential  to  the  accomplishment  of  the  Department  of 

Defense missions…”
8

 

Intelligence activities, by their very nature, create potential for 

abuses of power in the collection, retention, or dissemination of infor- 

mation about U.S. persons. Accordingly, the intelligence community 

has more detailed rules and regulations to constrain such abuses.  The 
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Department of Defense and each  of  the  military  departments  has  its 

own version of implementing rules and procedures for Executive Order 

12333’s general admonition that intelligence activities be conducted in a 

“responsible manner that is consistent with the Constitution and appli- 

cable law and respectful of the principles upon which the United States 

was founded.”
9    

For example, the Department of Defense emphasizes

that: 

All DoD intelligence and CI activities shall be carried out 

pursuant to the authorities and restrictions of the U.S. 

Constitution, applicable law, Reference (c) [Executive Or- 

der 12333], the policies and procedures authorized herein, 

and other relevant DoD policies authorized by Reference 

(b) [DoD Directive 5143.01, “Under Secretary of Defense

for Intelligence,” November 23, 2005]. Special emphasis

shall be given to the protection of the constitutional rights

and privacy of U.S. persons.
10

 

In addition to its Directive on “DoD Intelligence Activities,” 

the Department of Defense has a detailed Regulation titled, “Proce- 

dures governing the activities of DoD intelligence components that 

affect United States persons,” which prescribes standards for the col- 

lection, retention, and dissemination of information about U.S. persons 
11 

by intelligence components within the Department of Defense. This 

Regulation includes a slightly expanded version of the definition of the 

term “United States Person” in Executive Order 12333: 

(1) A United States citizen;

(2) An alien known by the DoD intelligence component

concerned to be a permanent resident alien; 

(3) An unincorporated association substantially composed

of United States citizens or permanent resident aliens; 

(4) A corporation incorporated in the United States, ex- 

cept for a corporation directed and controlled by a foreign 

government or governments. A corporation or corporate 

subsidiary incorporated abroad, even if partially or wholly 
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owned by a corporation incorporated in the United States, 
12 

is not a United States person. 

The DoD Intelligence Oversight Regulation also prescribes 

duties of each individual DoD employee, “including contractors and 
13 

persons otherwise acting at the direction of such an agency,” and of 

all Inspectors General for identifying and reporting “questionable activ- 

ities.” The Regulation defines these as, “any conduct that constitutes, 

or is related to, an intelligence activity that may violate the law, any 

Executive Order or Presidential directive, including E.O. 12333, refer- 
14 

ence (a)), or applicable DoD policy, including this Regulation”  : 

a Each employee shall report any questionable activity 

to the General Counsel or Inspector General for the 

DoD intelligence component concerned, or to the 

DoD General Counsel or the ATSD(IO). 

b Inspectors General, as part of their inspection  of 

DoD intelligence components, and General Counsels, 

as part of their oversight responsibilities shall seek to 

determine if such components are involved in any 

questionable activities. If such activities have been or 

are being undertaken, the matter shall be investigated 

. . . . If such activities have been undertaken but were 

not reported, the Inspector General shall also ascer- 

tain the reason for such failure and recommend ap- 

propriate corrective action. 

c Inspectors General, as part of their oversight respon- 

sibilities, shall, as appropriate, ascertain whether any 

organization, staffs, or offices within their respective 

jurisdictions but not otherwise specifically identified 

as DoD intelligence components, are being used for 

foreign intelligence  or  counterintelligence  purposes 

to which Part 2 of E.O. 12333, (reference (a)), applies, 

and, if so, shall ensure the activities of such compo- 

nents are in compliance with the Regulation and ap- 

plicable DoD policy. 
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d Inspectors General, as part of their inspection  of 

DoD intelligence components, shall ensure that pro- 

cedures exist within such components for the report- 

ing of questionable activities, and that employees of 

such components are aware of their responsibilities 
15 

to report such activities. 
 

While all Inspectors General are required to receive and ei- 

ther to investigate or to refer out for investigation, allegations of “ques- 

tionable activities” involving possible abuses of power within the intel- 

ligence community, the Department of Defense has established an In- 

telligence Oversight Officer who is required by Directive to coordinate 

with the DoD Office of Inspector General.
16 

That DoD Intelligence 

Oversight Officer is the Assistant to the Secretary of Defense for Intel- 

ligence Oversight (ATSD(IO)), and serves as, “the focal point for all 

contacts with the Intelligence Oversight Board of the President’s For- 

eign Intelligence Advisory Board (since renamed the President’s Intel- 

ligence Advisory Board) pursuant to [Executive Order 12863, “Presi- 

dent’s Foreign Intelligence Advisory Board,” September 13, 1993, as 

amended by Executive Order 13070, December 15, 1997; Executive Or- 

der 13301, May 14, 2003; and Executive Order 13376, April 13, 2005], and 

shall perform the responsibilities assigned in DoD Directive 5148.11”
17

: 

 
The Assistant to the Secretary of Defense for Intelligence 

Oversight shall serve as the principal staff assistant and 

advisor to the Secretary and Deputy Secretary of Defense 

for the independent oversight of all intelligence, counter- 

intelligence, and  intelligence-related activities (hereafter 

referred to collectively as “intelligence activities”) in the 

Department of Defense.  In this capacity, the ATSD(IO) 

shall ensure that all intelligence activities performed by 

any of the DoD Components are conducted in compliance 

with Federal law, Executive orders, Presidential directives, 

and DoD Directives System issuances.
18

 

The duties of the ATSD(IO) include, “Report[ing] the follow- 

ing to the Secretary and Deputy Secretary of Defense, and the Intelli- 

gence Oversight Board of the President’s Foreign Intelligence Advisory 
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Board . . . at least quarterly, in coordination with the [General Coun- 

sel], DoD”: 

✸ Significant oversight activities undertaken. 
 

✸ Significant DoD intelligence activities of questionable le- 

gality or propriety, the investigative action on them, and 

the current status until the matter is resolved. 

✸ Matters of concern or substance arising out of inspections 

and investigations conducted by the ATSD(IO); the DoD 

GC’s accounting of applications to the Foreign Intelli- 

gence Surveillance Court; and, significant items from the 

intelligence oversight reports submitted to the ATSD(IO) 

by the DoD Components.
19

 

In carrying out these duties, the ATSD(IO) is authorized by 

the Secretary of Defense to, “Require an Inspector General or other 

cognizant investigative official of a DoD Component to report allega- 

tions of improprieties or illegalities of intelligence activities by, or with- 
20 

in, a DoD Component.” 

 

The ATSD(IO) and the General Counsel, DoD, shall re- 

port in a timely manner to the White House Intelligence 

Oversight Board all activities that come to their attention 

that are reasonably believed to be illegal or contrary to 

Executive Order or Presidential directive.  They will also 

advise appropriate officials of the Office of the Secretary 
21 

of Defense of such activities. 
 

The major DoD Components, including the military depart- 

ments, have their own rules and procedures for how each carries out 

Intelligence Oversight activities.
22

 

 

 
Posse Comitatus Act 

 
Closely allied to Executive Order 12333 as a check against 

abuses of federal power is the Posse Comitatus Act. Posse Comitatus 
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was enacted by Congress in 1878 to restrict domestic law enforcement 

activities of the United States military in response to abuses committed 

during the reconstruction period following the Civil War.
23   

The Posse

Comitatus Act makes it a federal crime to use, “any part of the Army or 

the Air Force as a posse comitatus or otherwise to execute the laws,” 

unless “expressly authorized by the Constitution or Act of Congress”: 

Whoever, except in cases and  under circumstances ex- 

pressly authorized by the Constitution or Act of Congress, 

willfully uses any part of the Army or the Air Force as a 

posse comitatus or otherwise to execute the laws shall be 

fined under this title or imprisoned not more than two 

years, or both.
24

Although the statute on its face only applies to the Army, “the 

Air Force is covered under the law by later amendment because its ori- 

gins lie within the Army… [I]t is followed by the Department of the 

Navy through incorporation of its proscriptions into regulations issued 

by the Secretary of the Navy.”
25

 

Consistent with this longstanding criminal prohibition by 

Congress, Department of Defense regulations prohibit the following 

forms of direct assistance to civilian law enforcement agencies unless 

otherwise expressly authorized by federal statute – such as, for example 

but not limited to, the Inspector General Act of 1978, as amended: 

✸ Interdiction of a vehicle, vessel, aircraft, or other similar

activity;

✸ A search or seizure;

✸ An arrest, apprehension, stop and frisk, or similar activity;

✸ Use of military personnel for surveillance or pursuit of in- 

dividuals, or as undercover agents, informants, investiga- 

tors, or interrogators.
26

 

Because both the Posse Comitatus Act and Executive Order 

12333 involve checks on abuses of power by the federal government, and 

because the occasions for such abuses can sometimes overlap in  the 

context of intelligence activities, Posse Comitatus Act training is often 
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combined with Intelligence Oversight training, especially within the 

intelligence community, typically during the course of a periodic Intel- 

ligence Oversight Inspection conducted by an Inspector General. 
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Chapter Review Questions 

 
1 By what authority and for what purpose does the Department 

of Defense maintain an Intelligence Oversight Officer who is 

in not part of the DoD Office of Inspector General? 

2 What role, if any, might the DoD’s Intelligence Oversight Of- 

fice have played in identifying the intelligence-related allega- 

tions that ultimately were investigated by the DoD Office of 

Inspector General? 

3 Under what circumstances might an individual who witnesses 

what he thinks might be an abuse of power within the intelli- 

gence community not report his concerns either to the chain 

of command or to an Inspector General? 
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1  See United States Central Intelligence Agency, “Intelligence Oversight,” 

updated September 10, 2009 

(https://www.cia.gov/library/publications/additional-publications/the-work- 

of-a-nation/intelligence-oversight/index.html). 

2 
Executive Order 12333, “United States Intelligence Activities,” ¶2.1, De- 

cember 4, 1981. 

3 Id., as amended July 30, 2008. 

4 
U.S. Const., Amendment X. 

5 
U.S. Const., Article I, Section 8. 

6 
U.S. Const., Article II, Section 2, cl. 1. 

7 New York v. United States, 505 U.S. 144, 157 (1992) 
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8 
DoD Directive 5200.27, “Acquisition of Information Concerning Persons 
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10 
DoD Directive 5240.1, ¶4-1, August 27, 2007 

(http://www.dtic.mil/whs/directives/corres/pdf/524001p.pdf). 

11  
DoD 5240.1-R, “Procedures governing the activities of DoD intelligence 

components that affect United States persons,” December 1982 

(http://atsdio.defense.gov/documents/5240.html). 

12 
DoD 5240.1-R, Definitions, ¶27(a); see id. ¶27(b) (“A person or organiza- 

tion outside the United States shall be presumed not to be a United States 

person unless specific information to the contrary is obtained.  An alien in 

http://www.cia.gov/library/publications/additional-publications/the-work-
http://www.law.cornell.edu/supct/html/91-543.ZS.html
http://www.dtic.mil/whs/directives/corres/pdf/520027p.pdf)
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the United States shall be presumed not to be a United States person unless 

specific information to the contrary is obtained.”). 

13 
DoD 5240.1-R, Definitions, ¶10 (“Employee. A person employed by, 

assigned to, or acting for an agency within the intelligence community, 

including contractors and persons otherwise acting at the direction of such 

an agency.”). 

14  
DoD 5240.1-R, Procedure 15, B(1). 

15  
DoD 5240.1-R, Procedure 15, 

16 
DoD Directive 5148.11, “Assistant to the Secretary of Defense (Intelli- 

gence Oversight),” ¶4-14, May 21, 2004 

(http://atsdio.defense.gov/documents/51481p.pdf). 

17 
DoD Directive 5240.1, ¶5-3. 

18 
DoD Directive 5148.11, “Assistant to the Secretary of Defense (Intelli- 

gence Oversight),” ¶4, May 21, 2004 

(http://atsdio.defense.gov/documents/51481p.pdf). 

19  Id., ¶4-6. 

20 Id., ¶6.6.1. 

21  
DoD 5240.1-R, Procedure 15, ¶3(e). 

22 See Army Regulation 380-10, “U.S. Army Intelligence Activities,” ¶15-6, 

May 3, 2007 (http://www.army.mil/usapa/epubs/pdf/r381_10.pdf); Secretary 

of the Navy Instruction 3820.3E, “Oversight of Intelligence Activities 

Within the Department of the Navy,” September 25, 2005 

(http://www.fas.org/irp/doddir/navy/secnavinst/3820_3e.pdf); Air Force In- 

struction 14-104, “Oversight of Intelligence Activities,” April 16, 2007 

(http://www.fas.org/irp/doddir/usaf/afi14-104.pdf); see also Marine Corps 

Inspector General Program: Intelligence Oversight Guide (Marine Corps 

Inspector General 2009); Defense HUMINT  Service, “Intelligence Law 

Handbook,” Publication CC-0000-181-95 (September 1995). 
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23  See Defense HUMINT Service, “Intelligence Law Handbook, ¶8.4, Sep- 

tember 1995 (“Historical Note”). 

24 
18 U.S.C. §1385. 

25  
Intelligence Law Handbook, ¶8-4(e). 

26 
DoD Directive 5525.5, “DoD Cooperation with Civilian Law Enforce- 

ment Officials,” Enclosure 4, ¶E4.1.3, January 15, 1986 (Administrative Re- 

issuance Incorporating Change 1, December 20, 1989) 

(http://www.fas.org/irp/doddir/dod/d5525_5.pdf); see Intelligence Law Hand- 

book,  ¶8-9. 

27 
“Alleged Misconduct by Senior DoD Officials Concerning the Able Dan- 

ger Program and Lieutenant Colonel Anthony A. Shaffer, U.S. Army Re- 

serve,” September 18, 2006. 

http://permanent.access.gpo.gov/lps83632/r_H05L97905217-PWH.pdf 

28 
LTC Shaffer served in DIA as both a civilian employee and, when called 

to active duty, a military officer. Because the allegations cover time periods 

and events that relate to both his military and civilian duties, we will refer 

to LTC Shaffer using his military rank in this report. 

29 
As discussed in this report, LTC Shaffer was placed on administrative 

leave from DIA and vacated his office in April 2004. His office was then 

cleared for occupancy by another employee. 

30 
The 9/11 Commission was created by congressional legislation signed by 

President George W. Bush in November 2002.  The Commission’s mission 

was to prepare a full account of circumstances surrounding the September 

1I, 2001, terrorist attacks and report its findings to the President and Con- 

gress. 

31  
We acknowledge that some Government office supplies may have been 

included in the shipment (e.g., commercially available pens, pencils, blank 

CD ROM disks), but considered that inclusion an oversight not warranting 

further  investigation. 

32 
LTC Shafter provided the four documents to congressional staff. 

http://www.fas.org/irp/doddir/dod/d5525_5.pdf)%3B
http://permanent.access.gpo.gov/lps83632/r_H05L97905217-PWH.pdf
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33 
In conducting reprisal analysis, we recognize that whistleblower com- 

plaints made by civilian employees in the intelligence community are ex- 

cluded from the jurisdiction of the Office of Special Counsel under Section 

2302 (a)(2)(c) of Title 5, United States Code. However, it is our policy to 

apply Title 5 standards for all investigations into complaints of reprisal 

submitted by civilian appropriated fund employees. 

34 
Based on the revocation of his access and anticipated revocation of his 

clearance, LTC Shaffer was proposed for removal from his DIA civilian 

position in November 2005. That action was held in abeyance pending 

completion of this investigation. LTC Shaffer continued on paid adminis- 

trative leave. 

35 
Photographs of Figures 1 and 2 were retrieved from a laptop computer 

that contained Able Danger material in a safe at USSOCOM Headquarters. 

We did not locate the original charts. 

36 
We did not locate the actual chart that had been provided to CAPT 

[REDACTED]. 

37 
Dr. [REDACTED] testified that the Able Danger team did not have 

access to LIWA’s data. Rather, she had provided CAPT [REDACTED] 

file transfer protocol (FTP) access that enabled CAPT [REDACTED] to 

download products that were uploaded by LlWA personnel for him. 

38 
Mr. [REDACTED] told us that after he was read on to Able Danger, he 

began accumulating large quantities of data primarily from open sources. 

He said that he subjected that data to LIWA analytical tools and found 

numerous potential al Qaeda links in the United States, However, he 

acknowledged that he had not vetted this preliminary work and that he did 

not identify any of the 9/11 terrorists or other potential targets of interest. 

39 
CAPT [REDACTED] told us that he performed a number of searches of 

Portuguese language Web sites. 

40 
Coincidentally, this briefing occurred 2 days before the attack on the  

USS COLE (DDG-67) in Aden, Yemen. CAPT [REDACTED] told us that 

Yemen was mentioned as a “hotspot” during the briefing, but characterized 
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any assertion that GEN Schoomaker failed to act on a warning of an immi- 

nent threat there as “all crap.” 

41 
The campaign plan itself is classified. 

42  
CAPT  [REDACTED]  first  met  Dr.  [REDACTED  sometime  between 

January 10 and 14, 2000, while at JWAC for the Initial Planning Confer- 

ence, On CAPT [REDACTED] ‘s timeline is an entry for January 23, 2000, 

“LIWA provides suggestions . . . including demos.”  Accordingly, 

we’concluded the charts were provided to CAPT [REDACTED]  between 

January 15 and 23, 2000. 

43 
We noted that Dar es Salaam is the capitol of Tanzania, and Nairobi is 

the capitol of Kenya. The U.S. Embassies in Dar es Salaam and Nairobi 

were both attacked on August 7, 1998. 
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Ch ap te r 1 1 . WH IS T L E B L O WE R R E P R IS A L : 

 

Tom b stones a t A r l ing ton N a t iona l C em etery 

 

 

 

 

Any employee who has authority to take, direct others to 

take, recommend, or approve any personnel action, shall not, 

with respect to such authority, take or threaten to take any 

action against any employee as a reprisal for making a 

complaint or disclosing information to an Inspector General, 

unless the complaint was made or the information disclosed 

with the knowledge that it was false or with willful 

disregard for its truth or falsity. 

 

Inspector General Act of 1978, as amended, §7(c) 
 
 
 
 

There are at least six types of reprisal allegations, governed by 

five separate but related sets of statutory standards. Moreover, within 

the federal government there are overlapping responsibilities for the 

various types of reprisal allegations. For example, while the U.S. Office 

of Special Counsel has primary responsibility for overseeing civilian 

whistleblower reprisal investigations throughout the federal govern- 

ment, 
1  

any Office of Inspector General can receive and process a civil- 

ian whistleblower reprisal allegation. Likewise, any Office of Inspector 

General within the Department of Defense, whether civilian or mili- 

tary, can process a reprisal allegation by a uniformed military Service 

member: 

✸ “If the Inspector General receiving such an allegation is an 

Inspector General within a military department, that In- 
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spector General shall promptly notify the Inspector Gen- 

eral of the Department of Defense of the allegation,” 10 

U.S.C. §1034(c)(3)(B), and 
 

✸ “the results of the investigation shall be determined by, or 

approved by, the Inspector General of the Department of 

Defense (regardless of whether the investigation itself is 

conducted by the Inspector General of the Department of 

Defense or by an Inspector General within a military de- 

partment).” 10 U.S.C. §1034(c)(3)(E). 

 
 

The statutes governing reprisal allegations and associated pri- 

mary proponents are as follows: 

 
 

Type of Reprisal Allegation: 
 

Primary Investigative 

Office(s): 

 

Governing Law: 

 

Civilian Whistleblower Protection 

(GS employees) 

 

U.S. Office of Special 

Counsel 

 

5 U.S.C. §2302 

 

Military Whistleblower Protection 
 

Military Dep’t IGs & 

DoD IG 

 

10 U.S.C. §1034 

 

DoD Civilian Whistleblower 

Protection (non-GS): 

 

DoD Inspector General 
 

IG Act, as 

amended, §7 

✸ Nonappropriated Fund em- 

ployees; 

  

10 U.S.C. §1587 
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Type of Reprisal 

Allegation: 

Primary Investiga- 

tive Office(s): 

 

Governing Law: 

✸ Contractor Employees   

10 U.S.C. §2409 

 

Intelligence Community 

Whistleblower  Protection 

 

DoD Inspector Gen- 

eral 

 

IG Act, as amended, 

§8H 

 

Some federal agencies, such as the Department of Defense 

and the military departments, treat “Improper Referrals for Mental 

Health Evaluation” as a separate category of reprisal allegations. In this 

regard, the Department of Defense has promulgated DoD Directive 

6490.1 and DoD Instruction 6490.4, each governing, “Mental Health 

Evaluations of Members of the Armed Forces.” Under the DoD Di- 

rective, “The Inspector General of the Department of Defense shall: … 

Conduct or oversee an investigation of an allegation submitted by the 

Service member or the Service member’s legal guardian to an IG that 

the member was referred for a mental health evaluation in violation of 

this Directive or DoD Instruction 6490.4.”
2    

In any event, Title 5 of 

United States Code includes “a decision to order psychiatric testing or 

examination” among its list of ten specified “personnel actions” that 

could form the basis for a whistleblower reprisal allegation.
3

 

The DoD IG Hotline maintains general  information  about 

each type of reprisal allegation and a sample reprisal complaint letter at: 

http://www.dodig.mil/hotline/reprisal_complaint.htm 

For any whistleblower reprisal investigations, whether under 

Title 5, Title 10, or the Inspector General Act, the whistleblower (aka 

complainant) bears the burden of establishing the first three of the fol- 

lowing four required “elements” for substantiating whistleblower re- 

prisal: 

✸ The complainant made a “disclosure of information” pro- 

tected by statute (aka a “protected communication”), such 

as an EEO complaint or a lawful communication either to 

a Member of Congress or to an Inspector General; 

http://www.dodig.mil/hotline/reprisal_complaint.htm
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✸ An official in a position to effectuate an adverse personnel 

action either (a) took or threatened to take an adverse per- 

sonnel action, or (b) withheld or threatened to withhold a 

favorable personnel action
4
; and 

✸ The official responsible for taking, withholding, or threat- 

ening the personnel action knew about the protected 

communication.
5

 

If the complaining whistleblower establishes these first three 

elements by a preponderance of the evidence (i.e., more likely than not), 

the burden shifts to the complained against official to establish – by a 

clear and convincing evidence standard
6 

-- that: 

✸ The personnel action would still have been taken, with- 

held, or threatened even if the protected communication 

had not been made.
7

 

 

 

Civilian Whistleblower Protection (GS Employees) 

 
Under Section 2302(b)(8) of Title 5, United States Code, it is 

illegal to, “take or fail to take, or threaten to take or fail to take, a per- 

sonnel action with respect to any employee or applicant for employ- 

ment because of— 

(A) any disclosure of information by an employee or ap- 

plicant which the employee or applicant reasonably be- 

lieves evidences— 

(i) a violation of any law, rule, or regulation, or 
 

(ii) gross mismanagement, a gross waste of 

funds, an abuse of authority, or a substantial and 

specific danger to public health or safety, if such 

disclosure is not specifically prohibited by law 

and if such information is not specifically re- 

quired by Executive order to be kept secret in 

the interest of national defense or the conduct of 

foreign affairs; or 
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(B) any disclosure to the Special Counsel, or to the In- 

spector General of an agency or another employee desig- 

nated by the head of the agency to receive such disclo- 

sures, of information which the employee or applicant rea- 

sonably believes evidences— 

(i) a violation of any law, rule, or regulation, 

or 

(ii) gross mismanagement, a gross waste of 

funds, an abuse of authority, or a substantial 

and specific danger to public health or safe- 

ty.
8
 

 
Under Title 5, other than the provision regarding a “disclosure 

to the Special Counsel, or to the Inspector General of an agency or 

another employee designated by the head of the agency to receive such 

disclosures” quoted above, the identity of the recipient to whom a 

“protected disclosure” is made, which might qualify the discloser as a 

protected whistleblower, is not further specified.
9

 

 

 

Military Whistleblower Protection 

 
Under the Military Whistleblower Protection Act, “protected 

communications” include communications not only with Members of 

Congress and IGs, but also with any “member of a Department of De- 

fense audit, inspection, investigation, or law enforcement organization” 

or with “any person or organization in the chain of command.”
10

 

The following chronology is posted on the website of the Of- 

fice of the Inspector General of the Department of Defense 

(http://www.dodig.mil/INV/MRI/pdfs/Timeline.pdf), and is illustrative 

of the special interest Congress has taken in military whistleblowers, 

and the evolving legal standards for military whistleblower reprisals: 

http://www.dodig.mil/INV/MRI/pdfs/Timeline.pdf)
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History  of  Military  Whistleblower  Protection  Act  and  Statute 

Prohibiting the Use of Mental Health Evaluations in Reprisal 

1985 - Congresswoman Barbara Boxer introduces a bill to 

provide protections for military whistleblowers. 

1986 - Substance of Boxer bill becomes an amendment to 

the FY 1987 House Defense Authorization bill. The lan- 

guage dies in conference between the House and Senate. 

November 1987 - The Defense Acquisition Policy Panel 

of the House Armed Services Committee holds a hearing 

on the Boxer bill to protect military whistleblowers. The 

witnesses include whistleblowers Chief Petty Officer Mi- 

chael R. Tufariello, U.S. Naval Reserve, and Major Peter 

C. Cole, U.S. Army National Guard, Texas. Mr. Derek

Vander Schaaf, Deputy Inspector General, Department of 

Defense, also testifies. 

1988 - Boxer’s “Military Whistleblower Protection Act” 

(10 U.S.C. 1034) is enacted as part of the FY 1989 Defense 

Authorization Act. It is intended to protect military 

members who make disclosures of wrongdoing to Mem- 

bers of Congress or an IG from reprisal. It requires

the DoD to investigate allegations of whistle blower re- 

prisal from military members. 

1990 - Boxer amendment to the FY 1991 Defense Au- 

thorization Act prohibits the referral of military members 

for mental health evaluations (MHE) in reprisal for mak- 

ing protected communications as defined by the 10 U.S.C. 

1034. It requires the DoD to implement regulations speci- 

fying procedures for referring military members for 

MHEs. 

1991- Congress includes an amendment to 10 U.S.C. 1034 

in the FY 1992/1993 Defense Authorization Act extending 

protections to whistleblowers that make disclosures to 

auditors, criminal investigators, inspectors, and other 

DoD law enforcement officers. 
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1992 - Congress includes a Boxer provision in the FY 1993 

Defense Authorization Act requiring the DoD to imple- 

ment regulations governing the referral of military mem- 

bers for MHEs. It again prohibits referring military mem- 

bers for MHEs in reprisal for making communications 

protected under 10 U.S.C. 1034. 

1994 - As part of the FY 1995 Defense Authorization Act, 

Congress again expands the protections afforded under 10 

U.S.C. 1034. It broadens the definition of “protected 

communication” to include allegations of sexual harass- 

ment or discrimination. It also expands the universe of 

those to whom protected communications can be made, 

to include any person or organization designated pursuant 

to regulations or’ administrative procedures to  receive 

such communications, including those in the military 

member’s chain of command. 

1998 - Congress amends 10 U.S.C. 1034 to do the follow- 

ing: 1) give Military Department IGs the authority to re- 

ceive allegations of whistleblower reprisal and conduct 

preliminary inquiries into such allegations; 2) require Mili- 

tary Department IGs to report receipt of reprisal allega- 

tions to the DoD IG within 10 days and to have their re- 

ports of preliminary inquiry and investigation reviewed 

and approved by the DoD IG; 3) reduce burdensome ad- 

ministrative requirements; and 4) insert the word “gross” 

before the word “mismanagement.” 

2002 - The Homeland Security Act transfers the assets 

and personnel of the U.S. Coast Guard from the Depart- 

ment of Transportation to the Department of Homeland 

Security. Therefore, references in 10 U.S.C. 1034 to the 

Department of Transportation are replaced with refer- 

ences to the Department of Homeland Security. 

2004 - The FY 2005 Defense Authorization Act amends 

10 U.S.C. 1034 to clarify that any individual within a Mili- 

tary member’s chain of command can receive protected 

communications, as well as any person or organization 
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designated by regulation or established procedure to re- 

ceive protected communications. 

2007 - The Directive which implements 10 U.S.C. 1034 is 

reissued. Included among the revisions to DoDD 7050.06 

is the addition of the definition of “chain of command” as: 

the “succession of commanding officers from a superior to 

a subordinate through which command is exercised, but 

also the succession of officers, enlisted members or civil- 

ian personnel through whom administrative control is ex- 

ercised, including supervision and rating of perfor- 

mance.”
11

Under the Military Protection Act, the whistleblower should 

report any allegation of a retaliatory personnel action to an Inspector 

General within 60 days; otherwise, the IG is not required by the stat- 

ute to conduct even a preliminary inquiry: 

Neither an initial determination [“whether there is suffi- 

cient evidence to warrant an investigation of the allega- 

tion”] nor an investigation . . . is required in the case of an 

allegation made more than 60 days after the date on which 

the member becomes aware of the personnel action that is 

the subject of the allegation.
12

DoD Non-GS Civilian Employee Whistleblower Protection 

Section 1587 of Title 10, United States Code, which is imple- 

mented within the Department of Defense by DoD Directive 1401.03, 

“DoD Nonappropriated Fund Instrumentality (NAFI) Employee 

Whistleblower Protection,” defines a NAFI employee as: 

a civilian employee who is paid from nonappropriated 

funds of Army and Air Force Exchange Service, Navy Ex- 

change Service Command, Marine Corps exchanges, or 

any other instrumentality of the United States under the 

jurisdiction of the armed forces which is conducted for 

the comfort, pleasure, contentment, or physical or mental 

improvement of members of the armed forces. Such term 

includes  a  civilian  employee  of  a  support  organization 
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within the Department of Defense or a military depart- 

ment, such as the Defense Finance and Accounting Ser- 

vice, who is paid from nonappropriated funds on account 

of the nature of the employee’s duties.
13

This special whistleblower protection statute stipulates that: 

Any civilian employee or member of the armed forces who 

has authority to take, direct others to take, recommend, 

or approve any personnel action shall not, with respect to 

such authority, take or fail to take a personnel action with 

respect to any nonappropriated fund instrumentality em- 

ployee (or any applicant for a position as such an employ- 

ee) as a reprisal for— 

(1) a disclosure of information by such an employee or ap- 

plicant which the employee or applicant reasonably be- 

lieves evidences— 

(A) a violation of any law, rule, or regulation; or

(B) mismanagement, a gross waste of funds, an

abuse of authority, or a substantial and specific 

danger to public health or safety; 

if such disclosure is not specifically prohibited by 

law and if the information is not specifically re- 

quired by or pursuant to executive order to be kept 

secret in the interest of national defense or the 

conduct of foreign affairs; or 

(2) a disclosure by such an employee or applicant to any

civilian employee or member of the armed forces desig- 

nated by law or by the Secretary of Defense to receive dis- 

closures described in clause (1), of information which the 

employee or applicant reasonably believes evidences— 

(A) a violation of any law, rule, or regulation; or

(B) mismanagement, a gross waste of funds, an abuse

of authority, or a substantial and specific danger to 

public health or safety.
14
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DoD Directive 1401.03 assigns responsibility for investigating 

whistleblower reprisal allegations by NAFI employees to the DoD In- 

spector General:  “The IG DoD shall: 

5.1.1. Receive complaints of reprisal by NAFI employees, 

former employees, or applicants, and expeditiously deter- 

mine whether there is sufficient evidence to warrant an 

investigation. 

5.1.2. Notify the NAFI employee, former employee, or 

applicant, and the Director, Administration and Manage- 

ment (DA&M), OSD, if the IG DoD determines that an 

investigation will not be conducted. 

5.1.3. Conduct an investigation if it has been determined 

that investigation of a complaint of reprisal is warranted. 

Upon completion of the investigation, provide the Under 

Secretary of Defense for Personnel and Readiness 

(USD(P&R)) and the DA&M with a report of findings of 

fact, conclusions, and recommendations. 

5.1.4. Protect the confidentiality of NAFI employees, 

former employees, or applicants making protected disclo- 

sures unless the IG DoD determines that disclosure of the 

employee’s, former employee’s, or applicant’s identity is 

necessary to resolve the complaint(s).15
 

Within the Department of Defense, the heads of DoD Com- 

ponents, including military departments and various subordinate DoD 

agencies—some of whom have their own Offices of Inspector Gen- 

eral—are required to, “Ensure that NAFI employees, former employ- 

ees, or applicants making disclosures of information the employee or 

applicant reasonably believes evidences a violation of law, rule, or regu- 

lation; mismanagement; a gross waste of funds; an abuse of authority; or 

a substantial or specific danger to public health or safety; or any repris- 

al, are advised of their right to submit complaints directly to the IG 

DoD and of the procedures for doing so,” and to, “Ensure that com- 

plaints of reprisal received from NAFI employees, former employees, 

or applicants are forwarded to the IG DoD.”
16
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Defense Contractor Employee Reprisal 

Section 2409 of Title 10, United States Code, establishes 

standards for the protection of Defense contractor employees, “from 

reprisal for disclosure of certain information”: 

(a) Prohibition of Reprisals.— An employee of a con- 

tractor may not be discharged, demoted, or otherwise dis- 

criminated against as a reprisal for disclosing to a Member 

of Congress, a representative of a committee of Congress, 

an Inspector General, the Government Accountability 

Office, a  Department of Defense employee  responsible 

for contract oversight or management, or an authorized 

official of an agency or the Department of Justice infor- 

mation that the employee reasonably believes is evidence 

of gross mismanagement of a Department of Defense con- 

tract or grant, a gross waste of Department of Defense 

funds, a substantial and specific danger to public health or 

safety, or a violation of law related to a Department of 

Defense contract (including the competition for or nego- 

tiation of a contract) or grant. 

(b) Investigation of Complaints.—

(1) A person who believes that the person has been

subjected to a reprisal prohibited by subsection (a) may 

submit a complaint to the Inspector General of the 

Department of Defense, or the Inspector General of 

the National Aeronautics and Space Administration in 

the case of a complaint regarding the National Aero- 

nautics and Space Administration. Unless the Inspec- 

tor General determines that the complaint is frivolous, 

the Inspector General shall investigate the complaint 

and, upon completion of such investigation, submit a 

report of the findings of the investigation to the per- 

son, the contractor concerned, and the head of the 

agency. 

(2)
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(A) Except as provided under subparagraph (B), the

Inspector General shall make a determination that a 

complaint is frivolous or submit a report under para- 

graph (1) within 180 days after receiving the complaint. 

(B) If the Inspector General is unable to complete an

investigation in time to submit a report within the 180-

day period specified in subparagraph (A) and the 

person submitting the complaint agrees to an exten- 

sion of time, the Inspector General shall submit a re- 

port under paragraph (1) within such additional period 

of time as shall be agreed upon between the Inspector 

General and the person submitting the complaint.
17

 

The Inspector General of the Department of Defense is des- 

ignated by DoD Directive to, “Receive and investigate complaints of 

reprisal for making disclosures protected by [Section] 2409 of title 10, 

United States Code.”
18

 

Improper Referrals for Mental Health Evaluation 

According to Department of Defense Directive 6490.1, “Men- 

tal Health Evaluations of Members of the Armed Forces”: 

4.3.2. No person may refer a Service member for mental 

health evaluation as a reprisal for making or preparing a 

lawful communication to a Member of Congress, any ap- 

propriate authority in the chain of command of the Ser- 

vice member, an IG or a member of a DoD audit, inspec- 

tion, investigation or law enforcement organization. 

*** 

5.2. The Inspector General of the Department of Defense 

shall: 

5.2.1. Conduct or oversee an investigation of an allegation 

submitted by the 
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Service member or the Service member’s legal guardian to 

an IG that the member was referred for a mental health 

evaluation in violation of this Directive or DoD Instruc- 

tion 6490.4
 ........... 19

 

Whistleblower Misrepresentations of Material Fact 

According to guidance promulgated by the DoD Office of In- 

spector General, “On rare occasions, you may come across an assertion 

by a third party that the whistleblower knew or should have known that 

the information provided in the initial protected communication was 

not true. If that is the case, you must resolve the issue of ‘reasonable 

belief.’ If you find that the complainant either made false statements 

or intentionally misrepresented the truth regarding the reported 

wrongdoing, then you may refer the matter for appropriate command 

action and close the reprisal investigation.”
20

 

Both the Inspector General Act of 1978 and the official repris- 

al complaint form utilized by the United States Office of Special Coun- 

sel (posted at http://www.osc.gov/documents/forms/osc11.htm) envision 

the possibility that intentional misrepresentation of material facts by a 

whistleblower could result in criminal prosecution of the whistleblower 

for making a false official statement. Specifically, Section 7(c) of the 

Inspector General Act disclaims any obligation to protect a  whistle- 

blower if, “the complaint was made or the information disclosed with 

the knowledge that it was false or with willful disregard for its truth or 
21 

falsity.” Likewise, OSC Form 11 requires complainants to sign under 

penalty of perjury before any reprisal investigation is commenced, cit- 

ing 18 U.S.C. § 1001 as the basis for criminal prosecution if the reprisal 

complaint includes “a false statement or concealment of a material 

fact.”
22

 

Federal Agency Compliance with Whistleblower Protection Laws 

The United States Office of Special Counsel offers a training 

and certification program to assist federal agencies with both under- 

standing and complying with federal whistleblower protection laws. 

Following is an overview of the Office of Special Counsel’s certification 

program, as posted on its website: 

http://www.osc.gov/documents/forms/osc11.htm)
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The Office of Personnel Management recognizes 2302(c) 

certification as a  “suggested  performance  indicator“ 

for ‘getting to green’ on the Strategic Management of 

Human Capital element of the President’s Management 

Agenda. 

In 1994, Congress responded to reports of widespread ig- 

norance in the federal workforce concerning  employees’ 

right to  be  free  from  prohibited  personnel  practices 

(PPP), especially retaliation for whistleblowing, by enact- 

ing 5 U.S.C. §2302(c).  That provision charges “[t]he head 

of each agency” with responsibility for “ensuring (in con- 

sultation with the Office of Special Counsel) that agency 

employees are informed of the rights and remedies availa- 

ble to them” under the prohibited personnel practice and 

whistleblower retaliation protection provisions of Title 5. 

 
OSC’s 2302(c) Certification Program allows federal agen- 

cies to meet the statutory obligation to inform their work- 

forces about the rights and remedies available to them un- 

der the Whistleblower Protection Act (WPA) and related 

civil service laws. Under the 2302(c) Certification Pro- 

gram, OSC will certify an agency’s compliance with 5 

U.S.C. §2302(c) if the agency meets the following five re- 

quirements: 

 
1. Placing informational posters at agency facilities; 

2. Providing information about PPPs and the WPA 

to new employees as part of the orientation pro- 

cess; 

3. Providing information to current employees 

about PPP’s and the WPA; 

4. Training supervisors on PPPs and the WPA; and 

5. Creation of a computer link from the agency’s 

web site to OSC’s web site.
23

 

 
On December 31, 2002, the United States Office of Special 

Counsel certified the DoD Office of Inspector General as the first fed- 

eral Office of Inspector General that had formally complied with 5 
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U.S.C. §2302(c). The official “Certificate of Compliance” read that it 

was “in recognition of meeting 5 U.S.C. §2302(c)’s obligation to inform 

the DODIG work force of their rights under the prohibited personnel 

practice and whistleblower protection provisions of chapters 12 and 23 

of Title 5.” 

Office Special Counsel whistleblower protection certification 

is for a set period of time, and remains in effect provided that the agen- 

cy meets its ongoing information obligations under the Office of Spe- 

cial Counsel’s Certification Program. As of the writing of this hand- 

book, 24 federal agencies, including the DoD OIG and four other Of- 

fices of Inspector General, were certified as compliant under the Office 

of Special Counsel’s Certification Program.
24
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Chapter Review Questions: 

1 By what authority and for what purpose did the Inspector 

General of the Department of Defense investigate Ms. Gray’s 

allegations of whistleblower reprisal by her U.S. Army supervi- 

sors at Arlington National Cemetery, instead of referring the 

allegations to the Army Inspector General for a reprisal inves- 

tigation? 

2 What are the four elements that must be established in order 

for an Inspector General to substantiate any reprisal allega- 

tion? 

3 Who bears the burden of establishing in each of the four ele- 

ments of a reprisal allegation, and what is the respective 

standard of proof for each element?  What justifies a higher 

standard of proof for one of those elements as compared to 

the other three, as applied in the Inspector General of the 

Department of Defense’s Report of Investigation, “Whistle- 

blower Reprisal Allegation: Arlington National Cemetery,” 

Report No. CRI-HL109655, pp. 3-4 (June 29, 2010): 

The first stage of the whistleblower reprisal analysis is 

held to  a preponderance  of the evidence. “Preponder- 

ance” of the evidence is that degree of relevant evidence 

that a reasonable person, considering the record as a 

whole, would accept as sufficient to find that a contested 

fact is more likely to be true than untrue. . . . The second 

stage of analysis is held to a clear and convincing evidence 

standard. “Clear and convincing” evidence is that measure 

or degree of proof that produces in the mind of the trier 

of fact a firm belief as to the allegations sought to be es- 

tablished. It is a higher standard than preponderance of 

the evidence, but lower than beyond a reasonable doubt. 

4 By what authority and for what purpose did the Inspector 

General of the Department of Defense “non-substantiate” re- 

prisal  in  the  Arlington  National  Cemetery  “Whistleblower 
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Reprisal Investigation,” yet in the same report of investigation 

substantiate a failure “to exhibit adequate performance and 

management in the supervision and termination of Ms. Gray”? 

5 By what authority and for what purpose might the Inspector 

General of the Department of Defense have referred his find- 

ings of fact (as opposed to the fully investigated and unsub- 

stantiated reprisal allegations) in the Arlington National Cem- 

etery “Whistleblower Reprisal Investigation” to the Army In- 

spector General for an investigation into whether or not the 

findings of facts amounted to a violation of the Army Leader- 

ship Regulation (AR 600-100)? 

6 Is the Exemplary Conduct leadership standard enacted by 

Congress in 1997 for, “All commanding officers and others in 

authority in the Army” (10 U.S.C. §3583) applicable to the Ar- 

my civilian “officials responsible for handling Ms. Gray’s su- 

pervision and termination,” e.g., the Arlington National Ceme- 

tery Superintendent, a member of the Senior Executive Ser- 

vice (SES)? Is this statutory leadership standard applicable to 

the Assistant Secretary of the Army for Civil Works, a Senate- 

confirmed Presidential appointee, to whom the Inspector 

General of the Department of Defense recommended, “con- 

sider[ation of] corrective action with respect to ANC officials 

responsible for handling Ms. Gray’s supervision and termina- 

tion”? Compare AR 600-100, Army Leadership, “Command,” 

p. 17 (2007):

Command includes the leadership, authority, responsibil- 

ity, and accountability for effectively using available re- 

sources and planning the employment of, organizing, di- 

recting, coordinating, and controlling military forces to 

accomplish assigned missions. It includes responsibility 

for unit readiness, health, welfare, morale, and discipline 

of assigned personnel. Title 10, Section 3583, requires ex- 

emplary conduct by all commanding officers and others in 

authority in the Army. All commanders are required to— 

a. Present themselves as examples of virtue, honor,

patriotism, and subordination; 
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b. Be vigilant in inspecting the conduct of all persons

who are placed under their command; 

c. Guard against and suppress all dissolute and immor- 

al practices and to correct, according to the laws and 

regulations of the Army, all persons who are guilty of 

them; and 

d. Take all necessary and proper measures under the

laws, regulations, and customs of the Army to promote 

and safeguard the morale, physical well being, and the 

general welfare of officers and enlisted personnel un- 

der their command or charge. 

with id., “Civilian Creed”: 

The Civilian Creed refers to the professional attitudes and 

beliefs that characterize the Department of Army Civilian 

(DAC). At its core, the Civilian Creed requires unrelent- 

ing and consistent determination to do what is right and 

to do it with pride, both in war and peace. No matter the 

conditions, it is the DA civilians selfless commitment to 

the Nation, the Army, and fellow civilians and Soldiers 

that keeps them going. It is the professional attitude that 

inspires every Department of Army Civilian. 

7 How can any leader who has been “elected or appointed to an 

office of honor or profit in the civil service or uniformed ser- 

vices” (5 U.S.C. §3331, “Oath of office”), and therefore must 

take the same statutory oath of office to “support and defend 

the Constitution of the United States against all enemies, for- 

eign and domestic,” hold a subordinate officer, whether “in 

the civil service or uniformed services,” to a leadership stand- 

ard to which the senior leader is not willing to hold himself or 

herself? 
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Chapter 11 Endnotes 

1 
See 5 U.S.C. §2302(c) (“The head of each agency shall be responsible for 

the prevention of prohibited personnel practices, for the compliance with 

and enforcement of applicable civil service laws, rules, and regulations, and 

other aspects of personnel management, and for ensuring (in consultation 

with the Office of Special Counsel) that agency employees are informed of 

the rights and remedies available to them under this chapter and chapter 12 

of this title. Any individual to whom the head of an agency delegates au- 

thority for personnel management, or for any aspect thereof, shall be simi- 

larly responsible within the limits of the delegation.”). 

2  
DoD Directive 6490.1, ¶5.2. 

3 
See 5 U.S.C. §2302(a)(2)(A)(x). 

4 
See United States Office of Special Counsel, Form 11 (“Legal Elements of a 

Violation[:]  By law, certain elements must be present before OSC can es- 

tablish that a legal violation of law has occurred. Two of the required ele- 

ments that must be established are: (1) that a whistleblower disclosure was 

made; and (2) that an agency took, failed to take, or threatened to take or 

fail to take a personnel action because of the whistleblower disclosure. 

Your description of these elements will help OSC’s investigation of your 

allegation(s).”)  (http://www.osc.gov/documents/forms/osc11.htm);  Inspector 

General of the Department of Defense, Inspector General Guide 7050.6, 

“Guide to Investigating Reprisal and Improper Referrals for Mental Health 

Evaluation,” ¶¶2.3-2.4, February 6, 1996 

http://web.archive.org/web/20120422181015/http://www.dodig.mil/INV/MR 

I/pdfs/IGDG7050_6.pdf 

5  
See Inspector General Guide 7050.6, ¶2.5. 

6 
5 C.F.R. §1209.4(d) (“Clear and convincing evidence is that measure or 

degree of proof that produces in the mind of the trier of fact a firm belief 

http://www.osc.gov/documents/forms/osc11.htm)%3B
http://www.dodig.mil/INV/MR
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as to the allegations sought to be established. It is a higher standard than 

‘preponderance of the evidence’ as defined in 5 CFR 1201.56(c)(2).”); see 

Inspector General of the Department of Defense, “Whistleblower Reprisal 

Investigation: Arlington National Cemetery,” Report No. CRI-HL109655, 

p. 4, June 29, 2010 (linked and excerpted below as the chapter case study).

7 
See Inspector General Guide 7050.6, ¶2.6; 5 C.F.R. §1209.4(d) ().

8 
5 U.S.C. §2302(b)(8).

9 
See United States Office of Special Counsel, Form 11 (“Protected Disclo- 

sures[:]   A disclosure of information is a protected whistleblower disclosure 

if a Federal employee, former employee, or applicant for Federal employ- 

ment discloses information which he or she reasonably believes evidences: 

(a) a violation of any law, rule, or regulation; (b) gross mismanagement; (c) a

gross waste of funds; (d) abuse of authority; or (e) a substantial and specific 

danger to public health or safety.”). 

10  
10 U.S.C. §1034(b)(1)(b). 

11  
United States Department of Defense, Office of the Inspector General, 

“History of the Military Whistleblower Protection Act and Statute Prohib- 

iting the Use of Mental Health Evaluations in Reprisal”). 

http://web.archive.org/web/20120609183916/http://www.dodig.mil/INV/mri 

/pdfs/Timeline.pdf 

12  
10 U.S.C. §1034(c)(4). 

13 
10 U.S.C. §1587(a)(1). 

14 
Id., §1587(b). 

15 
Department of Defense Directive 1401.03, “DoD Nonappropriated Fund 

Instrumentality (NAFI) Employee Whistleblower Protection,” ¶5.1, April 

23,  2008  (http://www.dtic.mil/whs/directives/corres/pdf/140103p.pdf). 

16 
Id., ¶¶5.3.1 & 5.3.3. 

17 
10 U.S.C. §2409. 

http://www.dodig.mil/INV/mri
http://www.dtic.mil/whs/directives/corres/pdf/140103p.pdf)
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18 
Department of Defense Directive 5106.01, “Inspector General of the 

Department of Defense,” ¶5.19.2, April 13, 2006 

(http://www.dtic.mil/whs/directives/corres/pdf/510601p.pdf). 

19 
Department of Defense Directive 6490.1, “Mental Health Evaluations of 

Members of the Armed Forces,” October 1, 1997 (certified Current as of 

November 24, 2003) 

http://www.dtic.mil/whs/directives/corres/pdf/649001p.pdf 

20 
Id., ¶2.3. 

21 
Inspector General Act of 1978, as amended, §7(c). 

22 
United States Office of Special Counsel. Form 11 (the completion of 

which requires the complainant to, “certify that all of the statements made 

in this complaint (including any continuation pages) are true, complete, and 

correct to the best of my knowledge and belief.  I understand that a false 

statement or concealment of a material fact is a criminal offense punishable 

by a fine of up to $250,000, imprisonment for up to five years, or both. 18 

U.S.C. § 1001.”)  (http://www.osc.gov/documents/forms/osc11.htm); see 18 

U.S.C. § 1001 (“Statements or entries generally[:] (a) Except as otherwise 

provided in this section, whoever, in any matter within the jurisdiction of 

the executive, legislative, or judicial branch of the Government of the 

United States, knowingly and willfully— (1) falsifies, conceals, or covers up 

by any trick, scheme, or device a material fact; (2) makes any materially 

false, fictitious, or fraudulent statement or representation; or (3) makes or 

uses any false writing or document knowing the same to contain any mate- 

rially false, fictitious, or fraudulent statement or entry; shall be fined under 

this title, imprisoned not more than 5 years or, if the offense involves inter- 

national or domestic terrorism (as defined in section 2331), imprisoned not 

more than 8 years, or both. If the matter relates to an offense under chap- 

ter 109A, 109B, 110, or 117, or section 1591, then the term of imprisonment 

imposed under this section shall be not more than 8 years.”). 

23 
United States Office of Special Counsel, “Overview of 2302(c) Certifica- 

tion Program” (http://www.osc.gov/outreachCertificationProgram.htm#). 

http://www.dtic.mil/whs/directives/corres/pdf/510601p.pdf)
http://www.dtic.mil/whs/directives/corres/pdf/649001p.pdf
http://www.osc.gov/documents/forms/osc11.htm)%3B
http://www.osc.gov/outreachCertificationProgram.htm#)
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24 
See United States Office of Special Counsel, “Agencies That Have Com- 

pleted The 2302(C) Certification Program” 

http://www.osc.gov/outreachAgenciesCertified.htm 

25 
“Whistleblower Reprisal Investigation: Arlington National Cemetery,” 

Report Number CRI-HL109655, June 29, 2010 

http://s3.documentcloud.org/documents/5199/redacted-dodig-report-on- 

gina-gray.pdf 

26 
We acknowledge that Ms. Gray’s whistleblowing activities continued 

after her termination and we understand that she contributed relevant in- 

formation during a recently concluded investigation by the Army Inspector 

General into ANC operations. Because those later whistleblowing activi- 

ties are not germane to the matter of her termination, we do not discuss 

them further in this report. 

27 
U.S. Army PA Specialist (OS-1035-12) Position Description. 

28 
DoD Directive 5106.01, (Apr. 13, 2006) at 5.19. 

29 
DoD Directive 5106.01, (Apr. 13, 2006) at 5.19.1. 

30  
Executive Order 12731 (October 17, 1990). 

31  
5 U.S.C. Section 2302 (b)(8)(A)(i-ii). 

32  
5 C.F.R. Section 1209.7. 

33 
5 C.F.R. Section 1201.56(c)(2). 

34 
This third finding may be established where the acting official had 

knowledge, actual or imputed, of the complainant’s disclosure and the per- 

sonnel action took place within a period of time subsequent to the disclo- 

sure, such that a reasonable person could conclude that the disclosure was a 

contributing factor in the decision to take the action. Redschlag v. Depart- 

ment of the Army, 89 MS.P.R. 589,635 (2001), review dismissed, 32 Fed. Appx. 543 

(Fed. Cir. 2002) In deciding whether a personnel action occurred within a 

period of time sufficient to conclude the disclosure was a contributing fac- 

tor, the probative value of the evidence may be affected by the passage of 

http://www.osc.gov/outreachAgenciesCertified.htm
http://s3.documentcloud.org/documents/5199/redacted-dodig-report-on-
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time. Weak but substantiating evidence may be sufficient to prove reprisal 

after a short time frame; stronger evidence may be required to prove repris- 

al over relatively longer time frames. 

35  
5 C.F.R. Section 1209.4(d). 

36 
Carr v. Social Security Admin., 185 F.3d 1318, 1323 (Fed. Cir. 1999) (stating it 

is appropriate to consider the strength of the Agency’s evidence in support 

of its personnel action when determining whether the Agency has shown by 

clear and convincing evidence that it would have taken that action in the 

absence of the employee’s protected disclosure). 

37 
5 U.S.C. Appendix, Section 7(A)(2008) (provisions by which a DoD em- 

ployee may file complaints with the Inspector General). 

38 
Standard Form 50-B - Notification of Personnel Action (Apr. 14, 2008). 

39  
Memorandum from [REDACTED], Marine Barracks Washington, D.C., 

to OIG DoD, Media Coverage concerning the funeral of [REDACTED] at ANC 

(Apr. 8, 2009). 

40 
OIG DoD Interview of [REDACTED] (Apr. 29, 2009) at 31. 

[REDACTED] testified that the original location was changed “because 

the Marine Corps, and the Air Force, and the Navy put their escorts at the 

foot of the grave” and “we [ANC] just can’t put you [the media] in the 

middle of the funeral.” 

41 
OIG DoD Interview 0 A r. 28, 2009) at 26 and 28. 

42 
OIG DoD Interview 0 (Apr. 29,2009) at 31 and OIG DoD Interview o~ 

(Apr. 28, 2009) at 26. 

43 
William Gregory Hall, ANC, 

http://www.pdfonfly.com/pdfs/http_  www.arlingtoncemetery.net_wghall.h 

tm.pdf 

44 
Dana Milbank, What the Family Would Let You See, the Pentagon Obstructs, 

Washington Post (Apr. 24, 2008) at A3. 

http://www.pdfonfly.com/pdfs/http_
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OIG DoD Interview of Ms. Gray (Jan. 15, 2009) at 22. 

46 
OIG DoD Interview of [REDACTED] (Apr. 28, 2009) at 39. 

47 
Id. at 40. 

48 
Id. at 36. 

49 
E-mail from Ms. Gray to[REDACTED] [REDACTED] and 

[REDACTED] More Documentation (Apr. 24, 2008, 9:10 p.m.). 
 

50 
E-mail from Ms. Gray to [REDACTED] [REDACTED] and 

[REDACTED] ANC Documents (Apr. 25, 2008,7:19 p.m.). 

51 
OIG DoD Interview of [REDACTED] (Apr. 28, 2009) at 24-25. 

52 
OIG DoD Interview of [REDACTED] (Apr. 15, 2009) at 10 and 12-13. 

53 
E-mail from [REDACTED] to Mr. Metzler and other Army officials, 

EXSUM (April. 28, 2008, 10:08 a.m.). 
 

54 
E-mail from Ms. Gray to [REDACTED]  FW: EXSUM Additional Info 

(Apr. 28, 2008, 12:34 p.m.). 

55 
E-mail from [REDACTED] to Mr. Metzler, [REDACTED] and other 

U.S. Army officials, EXSUM additional info (Apr. 28, 2008, 11:42 a.m.). 

56 
ANC Media Release (Apr. 29, 2008). 

57 
OIG DoD Interview of Ms. Gray (Jan. 15, 2009) at 55. See also OIG DoD 

Interview of [REDACTED] (Apr. 29, 2009) at 35-36, 42, and 63 and OIG 

DoD Interview [REDACTED] (Apr. 28, 2009) at 61-63. 

58 
OIG DoD Interview of [REDACTED] (Apr. 16, 2009) at 23-24. 

59 
Id. at 54-55. 

60 
Dave Mazzarella, Agendas collide at Arlington National Cemetery, Stars and 

Stripes (May 7, 2008). 

61 
OIG DoD Interview of Mr. Metzler (Apr. 17, 2009) at 34-35 and 37-38. 
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62 
E-mail from Ms. Gray to [REDACTED] and Mr. Metzler, Memorial Day 

PAO Assignments (May 20, 2008, 6:44 p.m.) and E-mail from [REDACTED] 

to Ms. Gray, RE: Memorial Day PAO Assignments (May 21, 2008, 7:48 a.m.). 

63 
E-mail from to FW: Memorial Day PAG Assignments (May 21, 2008, 1:39 

p.m.). 

64 
OIG DoD Interview of [REDACTED] (Apr. 16, 2009) at 36. 

65 
E-mail from [REDACTED] to [REDACTED] and Mr. Metzler, Gina 

Gray (May 22, 2008, 8:21 a.m.). 

66  
E-mail from [REDACTED] to [REDACTED] Gina Gray (May 27, 2008, 

8:13 a.m.). 
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E-mail from [REDACTED to [REDACTED] Status (June 2, 2008, 11:03 
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2008, 11:17 a.m.). 

68  
AR 690-400 (Oct. 16, 1998) Chapter 4302, Total Army Performance 

Evaluation System, Section 1-5(a). 

69 
E-mail from Ms. Gray to [REDACTED] RE: PAO (June 3, 2008, 10:44 
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70  
Letter from Ms. Gray to Senator Warner (June 6, 2008).   We determined 
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(June 19, 2008, 11:33 a.m.). 

72 
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Gina Gray (June 24, 2008, 1:41 p.m.). 
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CH AP T E R 1 2 . F IR S T AN D LAS T IN G IG T H IN G S : 

 

En e m ie s F ore ign a n d D om e stic 

 

 

 

 

I, AB, do solemnly swear (or affirm) that I will support and 

defend the Constitution of the United States against all 

enemies, foreign and domestic; that I will bear true faith and 

allegiance to the same; that I take this obligation freely, 

without any mental reservation or purpose of evasion; and that 

I will well and faithfully discharge the duties of the office on 

which I am about to enter. So help me God. 

 
Title 5, United States Code, Section 3331. 

 

 

 

 

In Marbury v. Madison, the bedrock United States Supreme 

Court case establishing the principle of  judicial  review,  Chief  Justice 

John Marshall wrote, “The government of the United States has been 

emphatically termed a government of laws, and not of men.” 
1 

In a so- 

ciety based upon the rule of law, of course, laws must first be both pre- 

scribed and promulgated before they can be enforced.
2  

This final chap- 

ter summarizes some of the most significant lessons learned in the 

course of helping military commanders throughout the world better to 

promulgate and to enforce laws against human trafficking. 

The Congressional request for a joint and global inspection of 

sex slavery, discussed in detail in Chapter 5, serves an apt background 

for summarizing and giving context to some more general and profound 

lessons learned, foremost of which are that: 

1 Among the root causes of the recent resurgence of human 

trafficking, aside from the obvious profit motive of organized 
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criminals, is a general reluctance of leaders at all levels to 

promulgate and to enforce principle-based standards for sub- 

ordinates who create the demand for prostitution generally, 

and for sex slavery specifically; 

2 Whenever leaders, especially those of us who swear to “sup- 

port and defend the Constitution of the United States,”
3 

be- 

come aware of humans being referred to as “just” something 

else (e.g., “they’re just prostitutes,” as discussed below), we 

ought never to turn a blind eye; and 

3 In addition to “fraud, waste, and abuse” being domestic ene- 

mies of the United States Constitution, moral relativism itself, 

more fundamentally, is a domestic enemy of that same Consti- 

tution.
4

 

 

 

Domestic Enemy #1: Moral Relativism 

 
Following a ceremony at the Pentagon on the first anniversary 

of 9-11 honoring “America’s Heroes Lost September 11, 2001,” the au- 

thor escorted Dr. Henry Kissinger to his waiting car. As we walked, I 

mentioned that I had recently queried one of Dr. Kissinger’s mentors, 

Dr. Fritz G. A. Kraemer
5 

-- who also happened to be one of my men- 

tors -- about what Dr. Kraemer thought was the most dangerous “do- 

mestic enemy to the United States Constitution.” Dr. Kraemer, who 

for nearly thirty years had served as a senior Pentagon advisor, unhesi- 

tatingly answered with the single word, “Relativism.”   Upon hearing 

this, Dr. Kissinger unhesitatingly replied, “I agree.” 

Moral relativism rejects absolute, principle-based moral val- 

ues.
6 

As such, moral relativism is inconsistent with foundational prin- 

ciples and enduring core values of the United States of America.  Both 

moral relativism and its practical manifestations in the form of human 

trafficking are antithetical to foundational principles and enduring 

shared values of the ever-expanding Western Alliance.
7

 

Our forefathers were well-schooled in Blackstone’s Commen- 

taries, the most definitive English language legal treatise at the time of 

the American Revolution. In his Commentaries, Blackstone explained 

the “Nature of Law” in terms antithetical to moral relativism: 
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Man, considered as a creature, must necessarily be subject 

to the laws of his creator, [who] has laid down only such 

laws as were founded in those relations of justice that ex- 

isted in the nature of things antecedent to any positive 

precept. These are the eternal, immutable laws of good and 

evil, to which the creator himself in all his dispensations 

conforms; and which he has enabled human reason to dis- 

cover, so far as they are necessary for the conduct of hu- 

man actions. Such among others are these principles: that 

we should live honestly, should hurt nobody, and should 

render to every one it’s due; to which three general pre- 

cepts Justinian has reduced the whole doctrine of law.
8

 

Even before the Declaration of Independence, John Adams 

embedded within our country’s earliest laws the aspirational standard 

that no American leader should ever turn a blind eye to human practic- 

es inconsistent with these “immutable laws of good and evil,”
9 

notwith- 

standing the fog of moral relativism that typically surrounds human 

practices that are objectively immoral. 

Article 1 of the 1775 “Rules for the Regulation of the Navy of 

the United Colonies of North America,” drafted by John Adams and 

enacted by the Continental Congress, reads in its entirety: “The 

Commanders of all ships and vessels belonging to the THIRTEEN 

UNITED COLONIES, are strictly required to shew in themselves a 

good example of honor and virtue to their officers and men, and to be 

very vigilant in inspecting the behaviour of all such as are under them, 

and to discountenance and suppress all dissolute, immoral and disorder- 

ly practices; and also, such as are contrary to the rules of discipline and 

obedience, and to correct those who are guilty of the same according to 

the usage of the sea.”
10

 

In 1798, the same founding father who had drafted the 1775 

Naval leadership standard admonished American military officers that 

“Oaths in this country are as yet universally considered as sacred obliga- 

tions,”
11 

warning that “Our Constitution was made only for a moral and 

religious people.  It is wholly inadequate to the government of any oth- 

er.”
12

 

A century later, shortly after the Civil War, the United States 

Supreme Court sustained the court martial of an Army Captain “related 

to the incurring by the accused of debts” when “the circumstances un- 
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der which the debts were contracted and not paid were such as to ren- 

der the claimant amenable to the charge” of “conduct unbecoming an 

officer and a gentleman.”
13 

In the same case, the Court of Claims had 

explained, “We learnt as law students in Blackstone  that  there  are 

things which are malum in se [i.e., wrong in itself] and, in addition to 

them, things which are merely malum prohibitum [i.e., wrong because 

prohibited]; but unhappily in the affairs of real life we find that there 

are many things which are malum in se without likewise being malum 

prohibitum. In military life there is a higher code termed honor, which 

holds its society to stricter accountability; and it is not desirable that 

the standard of the Army shall come down to the requirements of a 

criminal code.”
14

 

In the following century, during the Vietnam War, the United 

States Supreme Court upheld the constitutionality of the “general arti- 

cles” of the Uniform Code of Military Justice (UCMJ), which proscribe, 

inter alia, “all disorders and neglects to the prejudice of the good order 

and discipline in the armed forces.”
15   

The Supreme Court reviewed the 

history of the UCMJ’s general articles, tracing them back to 17
th 

Centu- 

ry “British antecedents of our military law”
16 

and through the United 

States Supreme Court’s own precedent of the 19
th 

Century.
17

 

In a 1974 concurring opinion, the Supreme Court described 

“[r]elativistic notions of right and wrong” (i.e., moral relativism) as anti- 

thetical to the principle of military necessity: 

 
Fundamental concepts of right and wrong are the same 

now as they were under the Articles of the Earl of Essex 

(1642), or the British Articles of War of 1765, or the Amer- 

ican Articles of War of 1775, or during the long line of 

precedents of this and other courts upholding the general 

articles. And, however unfortunate it may be, it is still 

necessary to maintain a disciplined and obedient fighting 

force. . . . The general articles are essential not only to 

punish patently criminal conduct, but also to foster an or- 

derly and dutiful fighting force. . . . Relativistic notions of 

right and wrong, or situation ethics, as some call it, have 

achieved in recent times a disturbingly high level of prom- 

inence in this country, both in the guise of law reform, and 

as a justification of conduct that persons would normally 
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eschew as immoral and even illegal.  The truth is that the 

moral  horizons  of  the  American  people  are  not  foot- 
18 

loose… 

 

 

Subsequently, in the midst of the Cold War between the 

Western Alliance and the Soviet Union, the Commander-in-Chief of 

the United States shared with Members of the British House of Com- 

mons his vision for leaving “Marxism-Leninism on the ash heap of his- 

tory” -- based on underlying assumptions antithetical to moral relativism: 

“given strong leadership, time, and a little bit of hope, the forces of 

good ultimately rally and triumph over evil . . . . Here is the enduring 

greatness of the British contribution to mankind, the great civilized 

ideas: individual liberty, representative government, and the rule of law 

under God.”
19

 

Shortly after the Cold War concluded in Europe, the Polish- 

born Roman Pontiff, speaking in Baltimore, Maryland, likewise urged 

every generation of Americans to acknowledge “the moral truths which 

make freedom possible,” starting with those “truths” acknowledged in 

our Declaration of Independence and reiterated in the Gettysburg Ad- 

dress.
20 

This enduring American and profoundly Western concept of 

“moral truths” simply cannot be squared with moral (or ethical) models 

that reject immutable “concepts of right and wrong.”
21

 

More recently, in the aftermath of various U.S. military sexual 

misconduct scandals of the 1990’s, the United States Congress reenact- 

ed for leaders of all three military departments (Army, Navy, and Air 

Force) the same “exemplary conduct” leadership standard enacted by 

our Continental Congress as Article I of the 1775 Navy Regulations,
22

 

thereby reaffirming “a very clear standard by which Congress and the 

nation can measure officers of our military services.”
23 

Title 10 of the 

United States Code thus still incorporates the principle-based sub- 

stance of John Adams’ 1775 leadership standard: “All commanding of- 

ficers and others in authority . . . are required to show in themselves a 

good example of virtue, honor, patriotism, and subordination; . . . to 

guard against and suppress all dissolute and immoral practices, and to 

correct . . . all persons who are guilty of them.”
24
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These long-standing and principle-based moral pronounce- 

ments by Congress exemplify the reality that duly-enacted laws in our 

republic are the societal analog to an individual's conscience.
25

 

In the Anglo-American tradition, our national legislatures pre- 

scribe the national conscience through public laws, legislating what is 

right and what is wrong for the nation, i.e., what choices we ought and 

ought not to make.
26   

Of course, as with any individual conscience for- 

mation process, there is always the possibility that this societal con- 

science be mis-formed, i.e., inconsistent with a higher law.
27 

For this

reason, our first President in his first Annual Address encouraged our 

representatives in Congress “to discriminate the spirit of liberty from that of 

licentiousness, cherishing the first, avoiding the last, and uniting a speedy, 

but temperate vigilance against encroachments, with an inviolable re- 

spect to the laws.”
28 

In this regard, as with the relationship between

individual conscience and individual behavior, societal conscience for- 

mation process is distinct from, yet integrally related to, both the 

promulgation and the enforcement processes. 

Lessons Learned By Inspecting Sex Slavery through 

the Fog of Moral Relativism 

Although volumes could be written about the reprehensible 

nature of sex slavery and other forms of human trafficking, and how 

moral relativism contributes to the challenges of inspecting and meet- 

ing related leadership challenges, at least five points warrant emphasis: 

1 Moral relativism is an enemy of the United States Constitu- 

tion; 

2 The President of the United States has identified 21
st 

Century

sex slavery as “a special evil” under “a moral law that stands 

above men and nations”
29

 

3 Military leaders at all levels need robustly to promulgate and 

to enforce principle-based standards for subordinates who cre- 

ate the demand for sex slavery; 

4 American and other “Western” leaders ought “to be vigilant 

inspecting the conduct of all persons who are placed under 
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their command; to guard against and suppress all dissolute and 

immoral practices, and to correct . . . all persons who are guilty 

of them”
30 

-- in this regard, ostensible consent by the parties 

to immoral practices such as sex slavery ought never to be an 

excuse for turning a blind eye; and 

5 Even as we confront the new asymmetric enemies of the 21
st 

Century, those of us who take an oath to defend the Constitu- 

tion of the United States (and similar principle-based legal au- 

thorities) should recognize, confront, and suppress sexual slav- 

ery and other “dissolute and immoral practices” whenever and 

wherever they raise their ugly heads through the fog of moral 

relativism -- “so help [us] God.”
31

 

 

 
American First Things 

 
In August 2005, at the request of the  U.S  Department  of 

State, I addressed an international audience composed of representa- 

tives of friendly foreign nations, all interested in learning about the 

United States generally, on the subject (as determined by the State De- 

partment sponsors) of, “U.S. Experience with Promoting Transparency 

and Government Accountability.” 

I started my comments on “U.S. Experience with Promoting 

Transparency and Government Accountability” with an obscure quote 

from a primer on U.S. Government. It was written in 1890 by a Har- 

vard professor named John Fiske. In his book titled “Civil Govern- 

ment in the United States,” Professor Fiske pointed out: 

 
The most essential feature of a government, or at any rate, 

the feature with which it is important for us to become 

familiar at the start is the power of taxation. The govern- 

ment is that which taxes. If individuals take away some of 

your property for purposes of their own, it is robbery. You 

lose your money and you get nothing in return. But if the 

government takes away some of your property in  the 

shape of taxes, it is supposed to render to you an equiva- 

lent in the shape of good government – something without 

which our lives and property would not be safe. Herein 
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seems to lie the difference between taxation and robbery. 

When the highway man points his pistol at me, and I hand 

him over my purse and watch, I am robbed. But when I 

pay the tax collector, who can seize my watch or sell my 

house over my head if I refuse, I am simply paying what is 

fairly due from me towards supporting the government.
32

 

Even before our Declaration of Independence, we had a ro- 

bust English common law, which forms the foundation of our system of 

government. A significant number of people around the world today 

continue to rely on the English common law. It is somewhat of a mis- 

nomer that we broke from England in 1776. When our forefathers 

wrote the Declaration of Independence, they were defending  their 

rights as Englishmen to live under a free system of government based 

upon the rule of law. 

About ten years before our Declaration, Sir William Black- 

stone wrote the definitive treatise on English common law, which was 

used by our forefathers to establish the United States Constitution. 

Blackstone wrote in his 1765 treatise that there are four essential at- 

tributes of all civil laws. Essentially, he was defining a system of trans- 

parent government, which forms the basis of our American system to- 

day. He mentions four essential attributes of all man-made laws: 

1 A law must be a rule, as opposed to a judgment; 
 

2 It must be of general applicability, as opposed to a bill of at- 

tainder, which would be directed at one person; 

3 It must be prescribed; and 
 

4 It  must  be  prescribed  by  the  sovereign,  not  by  somebody 

without authority.
33

 

These are the four essential elements of the Anglo-American 

tradition in transparent government. 

According to Blackstone, rules need to be prescribed in ad- 

vance. In describing this principle, Blackstone wrote that it is im- 

portant the government not only prescribe, but also promulgate the 

laws in the most perspicuous manner available, “not like [Emperor] 

Caligula, who . . . wrote his laws in very small character, and hung them 

up upon high pillars, the more effectually to ensnare the people.”
34
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This principle, citing the historical despot as the antithesis of 

transparent government, has found its way into, among other things, 

the ex post facto clauses of the U.S. Constitution. There are two ex post 

facto clauses: one in Article 1, Section 9, which generally proscribes 

retroactive lawmaking. Keep in mind that at the time the framers 

wrote the Constitution, Blackstone had just deemed ex post facto laws as 

even more unreasonable than the law methodology of Emperor Caligu- 

la.
35    

There is a second ex post facto clause in Article 1, Section 10, which 

applies the proscription against ex post facto laws to the States. 

That principle is one that every Office of Inspector General 

ought to apply. What the author of this book told his investigators is 

this: “If it takes our lawyers more than a week to tell [the Inspector 

General] what the legal standard is, we will not hold anybody else ac- 

countable to that standard -- because that would be a Caligula-esque 

method of enforcing laws. We’re just not going to do that. It’s not 

part of the American system of transparent and accountable govern- 

ment.” 

There is another provision of our U.S. Constitution which is 

called the Accountability Clause. It is also Article 1, Section 9, which 

reads, “a regular Statement and Account of the Receipts and Expendi- 

tures of all public Money shall be published from time to time.” In 

effect, we have a constitutional right to a public accounting of how our 

money is spent by our government.   This constitutional principle is 

what ultimately took form in the Inspector General Act of 1978,
36  

a 

1982 amendment to which created the DoD Office of Inspector Gen- 

eral.
37

 

The design and purpose of the Inspector General Act was to 

create independent and objective units in each of the government de- 

partments in the Executive Branch that would be able, in effect, to 

carry out that constitutional duty of public accountability. Each of the 

offices, each of the cabinet-level departments in the U.S. Government, 

has a Senate-confirmed, presidentially-appointed inspector general. 

In October 2003, the President invited all members of what at 

the time was called the President’s Council on Integrity & Efficiency 

(PCIE) to come to the White House to celebrate the 25th anniversary 

of the Inspector General Act of 1978. The President thanked all of the 

Inspectors General present for their service and he explained his per- 

spective  of  government  transparency  and  accountability.    He  said, 
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“Every time an inspector general roots out fraud, waste or abuse in the 

government, the inspector general increases the confidence of the 

American people in our government.” That is an important American 

principle – the notion of it being our government. The first three 

words of the Constitution are, “We the People.” 

“We the People” – the principle of popular sovereignty – is al- 

so one of those foundational principles that define who  we are as 

Americans. The principles of transparency and government accounta- 

bility, along with integrity and popular sovereignty, are so foundational 

that they literally define who we as Americans are. Those principles 

are shared by most of our allies today in the Global War on Terrorism, 

and by many other friendly nations that rely upon the notion of the rule 

of law, which is so foundational to who we are as Americans. 

IG Principles 

During my first one-on-one meeting as  Inspector  General 

with the Secretary of Defense, I reiterated my vision to the Secretary 

that the DoD Inspector General ought not only to carry out the statu- 

tory duties enumerated in the Inspector General Act, but also that the 

DoD Inspector General ought to serve in the traditional military in- 

spector general role as “an extension of the eyes, ears, and conscience 

of the Commander.”
38

Turning to his Special Assistant (who was observing the one- 

on-one meeting), Secretary Rumsfeld replied, “In that case, Larry, the 

IG needs a copy of my Principles.”  After the meeting, Larry DiRita 

handed me a two-page list of Secretary Rumsfeld’s “Principles for the 

Department  of  Defense.”
39

Within weeks, I had incorporated each of Secretary 

Rumsfeld’s principles that related in any way to either the statutory 

duties of the DoD Inspector General or the traditional duties of mili- 

tary inspectors general into a separate list of “DoD Inspector General 

Principles,” which evolved over the three and a half years of the Inspec- 

tor General’s tenure. 

The following is an abridged list of DoD IG Principles as of 

2005: 
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1 An IG in the Department of Defense serves as an independ- 

ent ‘extension of the eyes, ears, and conscience of the Com- 

mander”; as such an IG is always a paradigm of military leader- 

ship – the only issue is whether he or she is a good paradigm. 

2 Integrity is synonymous with truth. 
 

3 Accountability is a sacred duty for all who swear (or affirm) 

the statutory Oath of Office; Article I of the Constitution 

mandates that “a Regular Statement and Account of the Re- 

ceipts and Expenditures of all public Money shall be published 

from time to time.” 

4 IG reports should include, whenever possible, both a front- 

loaded recitation of any allegation, quoting the prescribed 

standards at issue, and a summary of constructive proposals. 

5 Every Member of Congress deserves IG respect. 
 

6 Whenever a federal IG contemplates the exercise of a “police 

power,” he or she should ask and, whenever possible, insist 

upon a written answer to the question, “By what authority?” 

* * * 
 

15 The professional reputation of senior officials is protected by 

the due process clause, which requires, among other things, 

that legal standards to which officials may be held accountable 

be prescribed, widely-promulgated, and understandable by the 

average senior official. 

* * * * 

 
Most of these IG Principles are self explanatory, at least to 

professional IGs. Suffice to say, they reflect important general princi- 

ples that warrant repetition within an organization of professionals that 

includes both experienced auditors, inspectors, and investigators, but 

also less experienced professionals, including some freshly graduated 

from college. 

These IG principles, for the most part, simply adapted the 

Secretary of Defense’s more general principles to either IG tradition or 

statutory guidance for the Office of Inspector General. This was a 

deliberate attempt  to  inculcate  a  sense  of  “tethered  independence.” 
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Hence, Principle #1 was, “An IG in the Department of Defense serves 

as an independent ‘extension of the eyes, ears, and conscience of the 

Commander.” This principle melded traditional Army IG doctrine 

with the “independence” mandate within the Inspector General Act of 

1978, as amended.
40

 

IG Principle #15 was a deliberate attempt to inculcate within 

the small cadre of investigators whose daily jobs placed into the balance 

the careers of officials who by virtue of their seniority had sacrificed 

substantially more privacy rights than the vast majority of soldiers, sail- 

ors, airmen, marines, and civilians serving throughout the Department 

of Defense. 

As an example of the disparate treatment afforded senior offi- 

cials, privacy restrictions in the Department of Defense prevent the 

web posting of most names of civilian employees on an organizational 

chart, including the organizational chart for an Office of Inspector 

General. Not so for flag officers and members of the Senior Executive 

Service. By virtue of their seniority these individuals sacrifice that 

modicum of privacy. Their names and their job descriptions can be and 

are published, while the names of all others are entitled to privacy pro- 

tection. 

The United States Supreme Court had also explained that sen- 

ior officials, also known as “public officials,” need to be treated differ- 

ently than the average citizen in various contexts, including defamation 

and slander as well as the due process of law protected by the United 

States Constitution. Hence, IG Principle #15 formalized the Supreme 

Court’s guidance that, “The professional reputation of senior officials is 

protected by the due process clause, which requires, among other 

things, that legal standards to which officials may be held accountable 

be prescribed, widely-promulgated, and understandable by the average 

senior official.” 

In August 2004, IG principle #15 found itself re-promulgated 

in a separate IG Policy Memo addressing the United States Supreme 

Court’s decision in Hamdi v. Rumsfeld. In that case, the Supreme Court 

found that the Department of Defense had violated the due process 

rights of an American-born man who had moved as a child to Saudi 

Arabia with his family, and who was later detained in Afghanistan after 

the terrorist attacks of September 11, 2001, allegedly for having taken 

up arms with the Taliban. 
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In particular, according to the Supreme Court opinion, Yaser 

Esam Hamdi by 2001 “resided in Afghanistan. At some point that year, 

he was seized by members of the Northern Alliance, a coalition of mili- 

tary groups opposed to the Taliban government, and eventually was 

turned over to the United States military. The Government assert[ed] 

that it initially detained and interrogated Hamdi in Afghanistan before 

transferring him to the United States Naval Base in Guantanamo Bay 

in January 2002. In April 2002, upon learning that Hamdi is an Ameri- 

can citizen, authorities transferred him to a naval brig in Norfolk, Vir- 

ginia, . . . . The Government contend[ed] that Hamdi [was] an ‘enemy 

combatant,’ and that this status justifies holding him in the United 

States indefinitely without formal charges or proceedings unless and 

until it makes the determination that access to counsel or further pro- 

cess is warranted.”
41    

The Court disagreed. 

While others within the Department of Defense were la- 

menting this legal “defeat,” the Inspector General issued a policy 

memo,
42 

reaffirming and applying to the daily challenges within the 

Office of Inspector General the same long-standing due process guid- 

ance reaffirmed by the Court: 

 
For more than a century the central meaning of procedur- 

al due process has been clear: Parties whose rights are to 

be affected are entitled to be heard; and in order that they 

may  enjoy  that  right  they  must  first  be  notified.  It  is 

equally fundamental that the right to notice and an op- 

portunity to be heard must be granted at a meaningful 

time and in a meaningful manner. These essential consti- 

tutional promises may not be eroded. Hamdi v. Rumsfeld, 

124 S. Ct. 2633, 2649 (2004) (internal citations and quota- 

tion marks omitted). 

“These essential constitutional promises” are American and 

Inspector General “first things.” During the course of every IG audit, 

inspection, or investigation, Inspectors General have the privilege -- as 

well as an oath-bound duty -- to “support and defend” these and other 

American “first things” against fraud, waste, abuse, and other “enemies” 

of the United States Constitution, “foreign and domestic . . . .  So help 

me God.”
43
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tually to ensure the people.  There is still a more unreasonable method that 

this which is called making of laws ex post facto.”). 

36 
Inspector General Act of 1978, Public Law 95-452, October 12, 1978. 
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39 

“SUBJECT: Principles for the Department of Defense 

 
“1. Do nothing that could raise questions about the credibility of 

DoD. DoD must tell the truth and must be believed to be telling 

the truth or our important work is undermined. 

“2. Do nothing that is or could be seen as partisan. The work of this 

Department is non-partisan. We have to continuously earn the sup- 

port of all the people of the country and in the Congress. To do so 

we must serve all elements of our society without favor. 

“3. Nothing is more important than the men and women who work 

in this Department - they are its heart and soul and its future. Our 

country's success depends on them. We must all treat them with re- 

spect, show our concern for them and for their lives and their fu- 

tures, and find opportunities to express our full appreciation for all 

they do for our country. 

“4. The public needs and has a right to know about the unclassified 

activities of DoD. It is our obligation to provide that information 

professionally, fully and in good spirit. 
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“5. Help to create an environment in DoD that is hospitable to risk- 

taking, innovation, and creativity. This institution must encourage 

people of all types if we are to transform and be successful. 

“6. Work vigorously to root out any wrongdoing or corruption in 

DoD. Waste undermines support for the Department, and robs 

DoD activities of the resources they need. 

“7. Consistently demonstrate vigilance against waste. It is the tax- 

payers' money, earned by people who work hard all across this land. 

We owe it to them to treat their dollars respectfully, and we owe it 

to the importance of our responsibilities to see that every dollar is 

spent wisely. 

“8. Reflect the compassion we all feel when innocent lives are lost, 

whether U.S. service people or innocents killed by collateral dam- 

age. 

“9. Demonstrate our appreciation for the cooperation we receive 

from other nations and for the valuable contributions coalition forc- 

es bring to our efforts - whether in peacetime by way of strengthen- 

ing the deterrent, or in wartime by securing victory. 

“10. Because of the complexity of our tasks, DoD must work with 

other departments and agencies of the federal government in a pro- 

fessional manner, respectful of others' views but willing to raise is- 

sues to the next higher level up the chain of command, as necessary. 

“11. DoD personnel-civilian and military-must not compromise clas- 

sified information. It is a violation of federal criminal law, and those 

who do so are criminals. They are also individuals who have lost 

their moorings and are willing to put the lives of the men and wom- 

en in uniform at risk. They must be rooted out, stopped and pun- 

ished. 

“12. The Legislative Branch is in Article I of the Constitution; the 

Executive Branch is Article II. That is not an accident. We must re- 

spect the Constitutional role of Congress, learn from those who 

have knowledge that can be helpful and work constructively, with 
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revolving coalitions, to achieve the important goals of the Depart- 

ment and the country. 

“13. Finally, the President of the United States is our Commander- 

in-Chief. 

Those of us in DoD - military and civilian - believe in civilian con- 

trol, are respectful of it and must be vigilant to see that our actions 

reflect that important Constitutional obligation. 

“Donald Rumsfeld.” 
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Inspector General Policy Memo, “Due Process in the Activities of the 

Office of Inspector General,” August 20, 2004 
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CO N CLUS IO N 

An enemy of the United States Constitution gnaws at the 

good order and discipline of the American Armed Forces and, by ex- 

tension, of the entire Western Alliance. This enemy answers to the 

name moral relativism, feeding on the side of human nature that would 

turn a blind eye to moral truths, as in “We hold these truths to be self- 

evident, . . . .”1 In the midst of a Global War on Terrorism, our Com- 

mander-in-Chief admonished us all, “when we forget these truths, we 

risk sliding into a dictatorship of relativism.”2
 

One such would-be “dictatorship of relativism” manifested it- 

self during the course of an inspection requested by Congress into hu- 

man trafficking -- also known as “Trafficking in Persons,” “TIP,” or in 

its most common form, “sex slavery,”3 the subject matter of another

chapter of this book. Even as this joint and global sex slavery inspec- 

tion was being launched, the President of the United States devoted 

almost one fifth of his speech to the United Nations General Assembly 

to the subject of human trafficking. 

You might ask why, in the midst of the Global War on Ter- 

rorism, our national leader would focus so much on human trafficking. 

One answer might be the nexus between human traffickers and the 

arms traffickers supporting the terrorists.4 A more fundamental answer

might be that the challenges of modern-day human slavery force us to 

focus on “first things,” i.e., the principles worth fighting for, in order 

that we might better focus on important “second things,” which include 

survival. 

The principle of “first and second things,” as explained by the 

late British author C.S. Lewis, maintains that, “You can’t get second 

things by putting them first; you can get second things only by putting 

first things first. . . .   The first and most practical [thing is] to have 
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something to live for and to die for, lest we die.”5  A contemporary C.S. 

Lewis expert explains the principle more bluntly: “the society that be- 

lieves in nothing worth surviving for beyond mere survival will not sur- 

vive.”6
 

Although C.S. Lewis may have coined the term, the principle 

of first and second things is much older than the United States of 

America. It appears to have been recorded by Plato in the year 360 

BC, in his explanation of “Just Laws.”7 In any event, for Americans in 

the 21st Century, the combination of our Declaration of Independence, 

Constitution, and Bill of Rights comes as close to a written embodi- 

ment of the core principles that define who we are. C.S. Lewis, and 

perhaps Plato, would have called these defining principles American 

"First Things." 

For an American Inspector General, “First Things” include in- 

tegrity, efficiency, independence, and  transparent  accountability. 

Three and a half years at the helm of the most expansive Office of In- 

spector General in the world taught the author of this book that humil- 

ity, too, is another necessary Inspector General “First Thing.” 

While serving as Inspector General, the author found himself 

constantly asking not only his staff but also himself two core questions, 

“By what authority and for what purpose”? These two questions rou- 

tinely guided how this Inspector General carried out his constitutional 

and statutory duties. The same two questions can help prevent any 

Inspector General from misconstruing his statutory authority or oth- 

erwise abusing power.8
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4 See United States Department of State, “Trafficking in Persons Report,” 

p. 14 (June 2004) (“Trafficking Fuels Organized Crime . . . .  According to 

the UN, human trafficking is the third largest criminal enterprise world- 
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5 C.S. Lewis, “Time and Tide,” reprinted in GOD IN THE DOCK (1942).

6 Peter Kreeft, A Refutation Of Moral Relativism: Interviews With An 

Absolutists, p. 133 (1999). 

7 Plato, The Laws 361b-d (360BC) (“[Just laws] serve the right end, that of 

effecting the happiness of those who enjoy them.  They, in fact, secure 

them all good things.  But there are two different kinds of good things, the 

merely human and the divine; the former are consequential on the latter. 

Hence a city which accepts the greater goods acquires the lesser along with 

them, but one which refuses them misses both.  The lesser are those among 

which health holds the first place, comeliness the second, strength for the 

race and all other bodily exercises the third, while the fourth place belongs 

to a wealth which is not blind, but clear-sighted, because attendant on wis- 

dom. Of divine goods, the first and chiefest is this same wisdom, and next 

after it sobriety of spirit; a third, resulting from the blending of both of 

these with valor is righteousness, and valor itself is fourth. All of these 

naturally rank before the former class, and, of course, a lawgiver must ob- 

serve that order. Next, he should impress it upon his citizens that all his 

other injunctions have a view to these ends, and that among the ends, the 

human look to the divine, and all the divine to their leader, wisdom."). 

8 See generally U.S. Const., Preamble to the Bill of Rights (“THE Conven- 

tions of a number of the States, having at the time of their adopting the 

Constitution, expressed a desire, in order to prevent misconstructions or 

abuse of its powers, that further declaratory and restrictive clauses be add- 

ed: And as extending the ground of public confidence in the Government, 

will best ensure the beneficent ends of its institution. . . .”). 
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